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CYBERTERRORISM IN AFRICA – 
EXAGGERATED THREAT OR WORTHY FOE?

Alta Grobbelaar1

University of the Free State, South Africa

Abstract: For many decades, the validity of the concept of cyberterrorism has been 
questioned. Academics have pondered whether this idea should be regarded as “fact 
or fancy”. Over time, development, globalization and connectivity have led one to veer 
towards the thought that this should be fact. However, various challenges are posed: 
The standalone concept of terrorism is in itself highly contested, and academics have 
yet to agree on a single definition of the term. Secondly, almost any form of modern 
threat can in the current age be studied with the added prefix “cyber-”. This raises 
the question of strategic approaches when combating things like cyberterrorism. The 
question arises: In how many ways do, and should, these approaches differ from the 
counterterrorism measures taken against traditional, physical terrorism, and where 
is a line drawn in the proverbial sand between terrorism, cyberterrorism, crime and 
cybercrime? In an effort to demarcate the scope and labelling of attacks as cyberter-
rorism and not necessarily cybercrime, academics have added the element of political 
motivation and fear to the young and already contested definition of cyberterrorism. 
This would mean that one of the only aspects differentiating cyberterrorism from ter-
rorism is the use of information technology. This paper questions the validity of the 
term and threat of cyberterrorism – especially in an African context. With Africa’s 
limited use and penetration of information technology, the question arises whether 
this is really a new threat, or simply a natural evolution of the age-old threat of ter-
rorism. Terrorists will always use the latest and best technology and means to their 
disposal; this research paper aims to understand whether that justifies a completely 
new concept in African security research. 
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INTRODUCTION
When aiming to understand the concept of cyberterrorism and eventually mini-

mize the danger and threat thereof, several aspects of the concept need to be under-
stood. Many years ago, Mark Pollitt wrote on Cyberterrorism and whether it was to 
be fact or fancy (Pollitt, 1998). Take into consideration the context and timeframe 
in which Pollitt wrote. In his article, he refers to cyberterrorism as a “combination 
of two the great fears of the late 20th century”. This would refer to the fear of ran-
dom violent events, and the fear of new technology and more specifically, computer 
technology. For Pollitt, both of these elements capitalize on the fear of the unknown 
or something that would happen outside of human control, for Pollitt and his con-
temporaries technology was to be feared because of its ability to do what used to 
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be done by humans – a fear for a loss of control. People believed that technology 
had the ability to become the master, and humans would be the servant. Luckily for 
modern research, time is a wise and patient teacher. The politics of fear would still 
be a relevant method of study when it comes to studying cyberterrorism years after 
Pollitt’s study, but the reasons for fear would be starkly different. 

To sufficiently understand cyberterrorism, a certain degree of understanding is 
needed in terms of terrorism. The concept of terrorism is so disputed and, in some 
cases, still so ambiguous due to major disagreements on the use of violence for po-
litical reasons. Yet, for the purpose of this study, a certain definition, in line with the 
politics of fear can be used to garner an understanding of terrorism relevant to the 
context of the research at hand. Because no accepted definition exists, and the legal 
and academic term “terrorism” is mostly left to the interpretation of states or entities 
which use the term, the interpretation often changes to the whims of those who use 
it according to particular interests at particular times (Zeidan, 2004). For the pur-
pose of this study, to minimize ambiguity, a more comprehensive interpretation of 
AP Schmidt – UN advisor, will be utilized, as it highlights many aspects of terrorism 
with relevance to the study. The timeframe in which this particular interpretation 
was published (1983), also provides us with a certain sense of timelessness of the 
threat of terrorism – be it cyber- or traditional:

“Terrorism is an anxiety inspiring method of repeated violent action, employed 
by (semi-) clandestine individual, group or state actors, for idiosyncratic, criminal 
or political reasons, whereby – in contrast to assassination – the direct targets of vio-
lence are not the main targets. The immediate human victims of violence are gener-
ally chosen randomly (targets of opportunity) or selectively (representative of symbolic 
targets) from a target population... Threat- and violence-based communication pro-
cesses between terrorist (organization), (imperiled) victims, and main targets are used 
to manipulate the main target (audience[s]), turning it into a target of terror, a target 
of demands, or a target of attention depending on whether intimidation, coercion, or 
propaganda is primarily sought.” (Schmidt, 1983)

Within this definition or interpretation of terrorism, a few concepts become 
clear. Terrorism has always and will most probably always have a definite element 
of fear and randomness connected to it. This is in line with Pollitt’s idea of the fear 
of the unknown. When studying terrorism, one cannot disregard the victims or 
targets of terror – whether they are intentional or not. This is also quite relevant to 
the idea of cyberterrorism – as will be discussed later in this study. Once a general 
understanding of terrorism and its connection to fear is established, the element of 
cyber-, and eventually cyberterrorism, needs to be introduced, with the similar aim 
to create an unambiguous foundation upon which this study can be built to assess 
the validity of the threat and concept of cyberterrorism. 

Cyberterrorism and cyber-attacks are often used as umbrella terms to cover a 
range of activities taking place via the Internet. The prefix “cyber-” originates from 
ancient Greek and roughly translates to the “the art of steering” (Tabansky, 2011). 
This is in direct contrast with Pollitt’s original idea of fear of something which can-
not be controlled, as the basic concept of cyber- indicates a form of control. The cy-
ber- prefix has become a phrase synonymous with modern activities, to distinguish 
between traditional and technologically driven methods, in this case: traditional 
forms of physical terrorism or cyberterrorism. Cyberterrorism definitions are mostly 
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based on traditional definitions of terrorism, with the added element of internet 
technology. According to Victoria Correia attacks can qualify as cyberterrorism if 
there is a political, social or economic threat to a group, organization or country 
(Correia, 2022). This definition is supported by other scholars who also suggest that 
activities leading up to the act, not including physical damage or violence should 
also be included here (Holt, 2012). Both of these viewpoints include the intent and 
motivations of terror, albeit cyber- or traditional. As technology should form an 
inherent part of understanding cyberterrorism and in trying to understand if any 
type of distinction can and should be made between terrorism and cyberterrorism, 
a more succinct definition to look at the key characteristics of cyberterrorism is also 
consulted for the purposes of this study:

“Cyberterrorism is the premeditated attack or threat thereof by non-state actors 
with the intent to use cyberspace to cause real-world consequences in order to influ-
ence fear or coerce civilian, government, or non-government targets in pursuit of social 
or ideological objectives. Real-world consequences include physical, psychological, po-
litical, economic, ecological, or otherwise that occur outside of cyberspace.” (Plotnek, 
2021).

This definition goes beyond intent and motivation and looks at the perpetrator, 
motivation, intent, means, effects and the targets or cyberterrorism – much like the 
elements included in the definition of terrorism as mentioned by Schmidt. Another 
valuable definition is put forward by Dorothy Denning, professor of computer sci-
ence - she presented this quite unambiguous definition to the House Armed Services 
Committee in 2000:

“Cyberterrorism is the convergence of cyberspace and terrorism. It refers to unlaw-
ful attacks and threats of attacks against computers, networks and the information 
stored therein when done to intimidate or coerce a government or its people in further-
ance of political or social objectives. Further, to qualify as cyberterrorism, an attack 
should result in violence against persons or property, or at least cause enough harm to 
generate fear. Attacks that lead to death or bodily injury, explosions, or severe economic 
loss would be examples. Serious attacks against critical infrastructures could be acts of 
cyberterrorism, depending on their impact. Attacks that disrupt nonessential services 
or that are mainly a costly nuisance would not.” (Weimann, 2004)

Denning’s definition also considers who cyberterrorism targets, and what would 
not constitute a cyberterrorist attack. The question that remains is: does the differen-
tiation between terrorism and cyberterrorism constitute an entire concept and topic 
on its own, or is it merely natural evolution of the terrorism that we have grown to 
know and fear?

THE POLITICS OF FEAR
The threat of terrorism, and more lately cyberterrorism has grabbed the atten-

tion of states and international media houses and the Information Technology (IT) 
industry. It is a popularized scenario where hackers or computer whizzes would sit 
in a dark room, behind shining screens and wreak havoc upon the world by typing 
a few lines of code or pressing a big red button. Most critical infrastructure systems 
around the world, especially in Western societies are networked through computers, 
thus the potential threat from cyberterrorism is very alarming. The idea that ter-
rorists could follow hackers’ lead and “break the internet” to disable governments, 
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disarm armies and launch remote attacks embeds an almost tangible fear in even 
civilians – never mind state decisionmakers, policymakers and security sectors. 

As the internet can easily serve as a multiplier for terrorist operations, it is a well-
known fact that terrorist organizations use cyberspace as a form of communication, 
recruitment, to spread propaganda and to coordinate operations. All of the above-
mentioned terrorist-activities do not constitute cyberterrorism, as they are simply 
operational activities of any terrorist organization, and do not refer to an attack, 
victims of an attack or the use of IT to attack critical infrastructure, as mentioned 
in the definitions applicable to this study. To this day, a major cyberterrorism inci-
dent, with casualties or injuries has not yet occurred, yet the fear of cyberterrorism 
is quite real. The United States Institute for Peace even uses the term “Cyberterror-
ism Angst” and refers to a report, published in 1990, that links American fear to 
terrorism and computers:

“Increasingly, America depends on computers… Tomorrow’s terrorist may be able 
to do more damage with a keyboard than with a bomb” (Weimann, 2004)

More recent research supports the fear-inducing aspect of cyberterrorism as well. 
The Chapman University Survey of American Fears ranked the fear of cyberterror-
ism as seventh among 88 different fears – higher than terror attacks and terrorism 
(Onat, 2022). The politics of fear features prominently here as people’s fear of cyber-
terrorism evolves around people’s consumption of related media content and politi-
cal rhetoric. Mass media would tend to exaggerate the threat of cyberterrorism due 
to the newsworthiness and ease with which an audience can relate to the concept 
of cyberactivity (think back to the analogy of hackers sitting in a dark room, franti-
cally typing code to take over the world). Cybercrimes are more easily related to by 
the average internet user than traditional forms of terrorism like suicide bombing 
or radicalized preaching. Here conceptualization once again becomes of paramount 
importance, as a distinction needs to be made between concepts like “hacktivism” 
and other cyber activities, and cyberterrorism. 

“Hacktivism,” a term coined by scholars to describe the marriage of hacking with 
political activism… “Hacking” is here understood to mean activities conducted online 
and covertly that seek to reveal, manipulate, or otherwise exploit vulnerabilities in 
computer operating systems and other software. Unlike hacktivists, hackers tend not 
to have political agendas. (Weimann, 2004).

There are some additional political factors to take into consideration when look-
ing at the fear of terrorism, and eventually the fear of cyberterrorism. The political 
nature of terrorism as a crime, and the political nature of cyberterrorism as a crime 
both have a distinct influence of ideology and in most cases religion. Understand-
ing of political viewpoints and ideologies is critical when analyzing people’s under-
standing of national security, personal security – or the potential lack thereof. Here 
a paradigm shift needs to happen where political factors specific to political and 
individual contexts are taken into consideration. For the purpose of this study, the 
African viewpoint becomes important. National security, personal security and es-
pecially cybersecurity are concepts that are interpreted and understood differently 
in Africa than in Western parts of the world. Although the cyber- prefix is frequently 
used as a fear-inducing catch-all phrase, the validity of this phrase in Africa should 
be examined and questioned. 
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The conjunction of technology – possibly a frightful machine or phenomenon, 
with terrorism – definitely a frightful phenomenon – guarantees for a fear-inducing 
weapon to be wielded by those with enough skill and resources to be able to do so 
effectively. The next question would be, does African terrorist organizations have 
these skills, and can the cyber- prefix be used so freely on the African continent?

CYBERTERRORISM IN AFRICA
Since the 1990’s and the end of the Cold War Africa has experienced a strong 

upward trend in ICT capabilities and technological advancement. Due to availabil-
ity of markets in terms of a young population, many global investors saw Africa as 
an investment destination (David, 2020). This has led Africa to undergo a telecom-
munication revolution for the development of mobile communications within the 
public and private sectors. According to the International Telecommunication Union 
database, total mobile penetration has more than doubled in Africa since 2000. Ni-
geria, South Africa, Uganda, DRC and Cote d’Ivoire have more mobile connections 
than fixed telephone lines (David, 2020). Yet, as digitalization on the continent in-
creases, one would imagine so too does the potential for attacks by cybercriminals, 
and of course, cyberterrorists. 

Before the concept of cyberterrorism in Africa can be directly addressed, I would 
first like to provide a bit of context about the rise and various views of Information 
and Communication technology (ICT). Traditionally ICT is merely seen as an ex-
tended term for Information Technology (IT), which serves as an umbrella term for 
communication and the integration of telecommunication, computers, software, and 
audio- and visual systems that enable users to gain access to information, store the 
information and send, receive and manipulate it. Still, the value and requirements 
of effective ICT differ from sector to sector. In the long term it indicates the impor-
tance of cybersecurity and offers a view on the growth in value of the understanding 
of cyberterrorism and research that can assist in understanding various conceptu-
alizations of ICT.

The minimum requirements of ICT or even cybersecurity will differ for dif-
ferent role players: for a government who reach their citizens through ICT, it is an 
important tool for governance and the government will want everybody to have 
access. The activist who wants to bring about ideological change, will see ICT as a 
convenient instrument for mobilization, but will still attach value to anonymity and 
privacy. The cybercriminal will possibly conceptualize it as a way to spread a certain 
view and will mainly want vulnerable audiences to have access. At the same time the 
law enforcers of an oppressive regime will prefer fewer of its citizens to have access, 
so that they cannot use ICT to embarrass or challenge the government.

Scholars, researchers and policymakers need to apply caution when it comes to 
the correlation between Africa’s acceptance and advancement of technology on the 
continent and actual cyberterrorism. As mentioned, no actual cyberterrorist attack 
has been recorded to date, not in first world countries where technological advance-
ment is commonplace, nor in Africa where security lapses and -loopholes in tech-
nological infrastructure might more easily be found and exploited. 

Terrorists and violent extremists in Africa make frequent use of information 
technology for various purposes to advance ideological causes. These include: the 
spread of propaganda, radicalization, the gathering of information, networking, 
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recruitment, communication and coordination. According to the previously dis-
cussed definitions, the use of technology, internet technology and cyberspace does 
not equate cyberterrorism. These examples are all known uses of communication 
technology that have been employed by traditional forms of terrorism for decades. 

A myriad of researchers have conducted studies on the impact of extremist on-
line content on the radicalization process and terrorist behavior. The high and in-
creasing levels of always-on internet access and the easy production and dissemina-
tion of violent and radical content may have radicalizing effects, but as Scriven and 
Gaudette rightly described it, online radicalization does not happen within a vacuum 
(Scrivens, 2021). In the African context, with the African reliance on community 
and kinship, it is important to note that although mobile connection has increased 
over the last few decades, word-of-mouth and societal influences on radicalization 
and recruitment cannot be discarded for the shiny new toy of cyberspace. 

The issue of conceptualization of cybercrime, cyberterrorism and terrorism re-
mains a central one in this study, as terrorists’ use of the internet and other ICT net-
works could simply be categorized as cybercrime. This classification is based on the 
fact that it indeed contains malicious online acts, and even has a political motive, 
but might not disrupt essential or critical infrastructure within the states in which 
these groups operate. Thus, should the contested definitions of cyberterrorism have 
a certain “check box” process, where would one draw this unclear line between cy-
bercrime, cyberterrorism and traditional terrorism? 

The same criminals who would gain financially by targeting critical infrastruc-
ture of an African state, might only have a financial motive, but no political moti-
vation – thus would not be labelled cyberterrorists. If other criminals or terrorists 
then use the same software or systems to target the same critical infrastructure but 
with the added political or ideological motivation, the label of cyberterrorist would 
then be applied.

This sheds light on an ongoing debate within cyberterrorism research regarding 
whether cyberterrorism acts should result in offline consequences, to be regarded 
as cyberterrorism. This connects to the politics of fear, as Dorothy Denning states 
that a narrower conceptualization of cyberterrorism specifies that an attack must 
be “sufficiently destructive of disruptive to generate fear comparable to that from 
physical acts of terrorism” (Denning, 2006). The destructiveness mentioned in this 
definition would refer to harms in the physical world, outside of cyberspace, inflicted 
upon intended or unintended targets as mentioned in the initial definition as men-
tioned by AP Schmidt earlier in this article. The other side of the cyberterrorism 
debate is argued by researchers maintaining that the online impact of cyberterrorism 
is enough to generate fear and intimidation similar to a physical attack by traditional 
terroristic means. Holt, in this case, argues that “economic hardship produced by 
a cyberattack, coupled with fear of the likelihood that it may occur again, could be 
equal to a physical attack” (Holt, 2012).

While keeping in mind that all of these definitions, contestations regarding defi-
nitions and debates are purely hypothetical and speculation, expansive definitions 
are still employed by states on the African continent. These states are hardly capa-
ble of addressing the traditional terrorism threat, and are now expected to adapt, 
advance and employ counter measures to a threat that is not yet understood by 
even the most developed countries. Without proper differentiation and interna-
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tional agreement regarding what exactly the threat is that these nations are facing, 
creating effective counter-measures would be a near impossible task. There is no 
distinction between cyberterrorism, cybercrime and terrorists’ use of the Internet, 
and this leads one to accept that cyberterrorism as a concept loses meaning and lacks 
the rigor to qualify for intense and in-depth academic study. 

THE EXISTING DEBATES REGARDING CYBERTERRORISM
Keeping all of this in mind, the debate about the importance of cyberspace for 

terrorism – especially from an academic perspective – remains at the forefront of 
the research question of the validity of cyberterrorism as a relevant and necessary 
concept.

Traditionally the debate is whether the internet and cyberspace serve as substi-
tute for face-to-face platforms for radicalization and operational functions of ter-
rorist groups. Walter Laquer provides valuable insight into this view of the debate 
and maintains that cyberspace and the possibilities it offers does not translate into 
what he describes as “real power”. It indicates that cyberspace will have a limited 
effect on terrorism and radicalization. He emphasizes the question mark behind 
cyberspace by basically claiming that terrorists will always make use of the latest 
technology available to them, and that audio cassettes were also used in a similar 
manner to spread propaganda – when that was the latest technological invention 
(Laqueur, 1999).

Jason Burke, on the other hand, looks at the role of social media in cyberspace 
and he contends that social media will never replace face-to-face radicalization at a 
local level (Burke, 2016) (and this is especially relevant to Africa). Burke concedes 
that the internet and cyberspace do facilitate and ease communication, propaganda, 
recruitment and donations, but that it cannot be seen as a substitute but rather as an 
additional and contributing factor.

Then again, Marc Sageman sees the internet and cyberspace as a possible sub-
stitute for what he calls “real world” radicalization (Sageman, 2008). He is of the 
opinion that the internet enables people to create social ties, and gain access to ex-
tremist content that changes the entire concept of radicalization. The option of self-
radicalization is now offered, where face-to-face contact is not even necessary (the 
danger here of various interpretations of ideology and propaganda is also increased).

I still don’t believe that cyberspace and the potential growth and development of 
cyberterrorism can be understood as something that takes place either in the “real 
world” or in cyberspace. I think it is important to understand that as ICT becomes 
an integral part of our daily lives, a kind of symbiotic relationship develops. Terror-
ism therefore undergoes a type of transformation and there is a balance to be found 
between cyberspace and what Sageman describes as the “real world”.

If the Westgate Mall attack in Kenya is used as example: ICT was undeniably used 
to co-ordinate, plan and execute the attack, but the attack cannot be branded as an 
example of cyberterrorism. Cyberspace played an indisputable part in the execution 
of the attack, Al Shabaab tweeted throughout how they were progressing through 
the mall, several hashtags were created in cyberspace for those who wanted to follow 
the event, and even the Kenyan government used cyberspace to co-ordinate their 
reaction to the attack (or mis-co-ordinate it, as a result of overuse or misuse of cy-
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berspace and the hashtags mentioned). Hence, Sageman’s real world and cyberspace 
co-operate well to create and sustain terrorism in its newest form.

There is a tendency for research to understand the role of the internet and ICT 
regarding terrorism in a vacuum. It cannot merely be seen as dichotomous, online or 
offline. The relationship between reality and the virtual world of cyberspace must be 
understood and examined at a level where the deeper nuance and connections con-
tribute to the existence of cyberterrorism, and traditional terrorism in general. To 
contribute to this understanding and eventual analysis, contextual and geographical 
context must be added. Differing countries have different classifications of critical 
infrastructure, so the targets of terrorism (be it cyber- of traditional) would differ 
depending on contextual aspects like governments, policies, legislature, infrastruc-
ture, cultural norms and even age of the population. 

CONCLUSION
In the 21st century the sudden growth of the internet has permanently changed 

society and the nature of modern communication. The internet has become part of 
our daily lives, and it also plays a growing part in the actions of extremists.

Extremist individuals misuse the internet as a means for advertising, recruiting, 
propaganda, training and communication. Consequently, it becomes increasingly 
important to study and understand the factors that influence and fuel violent ex-
tremist activities. If the internet, online capacity and online activities of individuals 
can ease the process of radicalization and promote the spread of extremist activi-
ties, it becomes essential for academics, state role players and policy makers to have 
knowledge thereof.

Even so, there are heated debates among contemporary and historic experts and 
researchers regarding the relationship between violent extremism and the internet. 
On the one hand it is argued that the internet plays a more important role than face-
to-face interaction in the process of radicalization. On the other hand, it is thought 
that the role of the internet in the radicalization process is minimal and that it re-
ceives too much attention. Luckily the academic way of thought moves past the 
mere dichotomous dispute and it can be argued that the role of the internet remains 
complex and contested.

For every user, professional or social, ICT and cybersecurity have a set of re-
quirements and guidelines to adhere to, and that is precisely what makes systematic 
research and understanding difficult.

ICT can simultaneously be the mediator and challenger of safety and good gov-
ernance in Africa.

Whatever side of the debate receives the most attention, one thing that cannot 
be disputed is the fact that the internet and cyberspace are utilized by terror organi-
zations in Africa and across the world to advance their cause. The question remains 
if this is a new phenomenon, or if this is a natural occurrence within terrorism. As 
these organizations operate more and more like transnational and even international 
businesses, it is understandable that any resource that will optimize effectiveness will 
be utilized. Security awareness and effectivity needs to increase in Africa – this will 
be one of the key determinants of the success of counterterrorism and counter cyber-
terrorism initiatives on the continent. It is a development that various role-players 
on the continent have been working towards for centuries, some with more success 
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than others, and it is a development that hopefully all key players on the continent 
will continuously strive to better and improve. 
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