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Abstract: Information technology is increasingly prevalent in all branches of traffic. In aviation, a signifi-
cant amount of data is processed by computerized systems and transmitted through communication

networks. Within this digital environment, characterized by technology and a vast number of digital
files, a security system is essential to ensure the proper functioning of the system. To achieve effective
and efficient information security management, it is crucial to thoroughly examine the factors influenc-
ing information security and plan the necessary measures for implementation.
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INTRODUCTION

“Cyber in aviation” refers to the application of cyberse-
curity or cyber technology in the aviation sector. This in-
cludes the protection of aircraft, flight systems, networks,
and information from cyberattacks and threats. Aviation
cybersecurity is crucial to ensure the safe and reliable op-
eration of aircraft and aviation operations. Cyber space
is an environment in which the cognitive world (sensory
world) is created through intellectual action via informa-
tion and communication systems. [1]

The use of different types of information ensures the
functioning of segments and activities of many organiza-
tions. Business risk is permanently affected by informa-
tion security. All information systems and networks must
be provided for their operation [2]. When we talk about
information security, we mean - preserving the confiden-
tiality, integrity, and availability of information. Due to
the risk of information security, significant attention must
be paid to conducting business activities in the market [3].

These are just some of the basic steps that the avia-
tion sector takes to protect against cyberattacks, but
cybersecurity is a dynamic field that requires constant
updating and adaptation to confront increasingly so-
phisticated threats. The protection of information secu-
rity has been especially imposed by the development of
computer technologies by networking computers that
are becoming vulnerable in all branches of the economy
and life, so we must approach the effective protection of
the information we have.

Information properties:

* The information can only be accessed by confi-
dential persons, organizations, or processes, and
care must be taken to ensure that an unauthor-
ized person cannot access it, which is - Confi-
dentiality;

* Each piece of information must have complete-
ness and the property of preservation and accu-
racy that it represents - Integrity of information;

* The information must be available to users who
have the authority to access it - the availability
of information.

The above properties of information will increase
their security as well as business continuity and reduce
the risk to the lowest possible acceptable level. Care
must be taken in the processes of designing information
systems through various technical solutions for both
software and hardware. To achieve the required level
of security, it’s necessary to consider factors that affect
the security of information, as well as the analysis and
implementation of the necessary measures. [4]

Digital information technologies, as well as large
amounts of data that are processed through computer-
ized systems, must be protected. In other words, access
to sensitive data can only be had by authorized persons,
and unauthorized persons should be denied access, with
any such attempt being recorded and analyzed. To pro-
tect the system, effective and efficient protection of the
information we have at our disposal is essential, regard-
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less of the place and form in which it is stored and used.
It must be taken into account that the security of infor-
mation is also represented by the information carrier, the
protection of objects, its storage, use, and storage. Ap-
plying the appropriate policy of processes, procedures,
organizational culture, and software and hardware com-
ponents ensures information security. By implementing
a large number of processes of different types and levels
of complexity that are provided through the appropriate
number of resources, we call this information security
management [5].

As the use of information is an important segment
in the activities of organizations, it is given great impor-
tance through ISO standards, especially the ISO 27000
series - Information Security Management Systems
(ISMS). Information is an interpreted message, reduc-
ing uncertainty and increasing knowledge. When we
talk about data, we mean raw facts about the real world
that are represented by information carriers. When we
want to obtain quality information, we need to process
a certain type of data to make their selection to obtain
the essence. We use this information in our work, and
when we apply it several times, it grows into knowl-
edge. The development of information technologies,
computer technologies, and their networking in com-
puter networks requires attention to information secu-
rity. Through increased production, computer prices are
falling and becoming more affordable for everyone. The
trend is to use wireless technologies. Mobility is one of
the characteristics and intentions. Data is being distribut-
ed more and more, more and more people are mastering
computer technology, and access to standards is open to
anything that presents a chance for information security
to be compromised. For this reason, new standards like
ISO/IEC 27001 dealing with the business risk approach
are being introduced [4].

There are more and more attempts at cyber attacks
on digital computer network systems from an unknown
source. There are a number of attacks - cyber attacks that
an attacker can launch. They look for system vulnerabili-
ties where an attack can be effectively implemented. We
characterize all this as an illegal action that should be
disabled and prevented.

CYBER SECURITY IN AVIATION

Information technologies are increasingly represented.
Security issues we need to address: access to sensitive
data and unauthorized persons who should be denied
access. When talking about such security problems in
the digital world, the term cybersecurity is used. There
is a great attempt at cybercrime in various branches of
industry. Currently, according to EASA data, about 1000
attacks per month are directed at the aviation sector in
aviation. Certain technical failures (problems in the op-
eration of the radar system and automated systems in

aviation) are often presented in the media as possible cy-
ber attacks. No cyber attack has been confirmed, the air
community has begun to address a potential problem.

Cyber threats were mentioned in a 2011 update in
ICAO Annex 17, Security. ICAO mentioned cyber se-
curity as a high-level obstacle to the implementation of
the Global Air Navigation Plan. With the transition to
technologically advanced systems comes the need to ad-
dress technologically advanced threats. How the system
evolves from a connected point-to-point structure to a
networked network where node elements are connected
by digital connections using IP (Internet Protocol). An
Internet-like network structure requires security compa-
rable to critical Internet services. When the system is set
up, every step of implementation must be taken into ac-
count. And it doesn’t stop when the system is broadcast
online: it must remain a focal point throughout its life
cycle, every working day at every level. Taking this atti-
tude into account, the user is an essential component for
maintaining and improving security.

Powerful algorithms are the domain of engineers
as well as secure implementation, robust hardware and
software and solid networks, but choosing a good pass-
word and refusing to give any relevant data to someone
who may be an attacker using social engineering tech-
niques remains in the domain of end users. As a conse-
quence, end users must understand the basics of security
and appropriate protocols and behaviors to avoid weak-
ening the system, which means that training on the topic
must be provided.

Potential aviation-specific threats

So far, there has been talk of attacks on networks in
general. Attention should be drawn to potential attack-
ers. Who might be interested in removing any element
of the civil aviation system? There are at least four types
of hazards: Amateur hackers: this is the first group when
it comes to computer attacks. The challenge of finding
a way to break into a protected system may be the rea-
son for a computer-savvy individual with high skills
and motivation, but most are unwilling to cause harm
or face the legal consequences of breaking into a criti-
cal system. However, they cannot be ignored. Criminals:
One person behind a computer can attack thousands of
potential targets often thousands of miles away, in an-
other country with a different legal system. This explains
why scams, such as phishing or ransomware, are on the
rise. This group is potentially more dangerous than the
previous one because they have economic motivation.
On the other hand, criminals try to maximize the ben-
efits by attacking targets with minimal cost and effort to
take defensive measures, but no extraordinary resources
are needed as they will switch to less protected and most
profitable targets if they find appropriate resistance.

Terrorists: While ordinary cybercriminals tend to
have financial motivations and no reason to create un-
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necessary damage, the goal of terrorists is generally to
cause as much damage as possible. High visibility of
aviation events makes it an attractive target for such pur-
poses. Individual aircraft were previously targeted, but
computerized networks can allow an attack on multiple
aircraft at once or cause widespread disruption of the
ATM system. The will to maximize damage makes ter-
rorists a dangerous threat and creates the need to use the
most powerful forms of cyber defense for flight control,
as well as for any other highly automated security-criti-
cal system.

Cyber war: when hostilities occur, the enemy’s key
infrastructure becomes the target: electricity, commu-
nication, food supply and of course flight control. As a
result, target systems are automated and their malware
infection is sometimes attributed to foreign agencies. It is
accepted that malware is already ready to attack critical
infrastructure and that such attacks can be launched as
retaliation against other cyber attacks. It is almost impos-
sible to protect the system against such opponents be-
cause they have huge resources at their disposal, as well
as the necessary skills. [5]

What kind of attacks can aviation expect?

Ways of harming and disrupting the system are
limited only by the human imagination. Any of the com-
ponents of the CNS-ATM system would have its own
vulnerabilities. Currently, the voice communication
between the controller and the pilot seems to be com-
promised, and occasionally false messages are reported
from someone pretending to be pilots using a simple
radio transmitter. Cyberattacks on aircraft equipment
represent a serious threat to passenger safety and the op-
erational functionality of aircraft. Attackers may attempt
to target various aircraft systems and components. Here
are several potential scenarios and the impacts of cyber-
attacks on aircraft equipment:

—

Air Traffic /
I Control ey Ground Station

1. Aircraft Systems: Attacks on aircraft systems,
such as flight control, navigation, communication, and
electrical systems, can lead to a loss of control over the
aircraft or other critical flight issues;

2. Entertainment Systems: Cyberattacks on in-flight
entertainment systems (IFE - In-Flight Entertainment)
can enable attackers to access passenger devices or even
cause discomfort to passengers;

3. Communication Systems: Attacks on aircraft
communication systems can jeopardize the pilots” ability
to communicate with air traffic control or other aircraft,
leading to confusion and hazards in the air;

4. Navigation Systems: Manipulation of aircraft
navigation systems can result in changes to the flight
path or pilot disorientation;

5. Engines and Maintenance Systems: Cyberattacks
on aircraft engines or maintenance systems can impact
their reliability and safety.

A datalink controller-pilot (CPDLC) would require
a higher technical skill level for an attacker to succeed in
an attack. But because there is no “party line” effect, a
successful attack will be harder to detect. A fake control-
ler or a successful attack by a man in the environment
that changes the appropriate approval can have a serious
impact. Theoretically, it is possible to mention naviga-
tion systems, including conventional terrestrial systems,
as well as satellite ones. But as the attacker should be
close to the target, it seems that it will have a difficult ef-
fect on commercial aviation - unless the attacker is not on
a plane or the attack takes place near the airport. Simply
interfering with voice, data connection, or navigation,
including satellite signals, is also a threat. Newer ATM
concepts, some of which rely on (encrypted) networks,
may be even more vulnerable.

Traffic at a remote controlled airport - Remote Con-
trol - can be interrupted by inserting false data in the
communication between the sensors at the airport and

Figure 1. ADS-B system mode
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the cameras and the remote tower. It is much easier to
simply cut off communication via DDoS attacks that
would make controllers blind, deaf and mute. The worst-
case scenario is a DDoS attack on a single facility that
controls several remote towers that would disrupt traffic
at several single-action airports.

The use of - ADS-B

Automatic - the system works automatically, with-
out pilot command,

Dependent - position obtained from GNSS¥,

Surveillance - each station on the ground as well as
the aircraft in the air which are equipped with a suitable
receiver can perform surveillance.

The basis of the ADS idea is the fact that within the
aircraft itself, there are data (aircraft identification, posi-
tion, state vectors, short-term “intentions,” description of
maneuvers, aircraft type ...) that “only” should be deliv-
ered to interested users, whether they are on the ground
(e.g., ATC *) or in the air (collision avoidance). ADS-B
communication, not - encrypted - encrypted. To prevent
the spread of “ghost planes” into the system, the ADS-B
position was confirmed by calculating the Time Differ-
ence of Arrival (TDOA) signal to different ADS-B receiv-
ers. A concept such as SWIM (System Wide Information
Management) may be a target for hackers. Best described
as “ATM-only Internet” is a network in which all types
of data are available exclusively to authorized users: me-
teorological data, flight trajectories, surveillance data,
etc. This information is shared by all authorized users
connected to the system, including individual aircraft.
But the use of IP (Internet Protocol) means that the same
types of attacks used on the Internet can be used against
such a SWIM network, including DDoS, insertion of false

B Avionics

! Cybarsecurity controls

Ethernet router

1 Firewall

1 cybersecurity contrals

data, theft of sensitive data, or ransomware. Extending
the system to all types of users, from ATC to smaller
parts of the general aviation structure and from airlines
to meteorological services, means that there are many
vulnerable entry points that could be used to compro-
mise such a system [3]

FMS - Fligt Management System

It is a system of programmed optimal flight control
that consists of the integration of various aircraft subsys-
tems.

FMS enables the selection of automation levels for
all phases of flight and provides information on appro-
priate indicators:

1. The main components of FMS are: FMC (Flight
Management and Guidance Computer), calculates the
3D position of the aircraft, performance, and other pa-
rameters necessary for accurate and efficient flight ac-
cording to a previously defined path, which are obtained
based on manually entered or automatically entered
data;

2. MCDU (Multipurpose Control and Display
Unit), a multi-purpose control panel used for data entry
and representing the connection between the pilot and
the FMC;

3. FCU (Flight Control Unit), a device for control-
ling the horizontal and vertical flight profile of an air-
craft;

4. Flight Management Source Selector, a device
through which input sources are selected, used by FMC;

5. Display system, a system that displays data and
information to the pilot.
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Figure 2. Illustration of active protection against cyber attacks in commercial passenger aircraft
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Figure 4. Data exchange mechanism

DATA EXCHANGE

The mechanism of data exchange includes meteorological
data (weather data), aircraft positions, flight plans submit-
ted from the air and confirmed flight plans (air-filed flight
plan, validated flight plan), and the flow of information
within this system. Coordination is provided by exchang-
ing data on slots (a slot is a permit obtained by the airport
to use its resources at a specific time) and flight plans with
flight control (ATC unit) and its various services.
Communication between the aircraft and the com-
pany is provided by the system. For slots, speed, and
route, data is transmitted via datalink and gatelink. Da-
talink as a means of digital data exchange should play
a major role in practical application, as it can be used to
change a flight plan or enter via FMS with the assistance
of a pilot. In addition, it can be used as a means of dy-
namic flight monitoring, sending automatic downlink
messages about the position and altitude of the aircraft
and the remaining amount of fuel, in response to ques-
tionable uplink messages. Downlink messages are mes-
sages sent by an aircraft via the datalink to the ground
(airline operations center), while uplink messages are
messages sent from the ground to an aircraft [5].

CONCLUSION

Information, including process information support, in-
formation systems, and networks, is a critical business
asset for any organization and is indispensable to its op-
erations.

In a modern, highly complex, and interconnected
business environment, information is increasingly ex-
posed to a growing number of threats and vulnerabilities
from various sources, including human activities, natu-
ral disasters, accidents, and more.

To protect against cyberattacks on aircraft equip-
ment, aviation companies and aircraft manufacturers
must implement a range of measures, including:

1.  Strengthening Cybersecurity Systems: This in-
volves implementing the latest security mea-
sures and technologies to preserve the security
of aircraft systems.

2. Monitoring Network Activities: This includes
regularly monitoring network activities to de-
tect unusual or suspicious events.

3. Fundamental Information Protection: This
involves classifying and encrypting sensitive
data to prevent unauthorized access.
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4.  Staff Training: This is about educating pilots
and technical personnel on cybersecurity and
helping them recognize suspicious activities.

5. Regular System Updates: It is essential to keep
avionics software and systems up-to-date to
address vulnerabilities.

Cybersecurity in the aviation industry is paramount
for ensuring passenger safety and the proper functioning
of aircraft.

n many cases, information systems lack sufficient
security measures during the design process. While cer-
tain technical means (software and hardware) for system
protection are often applied, these measures are inade-
quate given the current conditions of system application.
To achieve the required level of information system se-
curity, effective and efficient management is necessary,
involving appropriate organizational and managerial
solutions, procedures, and practices.

Although the Air Force has relatively few cyberse-
curity incidents, the increasing use of modern technol-
ogy and network connectivity makes such events more
likely. The International Civil Aviation Organization
(ICAO) has recognized cybersecurity as a priority issue
and called on states to commit to addressing it through
a resolution. Various steps have been taken to enhance
cybersecurity by organizations, including national regu-
lators such as the FAA and EUROCONTROL. However,
the aviation industry still has a long way to go to catch
up with other industries in terms of adopting intercon-
nected systems [5].
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