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Cyber kriminal je prisutan od samog pocet-
ka upotrebe racunara i racunarske opreme.
Cyber kriminal je oblik kriminalnog ponasa-
nja, kod koga se racunarske mreze pojavijuju
kao sredstvo izvrsenja kriminalnog djela. Na
pocetku, takvo kriminalno ponasanje je bilo
beznacajno.

Rijec je o kriminalnom djelu koje, uglavnom,
obavijaju pojedinci, ali, u nekim slucajevima, i same
organizacije. Takvo kriminalno ponasanje ima za
posljedicu neovlascen pristup povjerljivim informa-
cijama kao i njihovo nedozvoljeno objavijivanje.

Kljucne rijeci: cyber kriminal, kriminalno
ponasanje, racunarske mreze i raCunarska oprema.

uvoD

Ljudska potreba za brojnim pogodnostima
koje pruza upotreba savremene tehnologije,
za kratko vrijeme je dovela do opasne zavi-
snosti od umreZenih sistema. Nacionalna in-
frastruktura se nasla pod kontrolom slozenih
kompjuterskih sistema. Vremenom se ova in-
formaciona tehnologija ,,uvukla® u svaki se-
gment ljudskog Zivota.

Kompijuteri upravljaju velikim dijelom na-
Seg zivota. Brz razvoj i upotreba savremene
tehnologije upravljaju nasim komunikacija-
ma, vozilima, poslovima, transakcijama, ama
bas svim. Sve to ima i prednosti i mane. Jedan
od glavnih problema sa kojim se susre¢emo
pri upotrebi racunara jeste upravo kompjuter-
ski kriminal.

Cyber kriminal se odnosi na zloupotrebu ra-
cunarske tehnologije, a neki od primjera zlo-
upotrebe su utaja, pronevjera, krada. Podaci

SUMMARY

Cyber crime is present from the beginning
of the use of computers and computer equip-
ment. Cyber crime is a _form of criminal be-
haviour, in which computer networks appear
as a medium of a criminal act. At the begin-
nings, such criminal behaviour was insignif-
icant.

1t is a criminal act which is mainly done by
individuals, but the organisations also. Such
criminal behaviour has as a result unauthor-
ised access to confidential information and
unauthorized publishing.

Key words: cyber crime, criminal behaviour,
computer networks and computer equipment.

INTRODUCTION

The human need for the numerous benefits
provided by the use of modern technology, in
a short time led to a dangerous dependence on
networked systems. National infrastructure
came under the control of complex computer
systems. Over time, the information technol-
ogy was dragged into every aspect of human
life.

Computers direct large part of our lives.
The rapid development and use of modern
technology directs our communications, cars,
jobs, transactions, absolutely everything. For
all that there are both advantages and disad-
vantages. One of the major flaws and prob-
lems with which, we are meeting when we
use a computer is just a computer crime.

Cyber crime is in fact related to the abuse of
computer technology, a few examples of the
misuse are fraud, embezzlement, theft. The
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koji se dobiju na neovlas¢en nacin, tj. zloupo-
trebom racunara mogu da posluze za pribav-
ljanje brojnih koristi.

KOMPJUTERSKI KRIMINAL

U danasnjem svijetu sve vise se koristi po-
jam ,,cyber®, a da u stvari i ne znamo S$ta on
znaci. Pojam ,,cyber* prvo se pojavio u voj-
noj terminologiji, u smislu predvidanja budu-
¢ih oblika ratovanja. ,,Cyberwar predstavlja
ratovanje znanjem, odnosno informacijama.
Radi se o ratu visoke tehnologije, koji se od-
nosi na prikupljanje povjerljivih informacija.

Pojam cyber kriminal se moze definisati
kao oblik kriminalnog ponaSanja za Cije izvr-
Senje se koristi racunarska oprema. Lica koja
obavljaju takve kriminalne radnje su cyber
kriminalci. Uglavnom su to muskarci izme-
du 191 30 godina starosti. Postoji veoma mali
broj zena koje se bave ovim nedozvoljenim
radnjama, ali se one uglavnom pojavljuju kao
saucesnici (Mesarovic, 2006).

Cyber kriminalom su se mladi hakeri do-
kazivali u drustvu, ali, kako se tehnologija
razvijala, 1 cyber kriminalci su postajali oz-
biljniji 1 zreliji ljudi, koji su imali motive za
takvo ponasanje.

Cyber kriminalci su vrlo inteligentni i
obrazovani ljudi koji dosljedno prate ra-
zvoj savremene tehnologije. Samouvjereni
1 sigurni u svoje znanje, teze da joS dublje
prodru u virtualni svijet kako bi ostvarili
svoje ciljeve.

Sa veé¢im razvojem savremene tehnologije,
povecava se 1 broj kriminalnih radnji kao 1
broj njihovih izvrsilaca. Svakim danom broj
cyber napada je sve veci 1 sve viSe negativho
utice na cijelo drustvo. Rije¢ je o ozbiljnom
problemu, koga vecina ljudi nije ni svjesna.

Mnogi cyber kriminalci su dovoljno inte-
ligentni da iskoriste i najmanju gresku racu-
narske mreze. Njihove najvaznije mete su
kreditne kartice, najCeSce kreditne kartice
evropskih zemalja i Kanade. (Gleni, 2011,
str. 10). Cyber napade izvode profesionalni
kriminalci, koji kradu milione i koji Zele pri-
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data obtained in an unauthorised manner, i.e.
misuse of computers can be used to obtain a
number of benefits.

COMPUTER CRIME

Today, many people use the term ,,cyber®,
but they do not know what its meaning. The
term “cyber” first appeared in military vocab-
ulary, in terms of predicting future forms of
warfare. “Cyber war” is a war of knowledge
or information. It is a war of high technology,
which refers to the collection of confidential
information.

The concept of cyber crime can be defined
as a form of criminal behaviour that is per-
formed by the use of computer equipment.
Persons who perform such criminal activi-
ties are cyber criminals. They are mostly men
between 19 and 30 years of age. There are
few women involved in these illegal activi-
ties, but they mostly appear as accomplices
(Mesarovic, 20006).

Cyber crime used to be a way of young hack-
ers proving themselves in the society but as
development of technology is growing, more
serious and mature people are becoming cyber
criminals with motives for such behavior.

Cyber criminals are very intelligent and ed-
ucated people who consistently follow the de-
velopment of modern technology. Confident
and sure of their knowledge, they tend to pen-
etrate deeper into the virtual world in order to
achieve their goals.

By the increasing development of modern tech-
nology, number of crimes and number of their
executors increases. Each day the number of cy-
ber attacks is growing as more and more negative
effects are on the whole society. This is a serious
problem, which most people are not aware of .

Many cyber criminals are intelligent
enough to take advantage of the smallest er-
ron on a computer network. Their main targets
are mostly credit cards, usually credit cards
of European countries and Canada. (Gleni,
2011, p.10). Cyber attacks are performed by
professional criminals who steal millions and
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stup raCunarima, brojevima kreditnih kartica
i slicno.

Cyber kriminalci ,,vrebaju iza svojih mo-
nitora i tesko je dokazati ko je, u stvari, osoba
koja pokrece sav taj haos u virtualnom svi-
jetu. Na mrezama je tesko odrediti ko Vam
ne misli dobro. Zakoni koji se odnose na in-
ternet, se razlikuju od drzave do drzave. Za
kriminalisticke sluzbe najveci problem jeste
anonimnost, jer se ne moze sa sigurnoscu do-
kazati ko upravlja racunarom ili ra¢unarskom
opremom. Glavni cilj cyber kriminalca je da
ostane anoniman i da izbriSe svaki trag, koji
bi otkrio njegov identitet i lokaciju. Upravo
zbog toga, oni, uglavnom, vrebaju iz lokalnih
internet kafea.

Cyber operacije se mogu podijeliti na: (1)
raCunarski Mrezni napad - CNA, (2) racunar-
ska mrezna odbrana - CND i (3) Racunarska
mrezna eksploatacija - CNE (Popi¢, 2012).

Cyber kriminal je takav oblik kriminalnog
ponasanja kod koga je cyber prostor okruze-
nje u kome se racunarska mreza koristi kao
osnovno sredstvo izvrSenja krivicnog djela.
Cyber prostor podrazumijeva visoku tehnicku
opremeljenost.

Racunarske mreze stvorile su moguénost za
novi oblik kriminala. Organizovanje takvog
kriminala zahtijeva dobro poznavanje kom-
pjuterske tehnologije. Kompjutersku tehno-
logiju najcesce koriste dvije grupe ljudi koje
se bave ovakvim kriminalom: pravi hakeri i
pravi kriminalci. Radi se o zaista ozbiljnom
organizovanom kriminalu.

Pravi hakeri i pravi kriminalci ¢ine grupe
od kojih jako mali procenat ljudi predstavlja
ozbiljnu prijetnju za virtualni svijet. Ostali su
sitni lopovi koji rade samostalno i tu je rije¢ o
manjim sumama novca. Njih se ne isplati loviti
s obzirom na oskudne resurse sa kojim raspo-
lazu kriminalisticke sluzbe.

Svijet se danas susrece sa sve mladim oso-
bama, tzv. hakerima, koji dobro poznaju sa-
vremenu tehnologiju 1 koji detaljno prate njen
razvoj. Dok se na jednoj strani nalaze pojedin-
ci sa velikim znanjem o informaciono — ko-
munikacionoj tehnologiji, na drugoj strani se

who want access to computers, numbers of
credit cards and other similar things.

Cyber criminals are lurking behind their
monitors and it is very difficult to prove who
the person who has initiated all this chaos in the
virtual world actually is. It is much more dif-
ficult online to determine whose intentions are
bad. Laws relating to the Internet are different
from country to country. For law enforcement
agencies the biggest problem is the anonymity
because you can not prove with certainty who
operates the computer or computer equipment.
The main goal of cyber criminals is to remain
anonymous and to beat every trace that might
discover their identity and location. Because of
this, they usually lurk from local internet cafés.

Cyber operations can be divided into: (1)
Computer Network Attack - CNA. (2) Com-
puter Network Defence -CND. (3) Computer
Network Exploitation - CNE (Popic, 2012).

Cyber crime is such a form of criminal
behaviour where the cyber space is envi-
ronment in which the computer network is
used as the primary means of committing the
crime. Cyber space involves high technical
equipment.

Computer networks have created the op-
portunity for new forms of crime. Organising
such a criminal activity requires possession of
a good knowledge of computers. Such tech-
niques are commonly used by two groups of
people who are involved in this crime: the
real hackers and real criminals. This is a real-
ly serious organised crime.

The real hackers and the real criminals form the
group from which a very small percentage of peo-
ple represent a serious threat to the virtual world.
Others are little thieves who work alone and they
are after small sums of money. These players are
not worth the hunt, given the scarce resources
available to the law eforcement services.

Today, the world is faced with younger peo-
ple called hackers who have very good under-
standing of modern technology and who close-
ly follow its development. While there are
individuals with extensive knowledge of in-
formation - communication technology, on the
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nalazi ve¢i broj ljudi, koji o toj tehnologiji ne
zna nista.

Cyber kriminal svakim danom sve vise ra-
ste i stvara ogroman problem i pojedincima
1 drzavi. Zemlje u razvoju su posebna meta
hakera ili cyber kriminalaca, koji vrebaju iz
malih nerazvijenih i mnogo siromasnijih ze-
malja.

Kao $to je ve¢ reCeno, to su, uglavnom,
mladi ljudi, koji na samom pocetku bavlje-
nja takvim nelegalnim djelatnostima nisu
ni svjesni da ¢ine ozbiljno kriminalno djelo.
Njihov motiv jeste da se dokazu u drustvu
ili da otkriju nes§to novo $to do sada niko
nije uspio. Vidjevsi da iz svega toga mogu
da izvuku 1 odredenu korist, motivisani su
da nastave dalje, nadajuci se da ih niko nece
otkriti.

Cyber kriminal je takav oblik kriminalnog
ponasanja kod koga je tesko uéi u trag izvrsi-
ocima, ali sa velikim naporima i zalaganjima i
to je moguce. Kljuc uspjeha i opstanka krimi-
nalisti¢kih sluzbi jeste da budu u kontaktu sa
svojim kolegama u drugim zemljama. Upravo
zbog toga sto se zakon o cyber kriminalu ra-
zlikuje od drzave do drzave.

Cyber kriminal danas pravi vecu Stetu nego
trgovina drogama. Jedan od najvecih proble-
ma jeste Sto nema adekvatnog zakona za ovu
vrstu kriminala, jer internet nema granica.

Lica koja se bave ovim nelegalnim rad-
njama su, uglavnom, studenti, informaticki
struénjaci, bivsi inspektori kriminalistickih
sluzbi 1 brojni drugi koji dobro poznaju savre-
menu tehnologiju.

VRSTE | TIPOVI CYBER KRIMINALA

Na svom Desetom kongresu za suzbijanje
kriminala i postupanju prema prestupnicima,
2000. godine, UN su podijelile cyber kriminal
na dvije podkategorije:

1. cyber kriminal u uZem smislu, koji po-
drazumijeva svako nezakonito ponasanje
usmjereno na elektronske operacije sigur-
nosti kompjuterskih sistema i podataka,
koji se u njima obraduju;
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other hand there is a larger number of people
who do not know anything on this technology.

Cyber crime grows more and more every
day and creates enormous problems to the au-
thorities and society in general. Developing
countries are especially a targeted zone for
hackers and cyber criminals who are preying
from undeveloped and poor countries.

It was aforementioned that these are mostly
young people who at the beginning of dealing
with such illegal activities are not even aware
that it is actually a serious cyber crime. Their
motive is to prove themselves in the society or
to discover something new that no one has suc-
ceeded in before. Being aware of the possibility
to derive a certain benefit, has certainly given
them an even greater incentive and motivation to
continue , hoping that no one will discover them.

Cyber crime is a form of criminal behav-
iour in which it is very difficult to trace a
criminal but with a great effort and dedica-
tion it is possible. The key to success and
efficiency of law enforcement is to keep in
touch with colleague in other countries. It is
because the law on cyber crime varies from
state to state.

Cyber crime now makes more damage than
drug trafficking. One of the biggest problems is
that there are not laws against this type of criminal
activity, because the Internet has no boundaries.

Persons who are dealing with these illegal
activities are mainly students, IT profession-
als, former law enforcement inspectors and
many others who have extensive knowledge
of modern technology.

KINDS AND TYPES OF CYBER CRIME

In 2000 at UN Tenth Congress for Crime
Prevention and the Treatment of Offenders,
cyber crime was divided into two sub-cate-
gories:

1. Cyber Crime in the narrow meaning
is any illegal activity directed to elec-
tronic operations security of computer
systems and data which are processed
within.
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2. cyber kriminal u Sirem smislu, odnosno
svako nezakonito ponasanje vezano za ili
u odnosu na kompjuterski sistem i mre-
zu, ukljucujuéi i takav kriminal kakvo je
nezakonito posjedovanje, nudenje i distri-
buisanje informacija preko kompjuterskih
sistema 1 mreza (Ugren, 2012, str. 9).

Istim dokumentom su definisani i konkretni
oblici ovog kriminaliteta, u skladu sa Prepo-
rukom Savjeta Evrope i listom OECD-a, te u
djela cyber kriminala u uzem smislu spadaju:
(1) neautorizovani pristup kompjuterskom si-
stemu ili mrezi, krSenjem mjera sigurnosti;
(2) ostecenje kompjuterskih podataka ili
programa; (3) kompjuterske sabotaze;
(4) neovlasceno presretanje komunikacija
od i u kompjuterskim sistemima i mrezama;
(5) kompjuterska Spijunaza (Ibidem).

Kao oblici cyber kriminala u Sirem smislu naj-
cesce se pojavljuju: (1) kompjuterski falsifikati;
(2) kompjuterske krade; (3) tehni¢ke manipula-
cije uredajima ili elektronskim komponentama
uredaja; (4) zloupotreba sistema placanja, kao
Sto su manipulacije 1 krade elektronskih kredit-
nih kartica ili koriS¢enje laznih Sifri u nezakoni-
tim finansijskim aktivnostima (Ibidem).

Evropska konvencija o cyber kriminalu pre-
vida Cetiri grupe djela:

1. djela protiv povjerljivosti, integriteta i
dostupnosti kompjuterskih podataka i si-
stema — njih ¢ine nezakoniti pristup, pre-
sretanje, uplitanje u podatke ili sisteme,
koriS¢enje uredaja (proizvodnja, prodaja,
uvoz, distribucija), programa, lozinki;

2. djela vezana za kompjutere kod kojih su
falsifikovanje 1 krade najtipi¢niji oblici
napada;

3. djela vezana za sadrzaje — djecija porno-
grafija je najcesci sadrzaj koji se pojavlju-
je uovoj grupi cyber kriminala;

4. djela vezana za krSenje autorskih i srodnih
prava, obuhvataju reprodukovanje i distri-
buciju neautorizovanih primjeraka djela
kompjuterskim sistemima (Ibidem, str. 10).

U Enciklopediji cyber kriminala navodi se
da FBI i Nacionalni centar za kriminal bije-
lih kragni SAD (National White Collar Cri-

2. Cyber Crime in a broader meaning is any
unlawful conduct related to or in relation
to a computer system and network includ-
ing such crimes as the unlawful posses-
sion, offering and distribution of infor-
mation through computer systems and
networks (Ugren, 2012, p. 9).

The same document also defines specif-
ic forms of crime in accordance with Council
of Europe recommendations and a list of the
OECD, so that the acts of cyber crime in the nar-
row meaning include: (1) Unauthorized access
to a computer system or network, or breach of
security measures; (2) Damage to computer data
or programs; (3) Computer sabotage; (4) Un-
authorized interception of communications and
computer systems and networks; (5) Computer
espionage (Ibidem).

As the forms of cyber crime in a broader sense,
the most frequently occurring are: (1) Computer
forgeries; (2) Computer theft; (3) Technical ma-
nipulation devices and electronic components of
the device; (4) Misuse of payment systems, such
as electronic manipulation and theft of credit
cards or use of fake code in illegal financial ac-
tivities (Ibidem).

European Convention of Cybercrime
foresees four groups of works:

1. Offenses against the confidentiality, integ-
rity and availability of computer data and sys-
tems —made up of'illegal access, interception,
interference with data or systems, the use of
the device (production, selling, importing,
distribution) of programmes, a password,

2. Offenses related to computers in which
forgery and theft are the most typical
forms of attack;

3. Offenses related content - child pornogra-
phy is the most common content that ap-
pears in this group of cyber crime;

4. Offenses related to infringement of copyright
and related rights, including reproduction
and distribution of unauthorized copies of a
work by computer systems. (Ibidem, p. 10).

The Encyclopaedia of cyber crime, according
to FBI and the National Center for white-collar
crime the U.S. (National White Collar Crime
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me Center) otkrivaju i prate sljedece oblike:
(1) upade u kompjuterske mreze; (2) indu-
strijsku Spijunazu; (3) softversku pirateriju;
(4) djeciju pornografiju; (5) bombardovanje
elektronskom postom; (6) ,,njuskanje” pa-
ssword-a; (7) ,,prerusavanje* jednog racuna-
ra da elektronski ,,li¢i* na drugi, kako bi se
moglo pristupiti sistemu, koji je pod restrikci-
jom; (8) kradu kreditnih kartica (Ibidem).
U zavisnosti od tipa pocinjenog djela, cyber
kriminal mozZe biti:
1. politicki, koji €ine cyber Spijunaza, hako-
vanje, cyber sabotaza, cyber ratovanje i
cyber terorizam,;

2. ekonomski cyber kriminal ¢ine cyber pre-
vare, hakovanje, krada internet usluga i
vremena, piratstvo softvera, piratstvo mi-
kro¢ipova i baza podataka, cyber industrij-
ska Spijunaza, prevare internet aukcije;

3. proizvodnja i distribucija nedozvoljenih i
Stetnih sadrzaja ¢ine djecija pornografija,
pedofilija, vjerske sekte, Sirenje rasistic-
kih 1 nacistickih kao 1 sli¢nih ideja i stavo-
va, zloupotreba Zena i1 djece, manipulacija
zabranjenim proizvodima, supstancama i
robom (droga, ljudski organi, oruzje);

4. povrede cyber privatnosti ¢ine nadgleda-
nje e-poste, spam, phiching, prisluskiva-
nje, prac¢enje e-konferencija, itd (Ibidem,
str. 10-11).

CYBER BEZBJEDNOST

Bezbjednost se odnosi na zastitu vrijedne
imovine od gubitka, odnosno ostecenja. Postoje
mnoge pojave koje mogu da ugroze bezbjednost
informacionih sistema odredenih organizacija.
Neke od tih pojava su sankcionisane zakonom
(Krsmanovi¢ & Poli¢, 2012, str. 72).

Tehnicke mjere zaStite su: identifikatori
korisnika, lozinke, firewall 1 slicno. Softver-
ska rjeSenja koja se koriste za bezbjednost
informacionih sistema su: mrezni firewall,
upravljanje ranjivos¢u, upravljanje mreznom
bezbjednos¢u, obezbjedenje bezicne mreze
(wireless) itd. (Ibidem, str. 80).
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Center) detects and monitors the following
forms: (1) Hacking the computer network;
(2) Industrial espionage; (3) Software piracy;
(4) Child pornography; (5) The bombing of
the electronic mail; (6) “Sniffing” passwords;
(7) “Disguise” of a computer to electronical-
ly “look like” the other, in order to be able to
access the system which is under restriction;
(8) The theft of credit cards (Ibidem).

Depending on the type of offense commit-
ted, cyber crime can be:

1. Political cyber crime made up of cyber
espionage, hacking, cyber sabotage, cyber
warfare and cyber terrorism.

2. Financial cyber crime made up of cyber
fraud, hacking, theft of Internet services
and time, piracy software, microchips and
databases, cyber industrial espionage, In-
ternet auction fraud.

3. Production and distribution of illegal and
harmful content include child pornogra-
phy, pedophilia, religious sects, spreading
of racist, Nazi and similar ideas and atti-
tudes, abuse of women and children, ma-
nipulation of prohibited goods, substances
and goods (drugs, human organs, arms).

4. Affliction of cyber policy content include:
monitoring of e-mail, spam, phiching,
tapping, following of electronic confer-
ences (Ibidem, p. 10-11)

CYBER SECURITY

Security refers to the protection of valuable
assets from loss or damage. There are many
factors that may endanger security of infor-
mation systems of a company. Some of these
phenomena are sanctioned by law (Krsmano-
vic & Polic, 2012, p. 72).

Technical protection measures are user IDs,
passwords, firewalls and other. Software solu-
tions that are used to ensure the safety of in-
formation systems are network firewall man-
agement, vulnerability management, network
security, securing a wireless network (wire-
less) (Ibidem, p. 80).



R. Gligorevi¢: CYBER CRIME

ECONOMICS

Razvoj savremene tehnologije ima svoje
prednosti i mane. Glavni problem ili potes-
koca sa kojom se susrecu osobe, koje koriste
savremenu informaciono — komunikacionu
tehnologiju jeste cyber bezbjednost. Informa-
cioni sistemi treba da pruze sigurnost upotre-
be ove tehnologije kako bi se steklo povjere-
nje u njeno koriscenje.

Postoji veliki procenat ljudi koji nisu sigurni
u racunarske mreze i ne usuduju se da ih ko-
riste. Strahuju da ¢e se njihovi li¢ni podaci i
informacije na¢i na meti cyber kriminalaca.
Gledajudi trenutno stanje, moze se re¢i da ima-
ju razlog za strah. Ko moze da garantuje da ée
njihovi podaci biti zastic¢eni od zloupotrebe?

Da bi se steklo povjerenje u cyber okruze-
nje, potrebno je uspostaviti politiku bezbjed-
nosti. Politika bezbjednosti treba da pokaze
da je internet sigurno sredstvo i da nema ra-
zloga za brigu. Najmanja greska ili propust za
cyber kriminalca predstavlja pun pogodak da
na lak nacin zloupotrijebi ili ukrade povjerlji-
ve informacije. Rije€ je o nemilosrdnom obli-
ku kriminala za koji odgovara jako mali broj
cyber kriminalaca.

Krsmanovi¢ i Poli¢ navode neke od tehnika
za sticanje povjerenja u digitalno okruzenje:
sertifikovani digitalni potpis i kriptografska za-
Stita podataka. Kriptografija predstavlja proces
konvertovanja digitalnih informacija u Sifro-
vani tekst sa jednim algoritmom za Sifrovanje
(enkripciju) i desifrovanje (dekripciju). Kripto-
grafija treba da obezbijedi povjerenje, autentic-
nost, integritet i neporicanje (Ibidem, str. 21).

Sifrovanje (enkripcija) predstavlja element
kriptografije. To je postupak transformaci-
je citljivog teksta u necitljiv tekst za onoga
kome taj tekst nije namijenjen (Ibidem).

Desifrovanje (dekripcija) je takode element
kriptografije i predstavlja postupak transfor-
macije necitljivog teksta u Ccitljiv tekst, za
onoga kome je taj tekst namijenjen (Ibidem).

Internet se susrece sa dva osnovna problema:
sigurnost prenosenja podataka i ostvarivanje
sigurne komunikacije. To su problemi koji se
uvijek pojavljuju i koje je potrebno rijesiti kako
bi se steklo povjerenje u digitalno okruZenje.

The development of modern technology has
both advantages and disadvantages. The main
problem or difficulty people who use modern
information - communication technology are
faced with is cyber security. Information sys-
tems need to provide safe use of such tech-
nology in order to keep confidence in its use.

There is a large percentage of people who
do not trust computer networks and do not
dare to use them. They are afraid that their
personal data and information may become
target of cyber criminals. Analysing the cur-
rent situation, we can say that they have jus-
tified cause to fear. Who can guarantee that
their data will be protected from abuse?

In order to gain confidence in the cyber en-
vironment, it is necessary to provide security
policy. Security policies need to show that the
Internet is a safe place and that there is no rea-
son to worry. The smallest error or omission
can represent a bingo opportunity for cyber
criminals misuse or steal confidential infor-
mation. It is a ruthless form of crime which
corresponds to a very small number of cyber
criminals.

Krsmanovic and Polic suggest some of the
techniques for gaining confidence in the digital
environment: certified digital signatures and
cryptographic data protection. Cryptography
is the process of converting digital information
into an encrypted text with an algorithm for en-
cryption and decryption. Cryptography should
provide confidence, authenticity, integrity, and
non-repudiation (Ibidem, p. 21).

Encryption is an element of cryptography. It
is a process of transformation of readable text
into unreadable text to the person whom the
text is not intended for. (Ibidem).

Decryption is also an element of cryptogra-
phy and represents a process of transformation
of unreadable text into a readable one for the
person whom the text is intended (Ibidem).

The Internet is facing with two main prob-
lems: security of data transfer and exercising
of secure communications. These are problems
that always occur and they need to be solved in
order to gain confidence in digital environment.
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NAJVECI CENTRI
CYBER KRIMINALA

Norton u svom izvjestaju za 2013. godinu
navodi da cyber kriminal nema granica i da se
najveci broj Zrtava nalazi u Rusiji (85%), Kini
(77%), Juznoj Africi (73%). Godi$nji broj zr-
tava cyber kriminala, procjenjuje se na 378
miliona (Security affairs, 2013).

Finansijski troskovi zbog cyber kriminala
iznose: SAD (38 milijardi doalra), Evropa (13
milijardi dolara), Kina (37 milijardi dolara),
Brazil (8 milijardi dolara), Indija (4 milijarde
dolara), Meksiko (3 milijarde dolara), Australi-
ja, Japan i Rusija (1 milijarda dolara) (Ibidem).
ste u pomenutim zemljama su: prevare 38%,
krada podataka 21%, izmjena podataka 24% 1
ostali oblici 17% (Ibidem).

Norton (2013) navodi da sve ve¢om upo-
trebom mobilnih telefona (,,pametnih telefo-
na“) dolazi do povecanja broja cyber napada.
Jedna polovina korisnika tih uredaja ne kori-
sti osnovne mjere predostroznosti, zbog Cega
postaju zrtve cyber napada (Ibidem).

Interesantan je primjer Austrije gdje je cy-
ber kriminal u znaajnom porastu, S§to poka-
zuje izvjesStaj Savezne kriminalisticke sluzbe
(BK). Sa nesto vise od 10.000 prijavljenih
slucajeva u 2012. godini broj prekrsaja ovog
tipa se, u poredenju sa 2011. godinom, gotovo
viSe nego udvostru¢io. BK procjenjuje da je
taCan broj cyber krivicnih djela daleko veci
1 ukazuje da su ,,pametni telefoni* sve ¢esca
meta cyber napada (Vijesti online, 2013).

U 2012. godini je prijavljeno ukupno 10.231
krivicno djelo iz oblasti cyber kriminala, $to je
vise od dvostrukog povecanja u poredenju sa
2011. godinom, kada je podnesena 4.831 prija-
va. Stopa rijeSenih slucajeva iznosila je oko 25%,
Sto je smanjenje za oko 20% u poredenju sa 2011.
godinom, proizilazi iz izvjestaja (Ibidem).

BK isti¢e da su uzroci za smanjenje sto-
pe sve veca profesionalizacija kriminalnih
bandi koje su organizovane i medunarod-
no umrezene, kao 1 zbog sve ucestalije
upotrebe programa koji nanose Stetu racu-

186

THE BIGGEST CENTRES
OF CYBER CRIME

Norton (2013) says in his report that cyber
crime has no borders and majority of victims
are located in Russia (85%), China (77%),
South Africa (73%). The annual number of
victims of cyber crime is estimated at 378
million (Security affairs, 2013).

The financial costs arising from cyber
crime are: USA ($ 38 billion), Europe ($
13 billion), China ($ 37 billion), Brazil ($
8 billion), India ($ 4 billion), Mexico (3
billion), Australia, Japan and Russia (1 bil-
lion) (Ibidem).

The most common forms of cyber crime
which are used in these countries are 38%
fraud, data theft 21%, exchange of data 24%
and other forms 17% (Ibidem).

Norton (2013) states that by the increasing
use of mobile phones (“smart phones”) there
is an increasing number of cyber attacks. One
half of all users of these devices do not use
basic precautions what makes them become
victims of cyber attacks (Ibidem).

Austria is an interesting example where
cyber crime is significantly increasing as
the Federal Law Enforcement agency (BK)
report says. With over 10,000 reported cas-
es of violation compared to the year 2011
cyber crime has almost more than doubled.
BK estimates that the real number of cyber
offenses is higher and suggests that “smart
phones” are more frequently targeted by cy-
ber attacks (Vijesti online, 2013).

In 2012 it reported a total of 10,231 crimi-
nal offenses of cyber crime, almost doubled
compared to 2011 when they filed 4,831 ap-
plications. The rate of solved cases has risen
to about 25%, a decrease of about 20% com-
pared with 2011, resulting from the report
(Ibidem).

BK points out that the causes of the reduc-
tion of the increasing professionalisation of
criminal gangs that are organised and net-
worked internationally, as well as for more
frequent use of programmes that harm the



R. Gligorevi¢: CYBER CRIME

ECONOMICS

narima. Istovremeno je rad policije otezan
zbog novih tehnologija i anonimnosti ko-
risnika (Ibidem).

CYBER KRIMINAL U
BOSNI I HERCEGOVINI

U cilju efikasnije borbe protiv cyber - kri-
minala, Bosna i Hecegovina je definisala Ak-
cioni plan za borbu protiv cyber - kriminala,
koji se provodi, te potpisala i niz medunarod-
nih konvencija i sporazuma medu kojima su i
oni o policijskoj saradnji sa gotovo svim ze-
mljama u regiji, ali i Sire (Start, 2012).

Borba protiv cyber - kriminala je sastavni
dio Strategije BiH za prevenciju i borbu protiv
terorizma od 2010. do 2013. u kojoj stoji da
za sada ne postoje pouzdani pokazatelji na koji
nacin, u kojoj mjeri i obimu je ovaj problem
prisutan u BiH i da, prema raspolozivim poda-
cima, u BiH za sada nije doslo do zloupotre-
be interneta u klasi¢ne teroristicke svrhe ili u
funkciji cyber - terorizma, ali da postoji nekoli-
ko web sajtova, koji prezentovanim sadrzajima
podsticu ili pozivaju na netrpeljivost, pa i mr-
znju 1 uglavnom se radi o sajtovima koji nisu
registrovani u BiH, nego u pojedinim evrop-
skim zemljama kao §to su Austrija, Njemacka,
Norveska i slicno (Ibidem).

Tokom prethodne dvije godine nadleznim
tuzilastvima u Bosni 1 Hercegovini podnese-
no je vise od 50 izvjestaja o poCinjenim kri-
vicnim djelima iz oblasti kompjuterskog kri-
minala. Na globalnom nivou, procjenjuje se
da je trenutno na internetu vise od milion sli-
ka djece koja su izloZena seksualnom zlostav-
ljanju 1 eksploataciji, a njihov broj se godiSnje
uvecava za 50.000 (Tuzlanski.ba, 2012).

U Bosni i Hercegovini su u 2012. godini re-
gistrovane 64 prijave cyber kriminala. U Der-
venti, marta 2011. godine. Federalna uprava
policije RS je u racunaru jednog korisnika
pronasla 2 miliona fotografija i 7 000 video
snimaka djecije pornografije (Ibidem).

Najveci problem, kada je rijec o cyber kri-
minalu u Bosni 1 Hercegovini je nepostojanje
adekvatnih mehanizama koji ¢e ga sprijeciti.

computers. At the same time the police work
is more difficult due to new technologies and
anonymity of users (Ibidem).

CYBER CRIME IN
BOSNIAAND HERZEGOVINA

In order to effectively combat cyber-crime,
BiH has defined an action plan to combat
cyber-crime which is being carried out and
signed a number of international conventions
and agreements, including those on police
cooperation with almost all countries in the
region and beyond (Start, 2012).

The fight against cyber crime is an integral
part of the Strategy for the Prevention and
Combating of Terrorism between 2010 and
2013 in which countries that currently have
no reliable data on how much and to what ex-
tent and scope this problem is present in BiH
and that, according to the available data, so
far there has been no abuse of the Internet
for terrorist purposes or classical operational
cyber-terrorism in BiH, but there are several
websites that present contents that encourage
or call for intolerance and hatred and most of
them are sites that are not registered in BiH
but in other European countries such as Aus-
tria, Germany, Norway (Ibidem).

Over the past two years relevant prosecu-
tors in Bosnia and Herzegovina filed more
than 50 reports of crimes committed in the
area of cyber crime. Globally, it is estimated
that on the Internet currently exist more than
a million images of children who are vulner-
able to sexual abuse and exploitation and that
their number is increasing by 50,000 per year
(Tuzlanski.ba, 2012).

There are 64 files of cyber crime regis-
tered in Bosnia and Herzegovina in 2012.
In Derventa in 2011 the Federal Police RS
found 2 million photographs and 7,000 vid-
eos of child pornography in one computer
(Ibidem).

The biggest problem when it comes to cyber
crime in Bosnia and Herzegovina is the lack of
adequate mechanisms to prevent it. Centre for
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Pri Drzavnoj agenciji za istrage i zastitu (SIPA)
trebao je formirati Centar za borbu protiv cy-
ber kriminala. Ministarstvo unutrasnjih po-
slova Republike Srpske (MUP RS) je uéinilo
prve korake te je u tu svrhu formiralo posebnu
jedinicu za borbu protiv cyber kriminala, §to je
prvo odjeljenje te vrste u cijeloj Bosni 1 Her-
cegovini. Od hakera i cyber kriminala strahuje
cijeli svijet, ali problem u Bosni i Hercegovini
predstavlja nedostatak novca koji ¢e se uloziti
u sigurnosne sisteme (Ibidem).

ZAKLJUCAK

Nalazimo se u digitalnom dobu koje po-
lako ulazi u svaki segment ljudskog Zzivota.
Upravlja nasSim komunikacijama, vozilima,
poslovima, kupovinom i prodajom. Svako od
nas je bar jednom obavio vaznu poslovnu ili
finansijsku transakciju koriste¢i racunar i ra-
cunarsku opremu, a da nismo razmisljali da
li moZemo vjerovati ovoj savremenoj, digital-
noj mrezi. Pogodnosti koje ona mreza pruza
su svakako primamljive, ali treba znati i njene
loSe karakteristike.

Informacioni sistemi treba da obezbije-
de politiku bezbjednosti kako bi se steklo
povjerenje pojedinaca u poslovanje putem
interneta. Medutim, kako postoje kriminal-
ne radnje u realnom tako se one javljaju i
u virtualnom svijetu. Razlika je u tome $to
u virtualnom svijetu pravi kriminalac vre-
ba iza svoga racunara, i teSko ga je otkriti.
Upravo zbog toga, samo mali procenat cyber
kriminalaca odgovara za Stetu, koju su poci-
nili. I posle izvrSenja svoje kazne, za takvog
pojedinca niko ne moze garantovati da nece
ponoviti istu gresku.

Cyber kriminal — kriminal modernog, digi-
talnog doba.
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fighting cyber crime should have been formed
in the State Investigation and Protection Agency
(SIPA). Ministry of Internal Affairs of Republic
of Srpska (MUP RS) has made the first step and
for this purpose formed a special unit to fight
cyber crime which is the first department of this
kind in the whole of Bosnia and Herzegovina.
The whole world fears hackers and cyber crimi-
nals but the problem in Bosnia and Herzegovina
is the lack of money that should be invested in
security systems (Ibidem).

CONCLUSION

We are living in the digital age which is
slowly entering into every segment of human
life. It manages our communications, cars,
businesses, buying and selling. Each of us
has at least once completed a major business
or financial transaction using computers and
computer equipment without thinking wheth-
er we can trust this modern, digital network
or not. The benefits that the network provides
are certainly tempting but one should know
and bad characteristics too.

Information systems should provide security
policy in order to gain the trust of individuals
in the business dealings via the Internet. How-
ever, as there is fraud present in the real world,
so there can also be fraud in the virtual world.
The difference is that in the virtual world real
criminal is lurking behind your computer and
it is very difficult to detect them. This is why
only a very small percentage of cyber crimi-
nals are found guilty of the damage that they
have caused. And after serving their sentence
there is no guarantee for such an individual that
they will not make the same offense again.

Cyber Crime - Crime of modern, digi-
tal age.
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