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The modern railway control/management sys-
tems are characterised by a high level of integration
and connectivity. On the one hand, that is due to a
wide use of computer technology, single data com-
munication buses, digital diagnostics sensors, etc.
On the other hand, that is also a basic prerequisite
for further development and widespread deploy-
ment of intelligent transportation systems.

Given the major trend towards cloud technol-
ogy, further adoption of intelligent control/man-
agement systems in railway transportation means
a constantly growing attack surface (primarily, for
cyberattacks). Due to that fact, it is required to re-
consider the attitude to ensuring cybersecurity of
control/management systems not only at the stage
of operation, but at the design stage as well. Of in-
creasing importance are industry-specific recom-
mendations, guidelines, and standards that examine
the principles of designing secure control/manage-
ment systems holistically while taking into account
the principles of functional safety and the possible
mechanisms of ensuring cybersecurity as part of a
single balanced approach.

Meanwhile, working out an all-purpose approach
in this area is not at all a trivial task. The lifecycle of
railway signalling systems is anywhere from 15 to
30 or 50 years, while the functional safety principles

of such systems remain unchanged since the era of
relay technology. Meanwhile, the cyber integration
of modern systems is moving forward and the cy-
ber threat landscape is constantly changing requir-
ing prompt reaction and improvement of defence
mechanisms.

The experts do not have a single interpretation
of the concepts of “information security” and “cy-
bersecurity” as regards information management
systems and their logical association. Thus, some
experts believe that information security is a com-
ponent of cybersecurity, while others insist on the
opposite, claiming that cybersecurity is part of in-
formation security. That causes the differences in
the approaches to ensuring cybersecurity of con-
trol/management systems. In one case, they insist
on developing special methods of protection aimed
at eliminating wrong-side failures, while in others,
they claim that the conventional information secu-
rity methods suffice and do not require taking into
account the specificity of railway control/manage-
ment systems [1].

Additionally, we must also point out the differ-
ence in the interpretation of the above concepts as
regards non-safety-related systems (generally re-
ferred to as information communication technolo-
gies, ICT) and critical systems (the so-called super-
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visory control and data acquisition, SCADA). If, in
the case of ICT, the classic “confidentiality - integrity
- availability” triad is shifted towards confidential-
ity, in the case of SCADA, it is shifted towards avail-
ability (see Fig. 1) [2].

Contidentiality

Integrity Availability
Fig. 1. Information/cybersecurity triad

Unlike in the case of ICT, the primary SCADA cy-
bersecurity threats are wrong-side failures that may
be caused by both cyberattacks and exploitation of
undocumented features in a system’s software and
components. Naturally, they can also be caused by
hardware and software failures and faults in the sys-
tem’s operation, operator errors, and input of erro-
neous data [3].

As it is known, the designers of vital railway sys-
tems conventionally follow the “safety above all”
paradigm, meaning that each system component
(and the entire system) are to comply with a certain
Safety Integrity Level (SIL). In order to achieve the
required SIL, certain design rules and test methods
are to be implemented that guarantee that the sys-
tem will continue fulfilling the appropriate safety
requirements in the case of a random failure. How-
ever, functional safety standards that are used as
guidelines for railway system design do not take
matters of cybersecurity into consideration, but
merely mention that a cybersecurity mechanism is
to be developed in accordance with the recommen-
dations of the standards that deal with general-pur-
pose network device security. The primary standard
IEC 61508 [4] that describes the requirements for
the functional safety of electrical and electronic de-
vices and the CENELEC EN 50159 [5] standard that
describes the requirements for data communication
within critical railway systems only mention that

the possibility of intentional actions of people is to
be taken into consideration and refer to the ISA/IEC
62443 [6] standard.

Due to that various international organisations
are developing recommendations and guidelines
that attempt consolidating functional safety require-
ments for railway signalling systems and cybersecu-
rity requirements. Thus, in 2015, the International
Union of Railways (UIC) initiated the ARGUS project
that brought forth guidelines for the cybersecurity of
railway systems [7] that extrapolate the risk evalu-
ation principles and assurance of information secu-
rity of the ISO/IEC 27000 series of standards to the
railway signalling and communication systems. The
Guidelines for Cyber Security in Railway has actually
become the first international document developed
with extensive participation of experts in not only
information security, but railway signalling as well.

Several projects of the Shift2Rail European initia-
tive also attempted a comprehensive consideration
of the matters of cybersecurity of railway control/
management systems. Out of those, the following
should be noted:

- the 4SECURail project that developed formal
methods for ensuring security in a railway
environment and recommended creating
“computer security incident response teams”
(CSIRT) for the railways [8];

- the CYRail project that published various
guidelines for improving the security of rail-
way systems, including recommendations for
designing cyber-attack resilient systems (se-
cure by design) [9].

Of note is the OCORA initiative (Open CCS On-
board Reference Architecture) that has developed
guidelines for a cyber-secure reference onboard
train control and protection systems architecture
thatislargely based on the CYRail recommendations
(thorough evaluation of threats and risks, threat
model construction, system partitioning, embedded
cyber security and monitoring mechanisms) [10].

Of special interest is the EU-funded CLUG proj-
ect that is dedicated to a more specific task, i.e., the
development of a secure onboard train control and
protection unit architecture featuring a GNSS-based
positioning system taking into account cybersecurity
among other things. The project participants are de-
veloping requirements for the onboard unit based on
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the risk evaluation method and the four safety cat-
egories according to ISA/IEC 62443. The following
threats are taken into consideration: data diddling,
spoofing, distortion of measured data supplied by
sensors, damage to digital track map databases, out-
put data falsification, denial of service [11].

The existence of a wide class of threats and the
variety of ways of dealing with them - in terms of
the principles of ensuring functional safety, physi-
cal protection of devices and information security
- indicates not only the absence of a specialised
railway standard, but the complexity of the matter.
The authors of [12] conclude that the conventional
approach, whereas the matters of cybersecurity are
considered only as an addition to functional safety
and solved only through methods of information
protection, is to be abandoned. An integrated ap-
proach is required that would involve the devel-
opment of the system’s digital infrastructure with
built-in cybersecurity mechanisms.

Probably, when it has become a new standard,
the CENELEC prTS 50701 Railway applications -
Cybersecurity technical specification will contribute
to the development of an integrated approach [13].
This pre-standard is based on the ISA/IEC 62443
standard and is a specialised solution for the rail-
way industry, including rolling stock, signalling and
infrastructure.

The key provision of the prTS 50701 draft stan-

dard is the principle of in-depth defence built upon
a multi-level security system. PrTS 50701 defines a
concept of security levels that largely resembles the
approach based on the safety integrity levels (SIL),
yet differs from it in several details. In particular,
it states that the security level is the measure of
confidence that a zone of the system architecture,
conduit, communication channel or a component
thereof is free from vulnerabilities and functions as
intended. PrTS 50701 defines architectural design
constraints for railway technology based on the con-
cept of zoning. PrTS 50701 specifies that zoning in-
volves measures for functionality encapsulation for
the purpose of keeping a particular service alive in
case of an incident in another zone while isolating it
by closing the gateways to the affected zone.

According to [14], the basic ISA/IEC 62443 stan-
dard is the optimal industry standard in cybersecu-
rity, and in combination with prTS 50701 provides
all the required guidelines for ensuring cybersecu-
rity of railway systems.

Nonetheless, given the growing relevance of
cybersecurity in the context of modern control/
management systems, not only the conventional
SIL-based design approach, but the entire lifecycle
concept of critical railway control/management
systems that is usually depicted with the V model
must be reconsidered. The initial cybersecurity risk
assessment of a system under development is to be
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Fig. 2. Risk evaluation models at system development stages defined in standards

106

Journal of Information Technology and Applications

www.jita-au.com



CYBERSECURITY STANDARDS OF INTELLECTUAL TRANSPORT SYSTEMS

JITA 13(2023) 2:104-109

conducted at the very early stage of concept and re-
quirement definition. Fig. 2 shows the approaches
of various standards to the evaluation of risks at
various stages of vital control/management system
design.

Selecting the most optimal system development
process requires conducting the appropriate evalu-
ation procedure. The key evaluation criteria are as
follows:

- compliance with the operation processes em-

ployed in railway transportation;

- compliance with industry standards and re-
quirements of the certification and regulatory
agencies;

- usability;

- efficiency;

- level of detail defined by the standard;

- lack of excessive complexity.

According to IEC 62443 and prTS 50701 the pro-
cess of risk evaluation is to include the following
stages:

1) description of the examined system;

2) pre-zoning principle based on preliminary
risk evaluation;

3) definition of basic threat types;

4) assessment of motivation, knowledge, and re-
sources of attackers;

5) definition of specific types of threats, includ-
ing those on the railway company’s register;

6) classification of threats according to the basic
requirements;

7) definition of the initial level of security for each
threat in accordance with the basic requirements;

8) input of preliminary value zones defined in the
basic documents into data vectors;

9) calculation of the security levels for prelimi-
nary zones after the definition of the maximum vec-
tor values;

10) definition of final security levels using cor-
rection coefficients (maximum value 1);

11) performance of cybersecurity measures;

12) verification of whether the measures are ap-
plicable to the concept of preliminary zoning, pro-
vided that they comply with the respective require-
ments. If the measures are not applicable, the con-
cept is to be reconsidered;

13) the performance of items 11 and 12 is to be re-
peated until all system settings have been performed.

All of the stages of the cybersecurity solution
development processes are to be coordinated with
the respective system lifecycle stages performed
based on the requirements of CENELEC standards.
That enables verification and validation, especially
as regards obtaining representative results that can
be conveniently used as output data in the course of
the process. Fig. 3 shows an example of the V model
of a railway signalling system’s lifecycle that inte-
grates cybersecurity measures that was developed
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Fig. 4. Control/management system cybersecurity risk evaluation process

as part of the Smartrail 4.0 railway innovation pro-
gram of Switzerland.

Thus, cybersecurity risks are to be evaluated at
all system lifecycle stages, and at the stage of veri-
fication and validation is to become an integral part
of integrated safety assessment that includes the as-
sessment of its cyber resilience subject to the con-
structed model of cyber threats. The overall risk
evaluation process according to those standards is
shown in Fig. 4 where the primary analysis proce-
dure and its main stages are shown in grey.

We must note the ever growing popularity of the
idea of cyber ranges that involves conducting the re-
quired tests within certain virtual boundaries and
ensures isolation from operational devices. Cyber
ranges enable the performance of tests required by
the safety analysis through a rapid simulation of the
required scenarios. For instance, the European CON-
CORDIA consortium is actively working on creating
cyber ranges [15].

Cyber ranges may be physical or completely vir-
tual, whereas cyber range scenario components use
a virtualisation solution for the purpose of emulat-
ing physical assets, as well as hybrid, whereas solu-
tions are employed that are based on a combination
of hardware, virtualised, and simulated elements.
As the process of virtual scenario definition is quite
demanding, it is obvious that most efforts are to be
concentrated in its automation with the use of vari-
ous software solutions. A most important tool for
virtual scenario definition is gamification that has
been used for a long time in simulation and cyber
security risk evaluation.

Today, one of the most pressing problems is the
integration of the existing tools for testing system se-

curity into digital twins. Another unsolved problem
is meeting the computational requirements of the
precision simulation environments. Indeed, if the fi-
nal goal consists in emulating an intelligent control/
management system in its entirety, it is obvious that
the required computational resources may prove to
be above the current technical capabilities. A wide
use of artificial intelligence as part of cyber security
risk evaluation using cyber ranges can also be re-
stricted by limited computing capabilities.
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