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Abstract: Information technologies and the entirely new digital world are experiencing significant development in the second 
and third decades of the twenty-first century. This development has led to the need to realize the concept of legal regulation 
of cyberspace, especially in the segment of digital identification. Digital identification is necessary to ensure security as well as 
the protection of personal data. Additionally, digital identification must guarantee the reliability and trust of signatories in the 
technologies used. The regulations adopted in previous years implied the existence of a PKI infrastructure and the storage of the 
private key by the signatory. However, the development of technologies and the widespread use of mobile and smart devices have 
generated the need for remote signing, cloud-based signing, and the creation of digital wallet techniques. It is precisely in this 
segment that the regulations have been amended. The paper presents EU regulations in this area and the situation in Bosnia and 
Herzegovina. It is particularly emphasized that the use of reliable legally grounded digital identification has not yet begun to be 
implemented in Bosnia and Herzegovina, and that it is necessary to establish practices and systems based on legal regulations that 
are aligned with the EU, as well as with the legal framework in Bosnia and Herzegovina.
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Introduction
The real world and the digital world are closely 

integrated in the 21st century. The widespread use 
of digital devices, along with technological advance-
ments, has completely blurred the boundaries be-
tween the physical, or real world on one side, and the 
digital world on the other. A vast number of human 
social activities, as well as trade, exchange of goods 
and services, and capital, have gained a completely 
new dimension with the development of information 
and communication technologies. Today, we don’t just 
talk about technologies, but about an entirely new, 
information society. A society that operates in the 
real world and what is called cyberspace. In the last 
decade, the volume of retail through electronic com-
merce has increased by 3.2 times. The global volume 
of e-commerce in 2014 amounted to 1,336 billion US 
dollars, while in 2020 it increased to 4,280 billion US 
dollars, with a projected growth trend until 2023 to 
approximately 5,900 billion dollars. At the same time, 
statistics show that there are around 4.5 billion inter-

net users worldwide, while approximately 3.8 billion 
people use social networks[1].

The cause of this state and these indicators are 
digital technologies that play a key role in almost ev-
ery aspect of human life. Smartphones, portable de-
vices, smart homes and vehicles, and a large number 
of other digital innovations have transformed the way 
people communicate, work, travel, shop, and even 
the way people socialize and engage in social interac-
tions. The business world uses digital platforms for 
marketing, sales, and customer engagement, while 
industries such as healthcare, finance, and education 
embrace digital solutions to improve efficiency, ac-
cessibility, and the quality of services.

In the real, or physical world, rules of behavior have 
been introduced through the legal system and regula-
tory framework, as well as through moral and other 
societal norms. Data related to commodity exchange, 
as well as the number of Internet and social media us-
ers, unequivocally generate the need for appropriate 
attempts at regulation in cyberspace. This need is par-
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ticularly pronounced in the adequate identification of 
individuals present in cyberspace, i.e., in the domain of 
establishing identity and access to the global network 
when conducting various types of transactions.

It is extremely important to establish a clear re-
lationship between the real identity and the identity 
that an individual present in cyberspace when con-
ducting electronic business, as well as when partici-
pating in global networks or various digital transac-
tions. This type of identity is called digital identity.

Digital services that promote electronic business 
and commerce are one of the priorities of the Euro-
pean Union. Legislation related to digital identities, 
information security, and personal data protection 
is being significantly transformed in the European 
Union. The development of legislation is based on sci-
entific and technological development, which is one 
of the foundations of the Treaty on the Functioning of 
the European Union.

In cyberspace, computer systems, mobile systems, 
a large number of sensors collecting data for so-
called “smart systems,” and large amounts of data are 
processed using artificial intelligence. “Cyberspace 
is a non-physical space where, according to current 
applicable legislation, there are no national borders 
and new rules are established based on the technical 
capabilities of computer systems.” [2] “Cyberspace is 
a new type of space consisting of the Internet, World 
Wide Web,, i.e., basic infrastructure and information 
about the Internet and WWW, after the known and 
traditional four types of space: land, sea (ocean), air-
space (atmospheric space, or internal space), and 
space. Cyberspace is actually the fifth space in which 
modern man lives, works, plays, and does business.” 

[3]. Within cyberspace, and especially when conduct-
ing digital transactions that require reliability and 
security, mechanisms for verifying the identity of in-
dividuals must be provided.

Since 1999, when the first directive dealing with 
digital signatures was adopted, systems for digi-
tal identification have been established and used in 
member states, with problems of consistency and 
interoperability of systems arising between member 
states. The reform of regulations continued when 
Regulation (EU) No 910/2014 on electronic identifi-
cation and trust services for electronic transactions 
in the internal market (eIDAS) was adopted in 2014. 
Regulation eIDAS primarily established a legal ba-

sis for the establishment of an electronic identifica-
tion and trust services system that would be unified 
and recognized equally in all European Union mem-
ber states. Procedures were defined to ensure that 
through the accreditation process, the goal of ensur-
ing that each trust service provider or certification 
body meets technical requirements in accordance 
with standards and recommendations is achieved. 
The accreditation process is carried out in a unified 
manner, guaranteeing uniform conditions through-
out the territory of the European Union. Regulation 
910/14 defines specific security levels, based on 
which the legal force of the electronic identification 
trust service, i.e., digital signature, is determined.

The development and widespread use of digital de-
vices have led to the need for more precise definition 
of conditions for server signing, as well as for the use 
of digital means of identification, so Regulation (EU) 
2024/1183 of the European Parliament and of the 
Council of 11 April 2024 amending Regulation (EU) 
No 910/2014 as regards establishing the European 
Digital Identity Framework, or eIDAS 2 regulation, 
was adopted in 2024. This regulation establishes an 
electronic wallet system, which enables the establish-
ment of electronic documents in the electronic wal-
let in a reliable manner using trusted cryptographic 
mechanisms known only to the wallet owner. In ad-
dition, eIDAS regulation was related with Directive 
(EU) 2022/2555 of the European Parliament and of 
the Council of 14 December 2022 on measures for a 
high common level of cybersecurity across the Union, 
amending Regulation (EU) No 910/2014 and Direc-
tive (EU) 2018/1972, and repealing Directive (EU) 
2016/1148 (NIS 2 Directive).

The Republic of Srpska, as well as Bosnia and Her-
zegovina, are in the process of integration with the 
European Union. The Stabilization and Association 
Agreement between the European Union, or its mem-
ber states, on one side, and Bosnia and Herzegovina, 
on the other side, was signed in Luxembourg on June 
16, 2008. The agreement entered into force on June 
1, 2015. The Stabilization and Association Agreement 
is legally binding in Bosnia and Herzegovina and in 
the Republic of Srpska, so there is an obligation to 
harmonize regulations in BiH with the regulations of 
the European Union. The Republic of Srpska, as well 
as Bosnia and Herzegovina, have a legal obligation to 
harmonize their legislation with the legislation of the 
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European Union. This paper discusses the eIDAS and 
eIDAS 2 regulations, and presents the situation in the 
Republic of Srpska.

Digital Identity, Generaly
Digital identification, or digital ID, is the process 

of electronically verifying and authenticating the 
identity of individuals or entities in transactions and 
interactions that take place in cyberspace. In today’s 
world, digital identification plays a crucial role in fa-
cilitating a wide range of online activities, including 
accessing digital services, conducting e-commerce, as 
well as participating in social networks and interact-
ing with public administration.

As stated in the introductory chapter, digital iden-
tification systems are increasingly subject to legal 
regulation. They typically involve the use of unique 
identifiers, such as usernames, email addresses, or 
identification numbers, along with authentication 
mechanisms to verify the identity of users. These 
mechanisms can include passwords, Personal Identi-
fication Numbers - PINs, biometric data (such as fin-
gerprints or facial recognition), cryptographic keys, 
or two-factor authentication (2FA), among others.

One of the key advantages of digital identification 
is its convenience and accessibility. Unlike traditional 
forms of identification, such as physical ID cards or 
passports, digital IDs can be easily accessed and used 
from any internet-enabled device, providing users 
with greater flexibility and mobility in their online 
interactions. This convenience is particularly impor-
tant in situations where quick and secure access to 
digital services is essential, such as online banking, e-
government services, or remote work environments.

Additionally, digital identification offers enhanced 
security and fraud prevention capabilities compared 
to traditional forms of identification. Advanced au-
thentication methods, such as biometric authentica-
tion or cryptographic keys, can significantly reduce 
the risk of identity theft, phishing attacks, and un-
authorized access to sensitive information. Further-
more, digital identification systems often incorporate 
encryption and other security measures to protect 
user data and privacy.

Digital identification also enables seamless and 
secure transactions and interactions across borders. 
In an increasingly globalized world, where individu-
als and companies routinely engage in international 

activities, the ability to verify identities in different ju-
risdictions is essential. Digital identification systems 
that adhere to international standards and interoper-
ability protocols can facilitate cross-border trust and 
enable smooth international transactions.

Moreover, digital identification has the potential 
to promote financial inclusion and empower margin-
alized populations. In many parts of the world, a sig-
nificant portion of the population lacks access to for-
mal identification documents, which can hinder their 
ability to access financial services, healthcare, educa-
tion, and other essential resources. Digital identifica-
tion systems, especially those based on mobile tech-
nologies, offer a cost-effective and scalable solution 
to address this issue by providing individuals with a 
secure and verifiable means of identification.

However, despite its numerous advantages, digital 
identification also raises significant concerns regard-
ing privacy, data security, and digital rights. One of 
the main concerns is the potential for misuse or im-
proper use of personal data collected through digital 
identification systems. Inadequate safeguards and 
weak data protection measures can expose individu-
als to privacy violations, surveillance, identity theft, 
and other forms of abuse.

Furthermore, the centralized nature of many 
digital identification systems raises concerns about 
data security and the risk of single points of failure. 
Centralized databases containing sensitive personal 
information are attractive targets for hackers and cy-
bercriminals, who may exploit vulnerabilities in the 
system to gain unauthorized access to user data. Ad-
ditionally, the proliferation of digital identification 
systems raises questions about the concentration of 
power and control in the hands of governments or 
private entities that operate these systems.

Another challenge associated with digital identifi-
cation is the issue of the digital divide and unequal ac-
cess to technology. While digital identification has the 
potential to empower individuals and enhance their 
participation in the digital economy, disparities in ac-
cess to technology, internet connectivity, and digital 
literacy can exacerbate existing inequalities and mar-
ginalize disadvantaged populations. Efforts to pro-
mote digital inclusion and bridge the digital divide 
are crucial to ensure that all individuals have equal 
opportunities to benefit from digital identification.

In response to these challenges, policymakers, 
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technologists, and civil society organizations are ex-
ploring ways to design and implement digital identi-
fication systems that prioritize privacy, security, and 
user empowerment. Principles such as privacy by de-
sign, data minimization, user consent, transparency, 
and accountability are increasingly being integrated 
into the design and governance of digital identifica-
tion systems to mitigate risks and protect user rights.

Moreover, decentralized identity technologies, 
such as self-sovereign identity (SSI) systems based on 
blockchain or distributed ledger technology (DLT), of-
fer promising alternatives to centralized digital iden-
tification systems. By giving individuals greater con-
trol over their personal data and reducing reliance on 
intermediaries, decentralized identity solutions can 
enhance privacy, security, and user autonomy in digi-
tal interactions.

In conclusion, digital identification is a key enabler 
of the digital economy and society, offering numerous 
benefits in terms of convenience, security, and inclusiv-
ity. However, realizing the full potential of digital iden-
tification requires addressing significant challenges 
related to privacy, security, and digital rights. By adopt-
ing principles of privacy, security, and user empow-
erment, as well as leveraging emerging technologies 
such as decentralized identity, stakeholders can create 
digital identification systems that are secure, reliable, 
and respectful of individual rights and freedoms.

EU Regulation
eIDAS Regulation (Regulation (EU) No 910/2014) 

is a fundamental piece of legislation in the European 
Union (EU) that aims to establish a framework for elec-
tronic identification and trust services for electronic 
transactions in the internal market. The regulation 
provides a legal foundation for secure and seamless 
electronic interactions between businesses, citizens, 
and public authorities across EU member states.

The eIDAS Regulation, which stands for “electronic 
IDentification, Authentication, and trust Services,” is a 
significant piece of legislation in the European Union 
(EU) aimed at facilitating secure and seamless elec-
tronic transactions across member states. Enacted in 
2014, eIDAS replaced the previous Electronic Signature 
Directive (1999/93/EC) and established a comprehen-
sive legal framework for electronic identification and 
trust services within the EU. This article provides a 
detailed examination of the eIDAS Regulation, its objec-

tives, key provisions, implementation challenges, and 
the implications for businesses and individuals.

The primary objectives of the eIDAS Regulation 
are to enhance trust and security in electronic trans-
actions, promote the use of electronic identification 
(eID) and electronic signatures, and facilitate cross-
border recognition of electronic trust services within 
the EU. By establishing uniform standards and legal 
requirements for electronic identification and trust 
services, eIDAS aims to create a digital single market 
where businesses and citizens can engage in elec-
tronic transactions with confidence and convenience.

Key Provisions of eIDAS
Electronic Identification (eID): eIDAS defines 

electronic identification as the process of uniquely 
identifying individuals or legal entities in electronic 
transactions. Member states are required to establish 
and maintain electronic identification schemes that 
meet specified criteria, including security, reliability, 
and interoperability. Qualified electronic identifica-
tion (QeID) schemes, which comply with additional 
requirements, are granted a higher level of legal rec-
ognition across the EU.

Electronic Signatures: eIDAS recognizes various 
types of electronic signatures, including simple elec-
tronic signatures, advanced electronic signatures 
(AdES), and qualified electronic signatures (QES). 
AdES and QES are subject to specific requirements re-
garding authenticity, integrity, and non-repudiation. 
QES, in particular, provides the highest level of legal 
certainty and is equivalent to a handwritten signa-
ture under EU law.

Trust Services: eIDAS establishes a framework 
for electronic trust services, such as electronic seals, 
electronic time stamps, electronic registered deliv-
ery services (ERDS), and website authentication cer-
tificates. Trust service providers (TSPs) must adhere 
to strict requirements concerning security, liability, 
and transparency. Qualified trust service providers 
(QTSPs) undergo a rigorous certification process to 
ensure compliance with eIDAS standards.

Cross-Border Recognition: One of the key objec-
tives of eIDAS is to enable seamless cross-border 
recognition of electronic identification and trust 
services within the EU. Member states are required 
to recognize electronic signatures, electronic seals, 
electronic documents, and other trust services issued 
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by qualified providers in other EU countries. This fa-
cilitates the expansion of digital business activities 
across borders and reduces administrative barriers 
for citizens and businesses operating in the EU.

Implementation Challenges
While eIDAS represents a significant step towards 

harmonizing electronic identification and trust ser-
vices across the EU, its implementation has posed 
several challenges for member states and stakehold-
ers. Some of the key challenges include:

Technical interoperability: Ensuring seamless 
interoperability between different national eID 
schemes and trust service infrastructures remains a 
complex task, requiring standardization and compat-
ibility efforts.

Legal harmonization: Achieving uniform inter-
pretation and application of eIDAS provisions across 
member states’ legal systems requires ongoing coor-
dination and cooperation among national authorities 
and judicial bodies.

User acceptance: Encouraging widespread adop-
tion of electronic identification and trust services 
among citizens, businesses, and public administrations 
requires awareness-raising campaigns, user-friendly 
interfaces, and effective communication strategies.

Security and privacy concerns: Addressing con-
cerns related to data security, privacy protection, and 
cybersecurity threats is essential to maintaining trust 
in electronic transactions and preventing fraud or 
misuse of electronic identities and signatures.

Implications for Businesses and 
Individuals
The eIDAS Regulation has significant implications 

for businesses, governments, and individuals operat-
ing within the EU. For businesses, eIDAS offers op-
portunities to streamline administrative processes, 
reduce costs, and expand market reach by leveraging 
electronic identification and trust services. Qualified 
trust service providers can offer innovative solutions 
for electronic authentication, document signing, and 
secure communication, enhancing business efficiency 
and competitiveness. For individuals, eIDAS provides 
greater convenience and accessibility in accessing 
digital services, conducting online transactions, and 
interacting with public authorities across borders. By 
enabling secure and reliable electronic identification 

and signature solutions, eIDAS empowers citizens to 
participate more actively in the digital economy and 
exercise their rights in a digitalized society.

The eIDAS Regulation represents a significant 
milestone in the development of a harmonized le-
gal framework for electronic identification and trust 
services within the European Union. By establishing 
common standards, promoting interoperability, and 
fostering trust in electronic transactions, eIDAS aims 
to facilitate the digital transformation of businesses 
and public services, enhance cross-border coopera-
tion, and empower citizens in the digital age. While 
challenges remain in terms of technical implementa-
tion, legal harmonization, and user acceptance, eIDAS 
lays the foundation for a more secure, efficient, and 
inclusive digital single market in Europe

eIDAS 2
In recent years, there have been discussions and 

proposals for an updated version of the eIDAS regu-
lation, often referred to as “eIDAS 2.” While eIDAS 
has laid a solid groundwork for electronic identifica-
tion and trust services, technological advancements, 
evolving digital needs, and emerging security threats 
have prompted calls for revisions and enhancements 
to ensure the regulation remains relevant and effec-
tive in the rapidly changing digital landscape.

eIDAS 2 is envisioned as a comprehensive update 
to the existing regulation, aiming to address existing 
shortcomings, incorporate new technological devel-
opments, and strengthen the trust framework for 
electronic transactions. The proposed amendments 
and additions under eIDAS 2 are expected to shape 
the future of digital identity management and elec-
tronic trust services within the EU.

One of the key aspects of eIDAS 2 is the expansion 
of the scope of the regulation to cover a broader range 
of electronic services and transactions. This includes 
provisions for electronic signatures, electronic seals, 
electronic time stamps, electronic documents, elec-
tronic registered delivery services, website authen-
tication, and electronic identification (eID) schemes. 
By encompassing a wider array of digital services, eI-
DAS 2 seeks to facilitate greater interoperability and 
cross-border acceptance of electronic transactions 
within the EU.

Furthermore, eIDAS 2 aims to address interoper-
ability challenges that hinder seamless cross-border 
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recognition of electronic identities and trust services. 
Interoperability is crucial for enabling citizens and 
businesses to use their electronic identities and trust 
services across different member states without en-
countering unnecessary barriers. To achieve this 
goal, eIDAS 2 may introduce standardized protocols, 
technical specifications, and interoperability frame-
works to ensure compatibility and harmonization of 
electronic identification systems and trust services 
across the EU.

Additionally, eIDAS 2 is expected to place a stronger 
emphasis on security and privacy aspects of electronic 
identification and trust services. With the increasing 
prevalence of cyber threats and data breaches, ensuring 
the confidentiality, integrity, and authenticity of elec-
tronic transactions is paramount. eIDAS 2 may intro-
duce stricter security requirements, robust authentica-
tion mechanisms, encryption standards, and data pro-
tection measures to enhance the overall trustworthi-
ness and resilience of electronic systems and services.

Moreover, eIDAS 2 may introduce provisions to 
foster innovation and adoption of emerging technolo-
gies in the field of electronic identification and trust 
services. This includes support for technologies such 
as blockchain, biometrics, artificial intelligence, and 
machine learning, which have the potential to revolu-
tionize the way electronic identities are managed and 
verified. By embracing innovation, eIDAS 2 aims to 
future-proof the regulation and ensure its relevance 
in the rapidly evolving digital landscape.

Another key aspect of eIDAS 2 is the reinforce-
ment of legal certainty and cross-border recogni-
tion of electronic signatures and other trust services. 
Cross-border recognition is essential for promoting 
cross-border trade, e-commerce, and digital collabo-
ration within the EU. eIDAS 2 may introduce mecha-
nisms to streamline the mutual recognition of elec-
tronic signatures and trust services across member 
states, thereby reducing administrative burdens and 
legal uncertainties associated with cross-border elec-
tronic transactions.

Furthermore, eIDAS 2 may introduce provisions 
to strengthen consumer protection and user rights 
in the context of electronic identification and trust 
services. This includes transparency requirements, 
user consent mechanisms, recourse mechanisms, 
and liability frameworks to ensure that consumers 
are adequately informed and empowered when us-

ing electronic services. By safeguarding consumer 
rights, eIDAS 2 aims to build trust and confidence in 
electronic transactions and foster greater uptake of 
digital services among citizens and businesses.

In conclusion, eIDAS 2 represents a significant 
milestone in the ongoing evolution of electronic 
identification and trust services within the EU. By 
addressing key challenges, embracing technological 
innovation, and strengthening the legal and technical 
framework for electronic transactions, eIDAS 2 aims 
to facilitate secure, seamless, and trusted electronic 
interactions across member states. As digitalization 
continues to reshape the economy and society, eIDAS 
2 is poised to play a central role in unlocking the full 
potential of the digital single market and driving Eu-
rope’s digital transformation agenda forward.

Personal data protection
In the digital landscape, two fundamental regu-

lations play a pivotal role in shaping the way data is 
handled and identities are verified: the General Data 
Protection Regulation (GDPR) and the Electronic 
Identification, Authentication and Trust Services Reg-
ulation (eIDAS). While they serve distinct purposes, 
these regulations are closely intertwined, working to-
gether to safeguard individuals’ privacy, ensure data 
security, and foster trust in digital interactions.

The General Data Protection Regulation (GDPR), 
implemented in May 2018, is a comprehensive data 
protection framework applicable to all entities pro-
cessing personal data of individuals residing in the 
European Union (EU). It aims to harmonize data 
protection laws across EU member states, empower 
individuals with greater control over their personal 
data, and establish accountability and transparency 
requirements for organizations handling such data.

Key principles of GDPR include:
 - Lawfulness, Fairness, and Transparency: Data 

processing must be lawful, fair, and transparent 
to the data subjects.

 - Purpose Limitation: Personal data must be col-
lected for specified, explicit, and legitimate pur-
poses and not further processed in a manner 
incompatible with those purposes.

 - Data Minimization: Data controllers must en-
sure that personal data processed is adequate, 
relevant, and limited to what is necessary.

 - Accuracy: Personal data must be accurate and, 
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where necessary, kept up to date.
 - Storage Limitation: Personal data must be kept 

in a form that permits identification of data sub-
jects for no longer than is necessary.

 - Integrity and Confidentiality: Personal data 
must be processed in a manner that ensures ap-
propriate security, including protection against 
unauthorized or unlawful processing and acci-
dental loss, destruction, or damage.

Non-compliance with GDPR can result in severe 
penalties, including fines of up to €20 million or 4% 
of the annual global turnover, whichever is higher.

While GDPR focuses primarily on data protection 
and privacy, and eIDAS centers on electronic identifi-
cation and trust services, the two regulations inter-
sect in several areas:

 - Data Protection in eIDAS Transactions: eIDAS 
mandates that trust service providers adhere to 
stringent security measures to protect personal 
data processed during electronic transactions. 
These security requirements align closely with 
GDPR’s principles of data protection by design 
and default.

 - Legal Validity of Electronic Signatures: eIDAS es-
tablishes a legal framework for electronic signa-
tures, including qualified electronic signatures, 
which hold the same legal validity as handwrit-
ten signatures. GDPR recognizes the use of elec-
tronic signatures for obtaining consent and exe-
cuting contracts, provided they meet the criteria 
outlined in eIDAS.

 - Authentication and Authorization: Both regu-
lations emphasize the importance of ensuring 
secure authentication and authorization mecha-
nisms to protect individuals’ personal data. eI-
DAS provides the framework for electronic iden-
tification, while GDPR sets forth requirements 
for obtaining explicit consent and implementing 
appropriate security measures.

 - Cross-border Data Transfers: eIDAS facilitates 
cross-border recognition of electronic identi-
fication and trust services, enabling seamless 
digital interactions between EU member states. 
GDPR’s provisions on international data trans-
fers apply to personal data exchanged during 
such transactions, ensuring that data protection 
standards are upheld regardless of geographical 
boundaries.

In today’s digital era, the harmonious implementa-
tion of GDPR and eIDAS as well as eIDAS 2.0 is crucial 
for fostering trust, ensuring data protection, and facili-
tating secure electronic transactions within the EU. By 
adhering to the principles outlined in both regulations 
and leveraging the synergies between them, organiza-
tions can navigate the complexities of digital identity 
management while safeguarding individuals’ privacy 
rights and promoting digital innovation and growth.

Legal Framework in Bosnia and Herzegovina
The legislation of Bosnia and Herzegovina, although 

incompetent for the area of digital signatures and cer-
tificates, adopted the Law on Electronic Signature of 
Bosnia and Herzegovina in 2006 (“Official Gazette of 
BiH” No. 91/06). The Law on Electronic Signature of 
Bosnia and Herzegovina is harmonized with Directive 
1999/93/EC on a Community framework for elec-
tronic signatures. The BiH Law is not harmonized with 
Regulation No. 910/14 on electronic identification and 
trust services for electronic transactions on the inter-
nal market (hereinafter: eIDAS).

The BiH Law is in force and fully applied with unfa-
vorable solutions for Republika Srpska. According to 
this law, the Office for Supervision and Accreditation 
of Certifiers has been established within the Ministry 
of Communications and Transport, which fully per-
forms its function in accordance with this Law. The 
accreditation procedure is conducted, and a Register 
of Certifiers is maintained, which currently includes 
three legal entities (Halcom D.D. Ljubljana, registered 
on October 3, 2019, the Indirect Taxation Authority 
based in Banja Luka, registered on May 12, 2021, and 
the Agency for Identification Documents, Records, 
and Data Exchange of Bosnia and Herzegovina, based 
in Banja Luka, registered on April 15, 2022). The 
Ministry of Communications and Transport of Bos-
nia and Herzegovina is recognized as the Supervisory 
Authority on behalf of Bosnia and Herzegovina in 
the Forum of European Supervisory Authorities for 
Trust Service Providers (FESA), as well as competent 
to maintain the list of trust service providers. Trust 
service providers and digital identity providers regis-
tered in the registers maintained by the Supervisory 
Authority of BiH are visible beyond the borders of 
Bosnia and Herzegovina, i.e., on the EU market.

In the parliamentary procedure at the BiH level, 
there was a proposal for the Law on Electronic Iden-
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tification and Trust Services for Electronic Transac-
tions of Bosnia and Herzegovina No. 01.02-02-1-
667/19, dated March 26, 2019, which was rejected. 
It is undeniable that the issue of digital identification 
needs to be regulated, but solely in accordance with 
constitutional competencies.

At the level of the Federation of Bosnia and Herze-
govina, a regulation on electronic signatures has not 
been adopted, but the Law on Electronic Document 
(“Official Gazette of FBiH” 55/13) has been adopted.

Legal Framework in Republic of Srpska
The area of digital identification and the applica-

tion of digital identities in Republika Srpska is regu-
lated by the following legal regulations:

 - Law on Electronic Signature of Republika Srp-
ska (“Official Gazette of Republika Srpska”, No. 
106/15 and 83/19), with corresponding subor-
dinate regulations.

 - Law on Electronic Document (“Official Gazette 
of Republika Srpska”, No. 106/15).

 - Law on Electronic Business of Republika Srp-
ska (“Official Gazette of Republika Srpska”, No. 
59/09 and 33/16).

 - Law on the Agency for Information and Com-
munication Technologies (“Official Gazette of 
Republika Srpska” No. 102/23).

According to the above, the legal framework in 
Republika Srpska enables the immediate use of trust 
services of digital identification, defines schemes of 
digital identification, and allows legal entities, espe-
cially the business community, to use current quali-
fied or unqualified digital certificates. E-government, 
as a significant actor in overall electronic business, 
can currently provide trust services according to 
identification schemes.

Key procedures related to trust services are:
 - Procedure for prescribing conditions for the op-

eration of CA bodies.
 - Accreditation procedure and compliance verifi-

cation of CA bodies.
 - Maintenance of the CA body register, which is 

publicly available.
 - Supervision procedure over the work of CA bodies.

Establishment of identification schemes and reg-
isters of service providers of various identification 
schemes.

In Republika Srpska, the Regulation on Special 

Conditions that CA bodies must meet (“Official Ga-
zette of Republika Srpska” No. 78/16 and 108/19) 
prescribes the conditions that CA bodies must meet.

The accreditation procedure in Republika Srpska 
is regulated according to Article 22 of the Law on Dig-
ital Signature, which allows any legal entity intending 
to issue qualified digital certificates to carry out this 
activity based on a permit from the relevant minis-
try. A request for a permit to operate as a certification 
body is submitted to the Ministry of Administration 
and Local Self-Government. Based on the request, the 
Minister forms a Commission for Compliance Verifi-
cation. After the procedure, the qualified certification 
body is entered in the register of certification bodies 
of Republika Srpska, which is publicly available. This 
procedure is not harmonized with the eIDAS regula-
tion and is not transparent enough.

Related to the previous regulations of Republika 
Srpska, the use of electronic signatures and quali-
fied electronic signatures is defined, and two types 
of records are kept, which opens the possibility for 
the application of eIDAS identification schemes and 
the current beginning of the application of the Law on 
Electronic Signature in certain areas. In the records 
of unqualified bodies maintained by the Ministry of 
Scientific and Technological Development and Higher 
Education on May 2024, three legal entities are regis-
tered: Ministry of Administration and Local Self-Gov-
ernment of Republika Srpska, the Tax Administration 
of Republika Srpska, and Sberbank a.d. Banja Luka. 
The MF Bank is also registered, but this information 
is not publicly available in the register.

According to Article 34, supervision over the im-
plementation of the Law is carried out by the Repub-
lic Administration for Inspection Affairs.

Republic of Srpska as well as Bosnia and Herze-
govina legaly not recognized requirenmants from eI-
DAS 2 regulation.

Conclusion
The state of digital identification in the Republic 

of Srpska presents a multifaceted landscape, shaped 
by various factors including regulatory frameworks, 
technological infrastructure, adoption rates, chal-
lenges, and ongoing initiatives. This analysis provides 
an overview of the current state of digital identifica-
tion in Republic of Srpska, highlighting key aspects 
and potential pathways for improvement.
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Republic of Srpska has established a legal frame-
work for digital identification, primarily governed by 
laws related to electronic signatures, electronic docu-
ments, and electronic business. The Law on Electronic 
Signature of Republic of Srpska, in line with national 
legislation, provides a foundation for electronic au-
thentication and signature mechanisms. Additionally, 
regulations pertaining to electronic documents and 
electronic business further support digital identifica-
tion practices within Republic of Srpska. In 2023, the 
Republic of Srpska finally adopted the Law on the 
Agency for Information and Communication Technolo-
gies, thereby establishing an institution responsible for 
digital identification as well as information security.

The technological infrastructure supporting digi-
tal identification in Republic of Srpska is evolving, 
with efforts to modernize and enhance existing sys-
tems. Public Key Infrastructure (PKI) systems are uti-
lized for secure authentication and digital signatures, 
facilitating electronic transactions and communica-
tions. However, there may be gaps in the coverage 
and interoperability of digital identification systems 
across different sectors and entities within RS.

The adoption of digital identification solutions in 
Republic of Srpska varies across different segments 
of society and industries. While government agencies 
and certain sectors may have implemented digital 
identification mechanisms, there may be disparities 
in adoption rates among businesses, organizations, 
and individuals. Factors influencing adoption include 
awareness, accessibility, ease of use, and trust in digi-
tal technologies.

Several challenges exist in advancing digital iden-
tification in Republic of Srpska:

 - Regulatory Compliance: Ensuring compliance 
with national and international regulations, in-
cluding EU standards such as the eIDAS Regula-
tion, poses a challenge. Harmonizing RS’s legal 
framework with evolving regulatory require-
ments necessitates continuous updates and 
amendments to existing laws and regulations.

 - Infrastructure Development: Enhancing the 
technological infrastructure for digital identi-
fication, including PKI systems, authentication 
mechanisms, and interoperable platforms, re-
quires investments in infrastructure develop-
ment and technology upgrades. This entails ad-
dressing infrastructure gaps, ensuring scalabili-

ty, and fostering interoperability across systems.
 - Data Privacy and Security: Addressing concerns 

related to data privacy, security vulnerabilities, 
and identity theft is essential for building trust 
and confidence in digital identification systems. 
Implementing robust data protection measures, 
encryption protocols, and cybersecurity stan-
dards is crucial to safeguarding personal infor-
mation and mitigating risks.

 - Awareness and Education: Promoting aware-
ness and understanding of digital identification 
among stakeholders, including citizens, busi-
nesses, and government agencies, is vital for 
increasing adoption rates and fostering trust 
in digital technologies. Educational initiatives, 
training programs, and outreach campaigns can 
help raise awareness about the benefits and 
functionalities of digital identification.

To address these challenges and improve the state 
of digital identification in Republic of Srpska, several 
strategies can be considered:

 - Regulatory Reforms: Enhance the legal frame-
work for digital identification by aligning with 
international standards and best practices, in-
cluding the eIDAS and eIDAS 2 Regulation. This 
involves revising existing laws, adopting new 
regulations, and ensuring compliance with 
evolving regulatory requirements.

 - Infrastructure Investments: Invest in upgrad-
ing and modernizing the technological infra-
structure for digital identification, including PKI 
systems, authentication protocols, and interop-
erable platforms. This requires strategic invest-
ments in infrastructure projects, technology up-
grades, and capacity building initiatives.

 - Data Protection Measures: Strengthen data pri-
vacy and security measures to protect personal 
information and mitigate cybersecurity risks. 
This includes implementing robust encryption 
standards, adopting cybersecurity best prac-
tices, and conducting regular audits and assess-
ments to identify and address vulnerabilities.

 - Awareness Campaigns: Launch targeted aware-
ness campaigns to educate stakeholders about 
the benefits, functionalities, and security fea-
tures of digital identification. This involves dis-
seminating informative materials, organizing 
workshops and seminars, and engaging with 
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key stakeholders to address concerns and mis-
conceptions.

 - Intersectoral Collaboration: Foster collabora-
tion and cooperation among government agen-
cies, regulatory bodies, industry associations, 
academia, and civil society organizations to de-
velop coordinated approaches and share best 
practices. This includes establishing intersec-
toral working groups, promoting information 
exchange, and fostering a culture of collabora-
tion and innovation.

By implementing these strategies and fostering 
a conducive environment for digital innovation and 
transformation, the Republic of Srpska can enhance 
its digital identification capabilities, promote eco-
nomic growth, and improve the delivery of public 
services in the digital age.
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