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Abstract: INowhere do the technology advancements bring improvements than in the healthcare sector, constantly creating new
healthcare applications and systems which completely revolutionize the healthcare domain. The appearance of Internet of Things
(IoT) based healthcare systems has immensely improved quality and delivery of care, and significantly reduced the costs. At the
same time, these systems generate the enormous amount of health-associated data which has to be properly gathered, analyzed
and shared. The smart devices, as the components of loT-driven healthcare systems, are not able to deal with loT-produced data,
neither data posting to the Cloud is the appropriate solution. To overcome smart devices’ and Cloud’s limitations the new paradigm,
known as Fog computing, has appeared, where an additional layer processes the data and sends the results to the Cloud. Despite
numerous benefits Fog computing brings into loT-based environments, the privacy and security issues remain the main challenge
for its implementation. The reasons for integrating the loT-based healthcare system and Fog computing, benefits and challenges, as

well as the proposition of simple low-cost system are presented in this paper.
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INTRODUCTION

The explosion of advances in Information and
Communication Technologies (ICTs) has completely
revolutionized the healthcare sector. The evolution
of the Internet of Things (IoT) defined as an ecosys-
tem of smart devices in which applications and ser-
vices are driven by sensed, collected and exchanged
information between devices, as well as with the
environment, with or without human intervention,
makes it highly prominent in the healthcare sector.
The incorporation of the IoT into healthcare sector
contributes to immense improvements in healthcare
by radically changing the way of healthcare delivery,
driving better outcomes, increasing efficiency, and
making healthcare affordable, acceptable, and avail-
able to anyone and anywhere at any time [31].

The loT-based healthcare system appears as an
adequate approach to ensure the appropriate (effec-

tive and proactive) healthcare delivery based on pa-
rameters monitoring and useful medical knowledge
obtained on the gathered and analyzed health-relat-
ed data[9, 19]. Its omnipresence in peoples’ lives has
resulted in the increasing number of diverse, smart
medical devices and sensors, which more than ever
before generate and transmit data. On a daily basis,
these devices and sensors generate a prodigious
amount of health-related data. There are estimates
that healthcare data produced by loT-based systems
will be 25000 petabytes in 2020 [14]. Managing this
data, collecting, analyzing, interpreting, and sharing
is quite challenging.

Putting escalating volumes of rapidly growing,
and mostly unstructured health-associated data to
the Cloud and transmitting response data back re-
quires a larger bandwidth, a considerable amount of
time and can suffer from latency issues. This is not
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tolerable in time-sensitive and emergency response
applications, such as healthcare. Scientific efforts to
deal with these challenges have resulted in the re-
alization of Fog computing vision. Fog computing
creates an additional layer of computing power be-
tween the devices and the Cloud. Fog infrastructure
enables splitting big data to sub data, and managing
smaller and time-sensitive data at miniature data
analysis centers. In this way, decentralized and in-
telligent processing closer to where the data origi-
nates, without the need to send every piece of infor-
mation to the Cloud, is realized, what frees up time
and storage space in the Cloud [7]. This approach
is far better when dealing with the requirements of
[oT communication framework in healthcare appli-
cations.

This paper represents a study of the importance,
opportunities, benefits and challenges of Fog com-
puting and the IoT-based healthcare system integra-
tion. The rest of the paper is structured as follows: the
fundamentals of loT-based healthcare systems are
discussed in the second section, while the third sec-
tion emphasizes the main principles of Fog comput-
ing as well as the justification of its implementation
in an loT-driven healthcare system. The way of cre-
ating a simple loT-powered, low-cost healthcare sys-
tem based on Fog computing principles is proposed
in the fourth section, while section five discusses pri-
vacy and security issues in Fog computing paradigm.
The last section contains concluding remarks.

THE loT-BASED HEALTHCARE SYSTEM

The proliferation and widespread adoption of
new technologies, particularly IoT and smart de-
vices, have created new ways of healthcare delivery,
thus improving human health and well-being. The
powering healthcare systems with the IoT vision
lead to numerous advantages, such as the availabil-
ity and accessibility, an ability to provide a more
“personalized” system, and high-quality cost-effec-
tive healthcare [21]. Hence, 10T is considered as
promising solutions for the healthcare sector, since
it places the patient in the center of the treatment
process, enables self-managing their own disease,
gives health professionals faster and secure access
to all information they need to care for the patient,
enables remote care and assistance through associ-
ated networked-monitoring equipment [2].

To realize the loT-based healthcare system, fol-
lowing elements are essential: a variety of sensors
(consumer-based, wearable devices, internally em-
bedded devices and stationary devices), microcon-
trollers, microprocessors, healthcare-specific gate-
ways and the Cloud [25]. In other words, there is a
three-layer architecture of loT-powered healthcare
system that consists of:

e Sensing/perception layer which main func-
tions are sensing and collecting data as well
as some communications and controlling ac-
tions.

¢ Network layer which is responsible for com-
munication, connectivity, routing, etc.

e Application layer made of functional modules
for application systems and users. At this level
the sensed and collected data is being used for
analysis, computations, visualizations, etc.

In other words, the IoT-driven e-health solution

enables [21]:

¢ Sensing and collecting patient health-related
data from a diversity of sensors in remote, se-
cure, and safe manners.

e The appliance of a variety of data mining tech-
niques and algorithms in order to discover
hidden patterns and detect any anomalies,
and based on obtained valuable knowledge
make predictions and actionable decisions.

e Sharing the data through wireless connectiv-
ity with those who can make adequate and
timely feedback.

An increasing number of smart medical devices
and sensors used in loT-driven healthcare vision
implies the fast generation of large amounts of di-
verse data. In order to successfully deal with grow-
ing amounts of great variety of data and high speed
of data generation and processing it is necessary to
deal with technical and security issues [16]. From
the technical perspective, the sensor and smart de-
vices used in IoT-driven healthcare system for moni-
toring patients’ current healthcare status have limit-
ed computation and storage capabilities, and hence
they are not able to deal with the large amount of
fast generated diverse medical data [2]. Posting
these data to the Cloud for processing and storage
and transmitting response data back also is not the
right solutions, because it requires a larger band-
width, a considerable amount of time and can suf-
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fer from latency issues. Regarding privacy and secu-
rity issues, all data related to a patient’s health and
medical history are especially sensitive and need to
be protected in the appropriate way [21]. Having
in mind the estimations regarding an astonishing
number of lIoT smart devices that will be in opera-
tion in the following period and expected data traffic
[8], as well as security and privacy requirements, it
is obvious that Cloud is not capable of dealing with
these challenges. The solution for faster comput-
ing and connectivity is seen in the realization of an
additional layer, which will be placed between end
devices and Cloud (Fig. 1). This layer refers to Fog
computing and based on its advantages has a po-
tential to revolutionize various domains, especially
time sensitive such as healthcare.

However, Fog infrastructure will show its full po-
tential only by successfully overcoming numerous
challenges for its implementation [11].

Cloud Computing Layer

Fog Computing Layer

Transient Storage for
immediate data

Real-time analytics
and control based on
application rules
provided by cloud
layer

Aggregates data
summaries from
multiple fog nodes

Performs deeper
analysis on larger
data set and sends
application rules to
fog nodes

Edge Computing Layer

Captures user interactions and send
feeds to Fog node al time fes

real time control signals from Fog nod

Figure 1. The role of computing layers in an loT system [12]

FoG comPuTING IN 10T-BASED HEALTHCARE SYSTEM

Fog computing is a novel trend in computing es-
tablished by Cisco [5] that extends the Cloud com-
puting paradigm at the edge of the network, pro-
cessing data near data source (Fig. 1). Enabling data
analytics and knowledge generation to occur at the
data source, Fog computing significantly decreases
the data volume that must be moved between end
devices and Cloud [22].

While in Cloud computing, data and applications
are processed in Cloud, which is a time-consuming
task for voluminous data, Fog computing operating
on the edge of network consume considerably less
time. Furthermore, sending the large quantities of
high-velocity and high-variety of loT-generated data
to the Cloud creates problems regarding bandwidth

issues. High latency and scalability problems caused
by servers’ remote locations are additional draw-
backs of Cloud computing [4]. The main differences
between Fog and Cloud computing are presented in
Table 1.

However, it is necessary to keep in mind that Fog
computing is not a replacement for Cloud comput-
ing. Instead, Fog computing is the solution to Cloud’s
limitations. Reducing amounts of data and its move-
ment across the network, and performing process-
ing at the edge of the network, Fog infrastructure
reduces congestion, eliminates bottlenecks, and en-
hances security [27].

These benefits make the Fog computing far more
beneficial for many applications as compared to the
Cloud, especially for [6, 17, 23]:

e Applications that require very low and pre-
dictable latency like health-monitoring and
various emergency response applications;

e Geographically distributed sensor/actuator
networks - applications in which thousands
or millions of things across a large geographic
area are generating data (e.g. smart cities, en-
vironmental monitoring);

¢ Fast mobile applications such as smart con-
nected vehicle or connected rail; and

e Large-scale distributed control systems (e.g.
smart grid).

The 10T applications which generate large vol-
umes of data, produced by diverse 10T devices and
generated at high speed, especially benefit from Fog
computing. In IoT-powered healthcare applications,
real-time processing and event response are crucial.
Fog computing enables real-time and online analyt-
ic even when connectivity is poor or lost with the
Cloud, and implies less congestion and faster real-
time interaction and optimizations for IoT devices
what makes it perfect for utilization in IoT-based
healthcare systems. With supported heterogeneity,
improved interoperability, and enhanced privacy
issues, loT-based healthcare system using Fog com-
puting has potential to become reliable, simpler,
scalable, and exceptionally high performance than
ever before.
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Table 1. Fog computing vs. Cloud computing [4, 15]

Requirement

Fog computing

Cloud computing

Limited storage/

Scalable storage/

Hardware compute resources  compute resources
Data storage Temporary Permanent
Latency Low High

Delay jitter Very Low High

Bandwidth Low High

Response time

Seconds to minute

Minutes, days or
weeks

Location of server
nodes

At the edge of local
network

Within the Internet

Distance between

client and server Ona hop Multiple hops
Security Can be defined Undefined
Attack on data enroute Very low probability ~ High probability
Location awareness  Yes No
Geo-distribution Distributed Centralized
:(L)Jg;l;er of server Very large Few

Support for Mobility ~ Supported Limited
Flexibility High Limited

Agility High Limited
Iz?]?]:;tlisist;m”e Wireless Leased line

The major benefits of loT-powered healthcare
system where Fog computing principles are imple-
mented can be summarized as follows:

e Enhanced quality of care based on accurate
and on-time diagnoses and treatments, and
decreased incidence of medical mistakes.

e Convenient, efficient, patient-tailored, and
cost-effective healthcare delivery accompa-
nied with more satisfied patients’ and health-
care providers’ experience.

e Improved preventive care and monitoring and
treatments of rural residents’ health condi-
tions through online healthcare services.

e Saving time and reducing costs together with
improved efficiency and coordination.

THE DEVELOPMENT OF A SIMPLE, LOW-COST loT-BASED
HEALTHCARE SYSTEM USING FOG COMPUTING

The success of Fog computing is based on the im-
plemented Fog devices that must be capable to per-
form successful processing at the very early stage. In

other words, Fog devices must be able to deal suc-
cessfully with fast generated voluminous data, and to
filter and transmit the important data to the Cloud.
There is a variety of Fog nodes, with various hard-
ware and software capabilities. In order to present
the creation of a simple, low-cost loT-based health-
care system that uses Fog computing (Fig. 2), the
Raspberry Pi (RPi) is chosen as a key building ele-
ment based on its performances: small, cheap, pow-
erful, and fully customizable. RPi is a programmable
small computer board, which has built-in support
for a large number of input and output peripherals
and network communication [19]. Some of its 26-
pins GPIO (General Purpose Input and Output) port
can be used as digital input/output signals and can
be programmed directly on RPi through high-level
programming languages (e.g. C++, Python, and Java.),
while others can be used as interfaces for embedded
protocols for controlling a set of electronic circuit
(sensors, analog to digital converters (ADC), relay,
status button, etc.). Hence, the GPIO port represents
the main way of connecting RPi with other electronic
boards as well as the communication link with other
computing devices using a variety of different proto-
cols, including Serial Peripheral Interface (SPI) and
Inter-Integrated Circuit (1C) [19, 20]. To measure
the patient’s vital parameters, three sensors were
chosen in the realization of custom loT-based health-
care solution [20]:

e Temperature sensor (TTCO05) - detection of

body temperature and its changes;

e Heartrate sensor (Pulse sensor module) - de-

tection of body’s heart rate or pulse; and

¢ Blood pressure sensor (US9111) - used to de-

tect blood pressure.

Electronic circuit scheme of Raspberry Pi as a
sensing unit for measuring vital parameters and
details about delivering measurement information
complying [oT ideology is presented in previous
works [19, 20].

However, compared to previous manners of real-
ization, instead of sending all raw data to the Cloud,
RPi can be used as a sink node (Fog node). Collected
medical data (temperature, heart rate, and blood
pressure) from the RPi (Fog node) are sent to the
gateway (Fog server) for processing and storage. In
other words, embedding some of the data mining
techniques, fuzzy logic approaches or some other
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type of artificial intelligence into the Fog server (e.g.
laptop or PC), raw data can be processed intelligent-
ly and in real-time without sending it to the Cloud
(Fig. 2). Itis important to note that, based on its per-
formances, RPi can also serve as a gateway.

In this way, computations are performed only
where the data originates, instantly alerting health-
care providers in a case of detected abnormal val-
ues and enabling faster real-time reaction. By
implementing Fog infrastructure, there is no need
to post large amounts of measured values of vital
parameters to the Cloud because the most of the
data processing is done at Fog layer. The aggregated
results, in the sense of some kind of analysis over
some period (e.g. historic and predictive analysis,
machine learning, and virtualized data) can be sent
to the Cloud for further processing, knowledge dis-
covering, advanced decision making, and storage,
whenever it is permitted by the network conditions.
When the data is uploaded to the Cloud, the Fog
storage is being released. Hence, Cloud computing
layer aggregates data summaries from multiple Fog
nodes/servers, performs deeper analysis and based
on achieved insights performs rule and pattern up-
dates at the Fog level.

SECURITY AND PRIVACY ISSUES IN FoG COMPUTING

The rapid development of loT-based health-care
systems is followed with the privacy and security
risks. Since private data regarding health are espe-
cially sensitive, they must be protected in appropri-
ate manners. The necessity of generation, processing,
and sharing health-related data with the appropri-
ate level of security and privacy is an important goal
that must be accomplished. Therefore, the security
and privacy issues of loT-driven health-care systems

must be threatened on many levels, with security and
privacy framework and mechanisms built into the
whole health-care ecosystem, from the device, to the
network, to the data center, in order to fulfill follow-
ing aspects of privacy and security [21, 24]:

¢ Confidentiality - the data is only available to

authorized users,

e Data integrity - the data cannot be modified

without detection,

¢ Accountability - the identification of the cre-

ator of an event or data is enabled,

e Availability of services, and

¢ Access control - the functionality and data are

only available to authorized users.

Since Fog can be looked as an extension of the
cloud, evidently some of the existing security and
privacy challenges remain. However, because of Fog
computing distinct characteristic (mobility support,
location awareness, and low latency), it introduces
novel security and privacy challenges, what may in-
fluence the Fog computing implementation into the
IoT system. From the other side, the Fog computing
could offer an ideal platform to deal successfully
with many security and privacy issues in the IoT
[32]. Fog computing potential to address security
and privacy issues in [oT applications is as follows:

e Privacy - Fog nodes at the edge of network

usually gather sensitive data generated by
sensors and end devices, in health-care ap-
plications particularly. Fog computing enables
the analyzing and processing data at the edge,
and thus minimize the transmission of sensi-
tive data to the Cloud, what contributes to the
privacy preservation. Storing data in the Fog
layer contributes to better protection of data.
In order to protect data privacy, sensitive data

Sensors

Fog computing

P e

Fog server

|
1
Small data 1
1

Cloud computing

Healthcare providers

I
I

1

! :

: Data Center
1

I

1

Big data

Figure 2. Prototype of Fog-assisted and loT-based health-care system architecture
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from end users have to be encrypted before
outsourcing it to the Fog node [32]. There are
various privacy-preserving techniques (e.g.,
differential privacy, homomorphic encryp-
tion) that can be applied between the Fog and
the Cloud to preserve data privacy [1]. Among
data privacy, usage privacy, and location pri-
vacy are also important challenges that must
be considered and accomplished.

e Authentication - The Fog level holds the po-
tential to enable authentication in IoT devices
or appliance of light-weight encryption algo-
rithms between Fog nodes and IoT devices to
improve the authentication [1]. The authenti-
cation at different levels of Fog nodes is dis-
cussed in [29].

e Networking security - Fog nodes, deployed
at the edge of network, bring numerous chal-
lenges regarding the network management.
The solution for overcoming challenges relat-
ed to the implementation and management,
alongside increased network scalability and
decreased costs can be found in the employ-
ment of SDN (Software Defined Networks).
Authors of [32] discuss new challenges and
opportunities connected to network security
during appliance of SDN techniques in Fog
computing: network monitoring and intru-
sion detection system, traffic isolation and
prioritization, network resource access con-
trol, and network sharing. However, the Fog
vision contributes to necessary security up-
dates of [oT devices [1].

e Attack detection - Fog computing enables the
improved detection of unusual behavior or
malicious attacks, on both the IoT device and
the Cloud sides [1]. Attack detection on the
Fognode side can be performed by monitoring
and analyzing log file, access control policies
and user login data. In this way, Fog nodes are
able to identify threats or attacks faster and
mitigate them before they are passed through
to the system [26]. At the Fog network side,
malicious attacks such as denial-of-service
(DoS), port scanning, etc. can be detected.
Even Fog level holds the potential to monitor
the security status of distributed systems in
a scalable and trustworthy manner, it is very

challenging to implement attack detection
in geo-distributed, large-scale, high-mobility
Fog computing environment and at the same
time fulfill the low-latency requirement [32].

e Access control - Fog level facilitates the adop-
tion of many standard access control models
and creates an opportunity for designing new
access control models [24]. A policy-based
resource access control in Fog computing, to
support secure collaboration and interoper-
ability between heterogeneous resources is
presented in [11]. However, the access control
design spanning end user-Fog-Cloud, satisfy-
ing designing goals and resource constraints
is challenging [32].

Despite the numerous benefits of Fog computing
implementation in [oT systems, there are numerous
challenges that must be considered. Even there are
works that discuss privacy and security issues in
Fog computing [1, 3,11, 13, 18, 26, 28-30, 32], these
aspects still can be considered as understudied. The
development of novel security and privacy mecha-
nism according to the Fog computing paradigm and
their implementation will enable Fog computing vi-
sion to show its full potential in IoT systems.

CONCLUDING REMARKS

The current IoT solutions, powered by an army
of smart devices, cause dramatic changes in every
aspect of our lives. Health-care sector did not re-
main immune to technology advancements. In con-
trary, the health-care field is seen as the domain
where the [oT is able to show its full potential. IoT-
driven health-care systems and applications lead
to enhanced availability, accessibility, quality, and
cost-effective health-care delivery. However, these
systems pose numerous challenges regarding data
exchange, interoperability, and availability of re-
sources, security and privacy. In order to deal with
these challenges, integration of Fog computing and
IoT-based health-care systems, appears as the ap-
propriate solution. Fog computing, as the result of
a constant need for better, faster and more secure
computing, with its features (low latency, low band-
width, heterogeneity, interoperability, scalability, in-
creased level of security and privacy, real-time pro-
cessing and actions) is perfect for implementing into
IoT-based health-care approaches. The Fog comput-
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ing principles are demonstrated in proposed simple,
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makes possible handling and overcoming existing
challenges and constraints and significantly contrib-
utes to decreasing costs of health-care delivery.
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