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Abstract: Regional PACS and other shared medical systems are primary intended for sharing medical images. In these systems, the 
number of users is signiϐicantly increased in relation to local systems, and the fact is that the public network is very frequently used 
for data transfer. As medical data are very sensitive, such situation creates considerable risk regarding privacy, integrity and right 
to access to these data. This paper includes the most frequent risks and methods to solve these issues as well as recommendations 
for safe use of cloud computing systems in order to implement these systems.
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INTRODUCTION

In the era of fast changes and increasingly less 
time necessary to put an innovation in use, there is 
a great urge to accomplish as much as possible with 
the minimum of effort and tools. It is common for ra-
diology wards in hospitals to possess and use a cen-
tral information system such as Picture Archiving 
and Communication System (PACS), Radiology In-
formation System (RIS) and the like. 

While Electronic Medical Record (EMR) is able 
to coordinate handling with medical content (med-
ical image with meta-data) which come from dif-
ferent viewers, EMR users must face the work with 
different viewers from different wards [17]. Due to 
this fact, it is easy to predict users’ dissatisfaction 
because of the need to work in several different ap-
plications that are basically intended for the same 
job [13][5]. This why there is also a problem on 
the level of a health institution due to allocation of 
funds for maintenance of several small or medium 
archives.

The logical solution to this problem is the cen-
tralisation of the medical data archiving system on 
the regional or national level rather than local lev-

el only. Such organisation can improve the level of 
health services in human resources, education, and 
R&D, develop better and more comprehensive pa-
tient monitoring systems and possibility of improv-
ing new healthcare services.

The use of PACS creates a data sharing mecha-
nism. These data may be delivered to a regional 
PACS client or any XDS client (document user). 
Apart from advantages such system can offer, it also 
poses certain risks. The growth of a system to the re-
gional level signiϐicantly increases the risk of its us-
ers, which also leads to signiϐicant increase in safety 
risks. Therefore, it is necessary to analyse the risks 
and develop mechanisms to enhance medical image 
security.

SECURITY CONSIDERATION

The Royal College of Radiologist (RCR) pre-
scribes standards for patient conϐidentiality, and 
RIS and PACS [11]. Conϐidentiality is one of the basic 
patient-physician relationship principles. However, 
attention should be paid in introducing modern 
technologies since this relationship may include 
other participants as well. Pursuant to Data Protec-
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tion Act (1998) [3], the Human Rights Act (1998) 
[8] and National Health Service Act (NHS) (2006) 
[10], RCR deϐines the following key identiϐication 
data on patients: patient’s name, address, full post 
code, date of birth, pictures, photographs, videos, 
audio tapes, NHS number, local patient identiϐiable 
codes and anything else that maybe used to identify 
a patient directly or indirectly, for example  rare dis-
eases, drug treatments etc. 

Although PACS brings many possibilities to im-
prove radiological practice on one hand, there is a 
signiϐicant risk to patient conϐidentiality on the oth-
er. This risk may occur in case of improper use of 
PACS. Some of these examples are searching images 
and results by medical staff not involved in a pa-
tient's care as well as searching images and results 
by individuals unauthorized for the access to such 
medical archives [11].

The 1996 Health Insurance Portability and Ac-
countability Act (HIPAA) requires, among other 
things, the protection from unauthorized access to 
patient data [7]. Medical images obtained from CR, 
CT, MRI, US etc. cannot be used without other infor-
mation such as description of diagnosis, possible 
reference to the history of disease, previous treat-
ments and other information on the patient. This 
complex set of information on the patient is highly 
sensitive. This is why a high level of security is re-
quired for the data handled by regional PACS. 

Training has always been one of the most im-
portant parts in radiology. Images adequate for 
training or research need to be created as anony-
mous i.e. personal data on patient and other in-
formation that may indicate the patient's identity 
during sending to the regional PACS that is used for 
training and research need to be replaced with ϐic-
titious data.

Besides economic advantages, the service quality 
such as greater availability, high reliability and scal-
ability is the main incitement to use cloud comput-
ing. However, in case of outsourcing i.e. clinical data 
transfer to the cloud, health institutions face many 
challenges that should be taken into consideration 
in the preparation phase of integration. Namely, pri-
vacy and conϐidentiality of data in the cloud is the 
main obstacle for cloud to be widely accepted due to 
the risk of compromised user's data conϐidentiality 
when the data are transferred to cloud. 

PRIVACY PROTECTION AND REGULATION OF RIGHT TO 

ACCESS

Data need to be protected at three different lev-
els, as follows: a) data transferred in the public net-
work, b) data stored on the regional PACS server and 
c) user's access to these data.

Health institutions not covered by own optical 
network are oriented to public networks, which is 
much more economical but requires the use of data 
protection cryptography. 

The safety of data sent through public network 
may be ensured by using dedicated optical cables 
whenever possible, and by using encrypted tun-
nels with a high level of protection in all shared 
lines used in another network trafϐic. For this pur-
pose, IPSEC tunneling (Internet Protocol Security 
tunelling) may be used, most frequently with Ad-
vanced Encryption Standard AES-256 encrypting 
algorithm. IPSEC is the most frequently used safety 
control on network layer for private data protection 
through public IP networks. Depending on how it is 
implemented and conϐigured, IPSEC can provide any 
combination of the following protection types: Con-
ϐidentiality, Integrity, Authentication, Replay Attack 
Protection, Trafϐic Analysis Protection, and Access 
Control [15]. The most frequent method of using 
IPSEC implementations is Virtual Private Network 
(VPN) service. VPN is a private network built on the 
already existing physical network, which can ensure 
a safe communication mechanism for data and in-
formation sent through the network. 

The safety of data stored in a shared medical ar-
chive can be attained by using a hardware intended 
for this purpose as well as strict restriction of physi-
cal and network access to the equipment. One of 
the ways to implement the access control is to use 
two ϐirewalls, one of which is controlled by the local 
health institution and its staff, and the other (exter-
nal) ϐirewall by the regional PACS engineering staff. 
This allows the regional PACS administrators to con-
trol the access to central resources, while the health 
institution network administrators can control the 
access to their network. This allows anybody to have 
the access to resources they are responsible for and 
which they control. This refers to both network con-
nection variants i.e. those implemented with optical 
cables and those using IPSEC tunnel between the re-
gional PACS server and local institution.
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As with a local medical data exchange server, the 
regional system must have the access to data; how-
ever, generally in this case the data are in a remote 
location and need to be accessed through the public 
network. The aspect of data privacy protection from 
unauthorized reading and changing in the regional 
systems expands the requirements the local PACS 
needs to fulϐil. Data security must primarily be pro-
tected from those who are not system users. 

When the local PACS is integrated into the region-
al system, there is the risk of unauthorized reading 
of medical data. This risk is present primarily due to 
the fact that local centres need to be connected into 
a joint network. The right to access to the regional 
system must be reduced i n relation to the access to 
the local PACS. This comes from the fact that system 
users, generally, should not have the same rights in a 
remote centre in comparison to a local centre. 

The access to medical images and related data 
must be deϐined in line with users’ rights. The situa-
tion in the regional PACS is more complicated when 
it comes to the local centre. The ownership struc-
ture of local centres is generally heterogeneous, and 
the right of access policy and users’ privileges in the 
system must be in line with the speciϐic needs and 
requirements. Table 1. shows an example of estab-
lishing the regional PACS users’ rights.

Digital identity can be deϐined as a set of claims 
made by one digital subject about itself or another 
digital subject [2], while determining the digital 
identity is reduced to what the subject: is (ϐinger-
print), knows (password), has (token), does (motor 
skills), where he/she is etc.

Organized pairs of username and password may 
be used to log into the local system. Although such 
authentication system carries certain risks, it may 

Figure 1. Health institutions interconnection model using IPSEC tunnel

Table 1. Example of establishing a regional PACS system user's rights  

Local center Remote center

Radiographer Radiologist Radiologist System Administrator

Local center

Image saving Yes Yes Yes Yes

Image describing Yes Yes Yes Yes

Raport writing - Yes Yes -

Raport reading Yes Yes Yes Yes

Administration - - - Yes

Remote center

Image saving - - - Yes

Image describing - - Yes Yes

Raport writing - - Yes -

Raport reading - - Yes Yes

Administration - - - Yes
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yield satisfactory results in some speciϐic cases. 
PACS users identity in more complex systems may 
be based on Public Key Infrastructure (PKI).  In that 
case, it is expected that every user that uses more 
than one workstation or who shares a workstation 
with someone else must possess Dongle that gener-
ates a private key. The competent body prescribes 
an appropriate public key. The issue of medical spe-
cialists’ electronic identity should be solved globally 
i.e. for the whole system [16].

When regional PACS is used for educational or 
scientiϐic purposes, it is important to establish the 
coordination in marking medical images with ϐic-
titious data so that the patient’s identity always 
remain hidden. On the other hand, students or re-
searchers have the access not only to individual 
medical images but also to series of images for a 
more complex insight into the history of disease and 
applied treatments. It is very important to deny ac-
cess to sensitive and conϐidential information on the 
patient. A frame structure for training consists of 
the case study object.  Every such object is a hyper-
text object describing a speciϐic medical case and di-
recting to relevant, also anonymous medical images. 
The data for a real patient originating from different 
clinical centres must use the same ϐictitious identity. 
Such principle allows students a more complex in-
sight into the history of disease. Using Web Access 
to DICOM Objects (WADO) service, web client may 
require the access to DICOM objects such as medical 
images or medical reports in a remote repository. 
One of important parameters supported by WADO 
service is data anonymisation. It enables removal of 
all identiϐication patient’s data from DICOM objects 
if those have not been previously removed [4].

The current state of cloud computing does not 
guarantee privacy and conϐidentiality of stored data 
due to possible publishing and unauthorized use of 
those data. World Privacy Forum (WPF) suggests 
several pieces of advice for cloud computer users: 
a) the terms of service provision need to be care-
fully considered prior to storing any information 
into cloud and, if the terms are inappropriate or un-
clear, another cloud provider should be taken into 
consideration. b) information stored in cloud are 
more available than those in a private computer, due 
to which sensitive information should not be trans-
ferred into the cloud. c) in case of data withdrawal 

by users, it is important that the cloud provider does 
not retain the right to those data. d) During a change 
in requirements for service provision, make sure the 
user is informed on it [6]. This clearly shows that 
there are great risks regarding data conϐidentiality 
in using of cloud service. 

Even in case of data anonymisation it is possible 
that they can be illegally used or sold to a third par-
ty for statistical purpose. Therefore, cloud comput-
ing without additional systems of data privacy and 
conϐidentiality is inadequate for storing any kind of 
conϐidential information. It is often impossible to 
provide a system so that it can avoid information 
‘leak’ or data mining performed to separate certain 
patterns from medical data.  Apart from that, there 
are many unclear situations such us ‘if provider goes 
bankrupt, what will happen to the data in cloud?’ 
Furthermore, there is the issue of provider’s head-
quarters, users’ headquarters and server location 
not being in the same countries, each of them hav-
ing different legislation: In case of a dispute, which 
law is applicable? Therefore, these situations should 
also be taken into account when creating a system 
working under cloud.

In order to combine two concepts - Cross Enter-
prise Document Sharing for Imaging (XDS-I) and 
public cloud - it is necessary to ensure the privacy 
and conϐidentiality of protected medical informa-
tion (PHI) without removing the interoperability 
between XDS-I proϐile. The way the privacy and 
conϐidentiality, and at the same time interoperabil-
ity in migration of two XDS-I proϐiles to cloud, are 
ensured is by applying some of protection proce-
dures such as coding during storing and on-the-
ϐly decoding, or middleware coding/decoding and 
XDS-I with privacy protection. XDS-I with privacy 
protection allows protection and interoperability 
on the architecture level because trends and actors 
would be the same as in XDS proϐile. The short-
coming of this is the lack of interoperability on the 
document level because such proϐile has not been 
planned by IHE yet [12].

DIGITAL WATERMARKING

DICOM is the standard for transmission and stor-
age of medical images. All installed equipment in a 
shared system should be fully DICOM compatible. 
The main content of DICOM image is medical visu-
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al information, while DICOM header also contains 
metadata. These very sensitive data should be ad-
equately protected. 

Digital watermarking offers a suitable technique 
to ensure the authenticity and copyrights of medical 
images. For watermarking to be useful, the process 
of adding watermark on a medical image should be 
done immediately after obtaining the image on mo-
dality.

In respect of the visibility, watermarks are clas-
siϐied into visible and hidden, while in terms of re-
sistance, watermarks are classiϐied into robust and 
fragile watermarks.

A visible watermark is easily visible with the na-
ked eye. This watermark is inserted into an image 
to be almost impossible to separate it and get the 
original image. This method can be used to prevent 
illegal distribution of medical images. 

There are much more methods of marking with 
invisible watermark than method of marking with 
visible watermark. Invisible watermarks are hidden 
within the content. They can be detected only with 
authorized programs. They are used for protection 
and copyright authentication, ownership conϐirma-
tion and detection of unauthorized copying.  Insert-
ed watermarks are resistant to image processing. 

Robust watermarks are resistant to attacks and 
can be used for copyright protection.

Fragile digital watermarks can be easily de-
stroyed during each attempt of data manipulation 
and hence they are used to detect changes in digital 
content. They allow data authentication.

Depending on domain insertion they are classi-
ϐied into spatial, transform and parametric water-
marks.

In spatial domain technique, a digital watermark 
is inserted into positions of lower bits that are not 
very signiϐicant for image display so that the display 
quality is not impaired. Digital watermark insertion 
techniques are quite simple and are relatively ef-
ϐicient way to insert an invisible watermark inside 
an image. Unfortunately, spatial domain techniques 
are not very resistant to common forms of data ma-
nipulation. This method is mainly used to provide 
authenticity. 

The parametric method is based on transforming 
the original image on the parametric level, where 
the original image is manipulated by changing its 

parameters such as illumination, contrast or even 
colour in case of colour medical images.

Transformational (frequency) domain is the way 
to insert a digital watermark inside an image that 
begins with transformation of the original image in 
a frequency domain. The most used mathematical 
transform in digital watermark protection methods 
are Discrete Fourier transform (DFT), Discrete co-
sine transform (DCT) and Discrete wavelet trans-
form (DWT).When using these techniques, water-
marks are not added to intensities of individual 
parts of an image but to transform ratios, and the 
image with a digital watermark is obtained by in-
verse transformation. Such techniques are far more 
efϐicient since they allow for the human visual sys-
tem properties in determining the watermark posi-
tion inside the image. 

This method (Transformational)is the most suit-
able for medical imaging as it neither impairs the 
quality of the original image nor changes the image 
parameters such as i.e. contrast, illumination or bit 
depth [14]. This method belongs to highly resistant 
methods in terms of the use of ϐilters and compres-
sion.

A valuation of the existing protection methods us-
ing a digital watermark in terms of their resistance 
to imprint and subsequent digitalisation process has 
shown that the highest potential is in methods that 
disperse (distribute) the energy of a digital water-
mark across the entire digital signal. Such approach 
is inherently resistant to degradation caused by the 
process of imprinting and subsequent digitalisation, 
which arises from the very properties of mathemati-
cal transform, which is the basis of the approach. 

The use of such method is unsuitable since even 
the tiniest bit changes may render a proper diag-
nosis problematic. However, RONI (Region of Non 
Interest), a method that inserts a watermark into a 
part of medical image that is not used in diagnos-
tics, may be a compromise solution.  The solution is 
a compromise because it uses the positive aspect of 
watermarking. However, ROI (Region of Interest) re-
mains unprotected i.e. without watermark. 
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Figure 2. Manual circular ROI in MR image of head

Watermarking can be very important in standard 
radiological practice and training of students and 
medical personnel staff since it can protect authen-
ticity, proof of ownership and data immutability.

CONCLUSION

For a shared regional medical system to be ac-
ceptable, it is necessary to pay attention to the 
rights and privileges of users and administrators 
on one hand, and conϐidentiality of patient medical 
data as well as information on health institutions 
themselves on the other. The issue of authentication 
is especially pronounced with mobile users who ac-
cess the system from different locations or in case 
a single access point is used by several users. The 
need to protect medical data from unauthorized ac-
cess is also pointed out, as well requirements for the 
use of regional PACS for educational and scientiϐic 
purposes. Cloud computing is a technology that of-
fers a simple way to allow PACS functionality and 
possibility of regional integration of local diagnos-
tic centres. However, this technology carries certain 
risks related to data privacy. This paper deals with 
these risks and provides certain recommendations 
for their elimination. Besides, the paper examines 
the possibility of implementation of XDS-I infra-
structure in cloud as well as medical image water-
marking.
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