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Abstract: The paper deals with a possible SOA based m-healthcare online system with secure mobile communication between 
patients and medical professionals with medical and insurance organizations. An example of an Android-based secure mobile 
client application is presented which can be used in the described secure m-healthcare model and it is experimentally evaluated. 
In the paper, we focus on possible optimization of cryptographic algorithms implemented in the secure Android mobile client 
application. The presented experimental results justify that security operations related to X.509v3 digital certiϐicate generation 
and XML/WSS digital signature creation/veriϐication are feasible on some current smart phones and justify the use of the proposed 
optimization techniques for implemented cryptographic algorithms.
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INTRODUCTION  

This paper is related to consideration of possible 
secure m-healthcare model and applying secure An-
droid Web services based mobile client application 
in it. Overviews of possible secure systems based on 
similar model, secure JAVA mobile Web service ap-
plication and SOA-Based central platform are given 
in [4], [5], [6], and [7] where the model is concep-
tually and theoretically presented and evaluated in 
domains of m/e-government and m/e-banking.

In this paper, as an extension of the previous work, 
a possibility of applying the similar model in domain 
of m-healthcare systems is considered. Additionally, 
a possibility of using the secure Android based mo-
bile client application in the proposed m-healthcare 
model is considered and experimentally evaluated. 

First, we consider a possible model of secure SOA-
based m-healthcare online systems, i.e. about secure 
mobile communication between patients and/or 

medical professionals with the medical and health-
care insurance organizations for different purposes. 
This model could be considered in both local and 
cross-border case. The latter means either crossing 
borders of municipalities/regions in the same coun-
try or crossing borders between countries (e.g. some 
medical organizations in different countries). 

As a main goal of this paper, we consider a pos-
sible usage of the Android-based secure mobile Web 
service client application in the proposed secure 
m-healthcare model. A feasibility of using such An-
droid based secure mobile client application is ex-
perimentally evaluated in the paper. An emphasis is 
given on possible optimization techniques of cryp-
tographic algorithms implemented on the Android 
platform. In this sense, we give two approaches of 
possible optimization of RSA private key operations. 
The proposed optimization techniques are experi-
mentally veriϐied in the paper.
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The paper is organized as follows. Security re-
quirements in m-healthcare systems are elaborated 
in Section 2. The architecture of the proposed m-
healthcare model is proposed in Section 3. Informa-
tion about some related work in literature is given 
in Section 4, while some features of the secure mo-
bile client applictions are presented in Section 5. 
Proposed optimization cryptographic techniques 
are described in the Section 6. Experimental results 
obtained by the secure Android-based mobile client 
application is given in Section 7 while conclusions 
are given in Section 8.

SECURITY REQUIREMENTS IN M-HEALTHCARE 

SYSTEMS

This Section deals with the basics of security 
mechanisms/requirements in m-healthcare sys-
tems. Key players in Healthcare systems are: medi-
cal organizations (hospitals, clinics, pharmaceutical 
organizations), insurance organizations, healthcare 
professionals (doctors, physicians, nurses, pharma-
cists, etc.), and patients – end users. 

Most modern Healthcare systems are informa-
tion systems based on TCP/IP computer networks 
and they work fast move toward the electronic busi-
ness in Healthcare industry – electronic Health-
care (e-Healthcare). In this environment, security 
mechanisms for e-business must be implemented 
with necessary adaptation to the Healthcare envi-
ronments. There are a lot of technical and security 
issues for these systems that include, between the 
others: electronic patient record or electronic health 
record (EHR) must be fully private, central database 
of patient electronic records must be enabled for use 
from all players (medical organizations, profession-
als, insurance, patients), privacy protection of the 
patient records, secure communications between 
all players in the system, electronic order entry, en-
abling mobile Healthcare, HIPAA compliance, etc. 

Thus, security mechanisms that are necessary to 
be implemented in these e-healthcare systems are: 
strong user authentication procedure, digital signa-
ture technology, conϐidentiality protection of data 
in the system on the application, transport and net-
work layers, privacy protection of the patient per-
sonal data, strong protection of the central health-
care database based on multiple ϐirewall architec-

ture, and PKI systems, which issues X.509 digital 
certiϐicates for all users of the system (Healthcare 
professionals and patients) - digital identities (IDs) 
for the users.

However, with nowadays extreme penetration of 
mobile communications and usage of smart mobile 
phones/devices, earlier e-business models and sys-
tems move fast towards m-business models and sys-
tems. The same holds for e-healthcare systems and 
thus in this paper we considered, elaborated and 
experimentally evaluated a possible m-healthcare 
systems based on Secure Android based Web ser-
vice mobile client application and SOA based Web 
service front end m-healthcare system. Some initial 
considerations of security requirements that need 
to be applied in the m-Healthcare systems are given 
in [8].

POSSIBLE SECURE M-HEALTHCARE MODEL

The proposed secure m-Healthcare model, de-
picted in Figure 1, consists of:

Figure 1: A proposed secure m-healthcare model

• Mobile users (patients, medical profession-
als) who send some Web services requests 
to m-healthcare platform for different pur-
poses (sending some patient data to the cen-
tral system, asking for some medical advices, 
checking some information about patients, 
checking insurance data, etc.). These users 
use secure Android mobile Web service cli-
ent application on their mobile devices (mo-
bile phones, smart phones, tablets, etc.) for 
such purpose. 
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• SOA based Web service endpoint imple-
mentation on the Platform’s side that imple-
ments a complete set of server based secu-
rity and business features. Well processed 
requests with all security features positively 
veriϐied, the Web service platform’s applica-
tion proceeds to other application parts (i.e. 
legacy subsystems) of the proposed SOA-
Based platform of the medical or insurance 
organizations. 

• External entities such as: PKI server with 
XKMS server as a front end, the Authentica-
tion server, and TSA (Time Stamping Author-
ity).

Functions of the proposed external entities are 
following:

• PKI server is responsible for issuing PKI 
X.509v3 electronic certiϐicates for all users/
entities in the proposed m-healthcare model 
(patients, medical professionals, adminis-
trators, servers, platforms, etc.). Since some 
certiϐicate processing functions could be too 
heavy for mobile users, the PKI services (cer-
tiϐicate location/validation) could be exposed 
by the XKMS server which could register us-
ers, as well as locate or validate certiϐicates on 
behalf of the mobile user. This is of particular 
interests in all processes that request signa-
ture veriϐication on mobile user side.

• Authentication server (e.g. STS (Security 
Token Service)) is responsible for strong 
user authentication based on PKI X.509v3 
electronic certiϐicate issued to users and other 
entities in the proposed model. Possible com-
munication between the authentication serv-
er and the user’s mobile Web service applica-
tion could be SOAP-based and secured by us-
ing WS-Security features. Possible scenario is 
that, after the successful user authentication, 
the STS server issues a SAML token to the user 
which will be subsequently used for the user 
authentication/authorization to the Web ser-
vice of the proposed m-healthcare platform. 
The SAML token is digitally signed by the STS 
server and could consist of the user role for 
the Platform’s user authorization. The alter-
native is that it could be a general-purpose 
Authentication server which will authenticate 

users by using any kind of authentication cre-
dentials, such as: username/password, OTP, 
PKI digital certiϐicates, etc. In the latter case, 
there could be possible Web service based 
communication between the SOA-based cen-
tral platform and the authentication server in 
order to authenticate users.

• TSA server is responsible for issuing time 
stamps for user’s requests as well as for plat-
form’s responses (signed electronic docu-
ments). Time stamping of requests/docu-
ments could be requested from users, from 
the platform or from both entities.

Security operations in electronic business (e-
government, e-healthcare, e-banking, e-commerce, 
e-payment, etc.) and mobile business (m-govern-
ment, m-healthcare, m-banking, m-commerce, m-
payment, etc.) systems are mostly based on two se-
cure actions:

• Strong user authentication
• Transaction authorization
In the proposed model, the strong user authenti-

cation is based on the X.509v3 digital certiϐicate as 
unique identiϐiers of users. Regarding the transac-
tion authorization, it is based on digital signature 
of the electronic documents with additional usage 
of the timestamping. Since both choices represent 
techniques of the highest cryptographic level which 
are required in the Healthcare based systems, we 
believe that this model is the best suited for m-
healthcare systems. Besides, in the proposed model, 
we use the encryption technique (WS-Encryption) 
in order to preserve conϐidentiality of information 
transmitted which represents an additional reason 
why this model is the best suited for m-healthcare 
systems.

RELATED WORK

There are no many similar works in the litera-
ture. One work worth mentioning is the session 
based Web application system presented in [3]. 
Compared to a session based Web/application plat-
form, presented in [3], in this paper we proposed a 
usage of the SOAP-based request-response technol-
ogies which is much better ϐitted to mobile environ-
ment. The model proposed in this paper could have 
the following advantages compared to the model 
given in [3]:
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• Web service based request-response system 
is much more efϐicient system in the mobile 
environment than the session based Web ap-
plication system. Especially when some back 
ofϐice processing (Healthcare legacy systems) 
are needed to respond on the user requests.

• Web service based model provides much more 
ϐlexibilities and an easier way to implement 
all security features (e.g. XML security, WS-Se-
curity, Time Stamping, XKMS, PKI) compared 
to the Web based solution.

• Web service based system provides much 
more ϐlexibilities compared to the session 
based Web application system in cross-bor-
der scenarios when business process includes 
also some processing of the user request out-
side of the contacted government organiza-
tion. 

Also, there are some conceptual discussions 
about security issues in the m-government systems, 
given in [2]. In this paper, we go further in experi-
mental approving the usage of the secure Android 
mobile client application in the context of complex 
m-healthcare model presented in this paper.

Compared to the m-government system based 
on mobile qualiϐied electronic signature in Aus-
tria (http://www.buergerkarte.at/langswitch.
php?lang=en), where the mobile phone is used 
as a strong user authentication tool and where a 
server based signature is employed (user’s private 
key is on the HSM on server side – generated and 
used), our proposed model is based on the „fat“ cli-
ent on the mobile user side where all cryptographic 
mechanisms are implemented in the Android based 
secure mobile client application. Thus, the system 
implemented in (http://www.buergerkarte.at/
langswitch.php?lang=en) has emphasized on the au-
thentication part of the security operations and for 
the transaction authorization it is implemented on 
the server side. In our model, both activities, strong 
user authentication and transaction authorization is 
done by using security mechanisms implemented in 
the mobile application. 

Also, compared to some LSP (Large Scale Pi-
lot) projects, e.g. STORK (https://www.eid-stork.
eu/) and STORK 2.0 (https://www.eid-stork2.eu/), 
where some very complex interoperability authen-
tication model is proposed, our proposed model 

could be more comprehensive and complete since 
the STORK models are mostly based only on user 
authentication mechanisms and their interoperabil-
ities in cross-border usage. Unfortunately, there are 
no much discussions about possibilities of transac-
tion authorization in the cross-border case.

Besides the above mentioned references, the au-
thors of this paper could not ϐind similar works in 
the literature related to m-healthcare systems based 
on Web services and Android clients. Thus, unfor-
tunately, the presented experimental analysis does 
not contain a comparative experimental analysis to 
other achievements from the literature.

SECURE MOBILE WEB SERVICE CLIENT APPLICATION

The proposed secure mobile Web service client 
application could comprise of following functional-
ities:

• Graphical User Interface (GUI) for present-
ing business functionalities to the end user. 
The GUI object of the proposed mobile Web 
service application is responsible to show 
user interface that enable calling of function 
for authentication of the end user and pre-
senting the core functionalities to the end 
user. According to this, the GUI object commu-
nicates with following modules:

• User Authentication module for mobile client 
application of the Security module

• User PKI Registration module (XKMS module) 
of the Security module

• User Authentication and Authorization mod-
ule for the m-government platform (SAML 
module) of the Security module

• Business functionalities
• Business (core) functionalities of the ap-

plication – m-healthcare functionalities. Busi-
ness functionalities have links to Security and 
Communication modules of the secure mobile 
Web service application.

• Security functionalities. The Security mod-
ule of the considered secure mobile Web ser-
vice application is responsible for overall ap-
plication-level security functionalities. 

• Communication. The communication mod-
ule is responsible for establishment of secure 
communication between patients and medi-
cal/insurance organizations.
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The security functionalities of the proposed Se-
cure Android Mobile Client application consist of 
the following modules:

• Authentication module of the secure mobile 
application. User authentication for the secure 
mobile application should be two-step process:

• The ϐirst step would be a combination of user-
name/password for accessing the application 
(password should be changeable by the user). 
This should be done immediately after the ap-
plication starts. These credentials will be gen-
erated during the user registration process. 
During the initial phase of the registration 
application, the user will obtain the username 
and default password. The application has to 
force the user to change the initial password 
on the ϐirst application start. 

• The second step will be in presenting a cor-
responding PIN code for accessing the asym-
metric private key just before digital signing 
different m-healthcare requests. 

The generation of user asymmetric public/pri-
vate key pair and corresponding digital certiϐicate 
should be done through user registration function of 
the XKMS protocol. The User Authentication module 
is called from the GUI object.

• XKMS module. XML Key Management Speci-
ϐication enables to simplify the use of PKI by 
mobile client systems. 

• STS module. The STS module is responsible 
for the communication with the STS server in 
order to receive a SAML assertion (token) that 
will be used afterwards to enable access to the 
business functionalities by the client. The user 
ϐirst sends a RequestSecurityToken message 
to the STS (Security Token Service) server by 
using a SAML protocol. A protection is done 
by using WS Security mechanisms. After suc-
cessful authentication of the user based on 
the client’s X.509v3 digital certiϐicate, the STS 
server issues a SAML token to the user which 
is digitally signed by the STS server. This to-
ken is securely communicated to the end user 
by using the WS security mechanisms.

• XML security module. XML security module 
is responsible for implementation of standard 
XML signature and XML encryption compo-
nents. XML security module consists of:

• Implementation of the RSA private key opera-
tion for creating digital signature, as well as a 
function for signature veriϐication.

• Implementation of hash functions (SHA-1, 
SHA-224, SHA-256, SHA-384, SHA-512).

• Implementation of different symmetrical 
cryptographic algorithms (3DES, AES).

• Implementation of the RSA private key opera-
tion for decryption of encrypted symmetric 
message key in digital envelope.

• Implementation of the RSA public key opera-
tion for encryption of symmetric message key 
in digital envelope.

• WS-Security module. Web Service (WS) Se-
curity module is implemented as standard 
security mechanisms for protection of SOAP 
messages. WS-Security module is very impor-
tant module of the Security module since it is 
used for protection:

• Communication with STS server.
• Communication with the proposed SOA-Based 

m-healthcare platform.
This way, the WS-Security module communicates 

with SAML module of the Security object as well 
as with Business functionalities object. The SAML 
module communicates with WS security module of 
the Security object as well as with the Communica-
tion object.

• Time-Stamping module. This module is re-
sponsible for communication with the TSA. A 
time-stamping service supports assertions of 
proof that a datum existed before a particular 
time. The user’s application requests a time-
stamp token by sending a request to the TSA. 
As the second message, the TSA responds by 
sending a response, i.e. actual timestamp, to 
the requesting entity.

The secure mobile Web service application could 
secure communicate with all mentioned external 
entities in Section 4, i.e. it has all security functions 
mentioned implemented:

• Secure mobile Web service application sends 
Request for Security Tokens to the STS server 
by using WS-Secured (WS-Signature and WS-
Encryption) SOAP communication.

• Secure mobile Web service applications sends 
digitally signed (XML signature) m-healthcare 
request to the Web service of the proposed m-

84        Journal of Information Technology and Applications        www.jita-au.com



ON POSSIBLE CRYPTOGRAPHIC OPTIMIZATION OF MOBILE HEALTHCARE APPLICATION JITA 9(2019) 2:80-88 

healthcare platform by using WS-Encrypted 
SOAP communication. The sent request in-
cludes the SAML token issued and signed by 
the STS server.

• The request is timestamped by sending a time-
stamp request and obtaining the correspond-
ing timestamp response (digitally signed by 
the TSA).

• The secure mobile Web service application also 
receives the signed and timestamped response 
from the m-healthcare platform through WS-
Encrypted communication and performs all 
necessary signature veriϐications and certiϐicate 
validations (by help of the XKMS server) actions. 

OPTIMIZATION OF CRYPTOGRAPHIC ALGORITHMS IN 

SECURE MOBILE WEB SERVICE CLIENT APPLICATION

The Android platform ships with a cut-down ver-
sion of Bouncy Castle - as well as being crippled. 
It also makes installing an updated version of the 
libraries difϐicult due to class loader conϐlicts. Dif-
ferent versions of Android operating system have 
implemented different versions of Bouncy Castle 
library releases. In order to avoid lack of interoper-
ability between different devices that have imple-
mented different operating systems and get more 
ϐlexible code we used Spongy Castle functions 
(http://rtyley.github.com/spongycastle/). A simpli-
ϐied package structure of the Spongy Castle package 
is illustrated in Figure 2. 

The Spongy Castle package contains low-level 
lightweight API implementing all the underlying 
cryptographic algorithms and a provider for the 
Java Cryptography Extension (JCE) and the Java 
Cryptography Architecture. The basic package that 
supports the cryptographic algorithms and padding 
schemes is the org.spongycastle.crypto package. 
The org.spongycastle.asn1 package supports the 
parsing and writing ASN.1 objects, which is useful in 
processing X.509 certiϐicates. The utility classes in 
org.spongycastle.util can be used for producting and 
reading Base64 and Hexadecimal strings. The utility 
is useful if the ciphertext is required to be displayed 
as a Base64 string.

In order to achieve smaller and faster implementa-
tion we have partly modiϐied Spongy Castle functions. 
The modiϐication of Spongy Castle funtions is achieved 
in org.spongycastle.jce package. We don‘t want to use 
JCE functionalities of genuine Spongy Castle imple-
mentation because that adds a signiϐicant memory 
overhead. In order to avoid using the heavyweight 
provider for the JCE that contains implementation of 
many unnecessary functions we cut off a lot of func-
tions and implement only the necessary ones. We di-
rectly call necessary Spongy Castle functions without 
using java.security.Provider functionalities at all. Using 
this approach we got smaller and faster code. 

Because mobile devices have limited resources, 
an application designed for mobile devices should be 
as compact as possible. An obfuscator is a useful tool 
for minimizing the size of an application. We used 

Figure 2: Lightweight Spongy Castle API Package structure

December 2019        Journal of Information Technology and Applications        85



JITA 9(2019) 2:80-88 GORAN ĐORĐEVIĆ, MILAN MARKOVIĆ:  

ProGuard obfuscator that shrinks, optimizes, and ob-
fuscates code by removing unused code and renam-
ing classes, ϐields, and methods with semantically 
obscure names. The result is a smaller sized .apk ϐile 
that is more difϐicult for being reversely engineered.

In order to addionally improve performanse we 
have considered possibility of implementation of pri-
vate key RSA operations (creation of digital signature, 
open digital envelope) using native code in Android 
Native Development Kit (NDK). A basic reason for this 
decision was a fact that the native code is compiled 
to binary code and run directly on mobile phone OS. 
We implemented native code on a basis of usage of 
OpenSSL package. In this case, a lot of cryptographic 
functions are implemented using C programming lan-
guage. In order to additionally speedup operations 
with RSA private key we implemented some func-
tions directly in assembler code. One of implemented 
functions in assemler code is procedure of Montgom-
ery modular multiplication. Montgomery multiplica-
tion is a method for computing a*b mod m for posi-
tive integers a, b and m. It reduces execution time on a 
CPU when there are a large number of multiplications 
to be done with same modulus m, and with a small 
number of multipliers. In particular, it is useful for 
computing an mod m for a large value of n. The num-
ber of multiplications modulo m in such computation 
can be reduced to a number substantially less than 
n by successively squaring and multiplying according 
to the pattern of the bits in the binary expression for 
n (“binary decomposition”).

EXPERIMENTAL ANALYSIS

This Section is dedicated to the experimental 
analysis of the cryptographic operations implemen-
ted on Android mobile phone, i.e. smart phones with 
Android operating system [9], as a possible examp-

le of the proposed secure mobile client application 
that could be used in the proposed m-healthcare 
model. Also, the proposed model and presented ex-
perimental results on Android mobile operating sys-
tems represent m-healthcare extension compared 
to the discussion presented in [1]. The presented 
experimental results are generated using devices 
(mobile phone, tablet, PC laptop and PC desktop) 
described in [7].

Experimental results that are presented in this 
section are based on the modiϐied version of Spongy 
Castle functions as well as partly modiϐied version of 
OpenSSL native code. In Tables 1, 2, 3, 4, a row with 
title ‘Native code’ is shown with results where opera-
tions with RSA private key are done by using native 
code (C code + assembler). During testing phase we 
have measured average time by using some number 
of iterations. The actual number of iterations used are 
shown in each table. The same code and packages are 
used during testing procedure in all devices. Throug-
hout this Section, all presented experimental results 
are given in miliseconds – ms. In order to evaluate the 
possibility of using the mobile phone for secure mo-
bile Android-based client application in m-healthcare 
systems based on Web service we measured times 
needed for creation X509 v3 self-signed certiϐicate 
comprising a creation of PKCS#10 certiϐicate request 
(Table 1). As a signature algorithm we used SHA-1 
hash algorithm and RSA asymmetric cryptographic 
algorithm. Then we measured time for creation of 
XML-Signature and Web Service (WS) Signature (Ta-
ble 2, Table 3), respectively. In all these experiments, 
we used a ϐile of 1KB, RSA asymmetric algorithm and 
SHA-1 hash function. We also analyzed possibility of 
WS Decryption mechanisms (Table 4). 

Some observations of the presented experimen-
tal analysis are:

Table 1: Create X509 v3 self-signed certiϔicate

Device

512

RSA private key length (bits), n=50000 iterations

1024 2048 3072 4096

Mobile 
Phone

SpongyCastle 18.11 27.41 84.41 216.89 467.95

Native code 13.48 21.26 73.48 206.53 426.34

Tablet 34.49 46.27 116.05 283.22 548.40

PC Laptop 1.78 9.01 58.07 180.97 414.14

PC Desktop 1.33 6.78 43.92 137.36 312.90
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• The creation of the self-signed X.509v3 digital 
certiϐicate with 2048 bits key by using the mo-
bile phone takes 84.61 ms and even 73.48 by 
using optimized native code which is similar 
to the results obtained by PC computers. 

• The operation of digital signature of XML 
message (XML-Signature and WS-Signature 
mechanisms), using 2048-bit private RSA key, 
takes on mobile phone 95.87 and 131 ms, re-
spectively, and in optimized native code ver-
sion 84.94 and 120.07 ms, respectively, which 
are comparable to the results obtained by 
other devices..

• The operation of decryption of WS-Encrypted 
message using 2048-bit private RSA key, takes 
102.48 ms and in the optimized native code 

version 91.55 ms. It means that in one sec-
ond can be implemented about 10 operations 
of decryption WS-Encrypted message using 
2048-bit RSA private key. 

These observations could lead to the conclusion 
that mobile phone could be used in real time for im-
plementation of RSA private key operations in times 
comparable to the ones obtained on PC computers, 
especially when the optimized native code is used.

CONCLUSIONS

In this Paper, we presented an overview of pos-
sible secure model of m-healthcare systems as well 
as an analysis of possibility and feasibility of using 
secure Android-based web service mobile client ap-
plication in it. 

Table 2: XML-Signature creation

Device
RSA private key length (bits), n=50000 iterations

512 1024 2048 3072 4096

Mobile Phone
SpongyCastle 29.64 38.15 95.87 228.20 479.10

Native code 25.01 32.01 84.94 217.84 437.49

Tablet 59.73 73.78 144.08 319.65 586.54

PC Laptop 2.12 9.38 58.50 181.54 414.74

PC Desktop 1.57 7.05 43.85 137.87 312.79

Table 3: WS-Signature creation

Device

RSA private key length (bits), n=50000 iterations

512 1024 2048 3072 4096

Mobile Phone SpongyCastle 63.76 74.51 131.00 266.29 507.47

Native code 59.13 68.36 120.07 255.93 465.86

Tablet 126.99 147.68 216.81 384.48 663.93

PC Laptop 2.79 10.07 59.18 182.1 415.19

PC Desktop 2.02 7.50 44.57 138.03 311.66

Table 4: WS-Decryption mechanism

Device
RSA private key length (bits), n=50000 iterations

512 1024 2048 3072 4096

Mobile Phone
SpongyCastle 34.96 44.20 102.48 232.75 486.20

Native code 30.33 38.05 91.55 222.39 444.59

Tablet 80.91 119.74 169.87 339.54 609.42

PC Laptop 2.41 9.67 58.88 181.79 415.98

PC Desktop 1.77 7.28 44.36 138.01 313.88
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First, this paper is related to the consideration 
of some possible SOA-based m-healthcare online 
systems, i.e. about secure mobile communication 
between patients and medical professionals with 
medical and insurance organizations.

Second, the paper presented a possible example 
of an Android-based secure mobile client applica-
tion that could be used in the described m-health-
care model and which is experimentally evaluated. 
An emphasis is given on possible optimization tech-
niques of cryptographic algorithms implemented on 
the Android platform. In this sense, we give two ap-
proaches of possible optimization of RSA private key 
operations. The proposed optimization techniques 
are experimentally veriϐied in the paper

Presented experimental results justify that se-
curity operations related to RSA private key opera-
tions (creation of X.509v3 digital certiϐicate, XML/
WS digital signature, WS-Encryption) are feasible 
for usage on some current smart phones. Thus, we 
could conclude that this application could serve as a 
basis for implementing secure m-healthcare system 
based on the model described in this paper. Also, 
presented experimental analysis justiϐies the usage 
of the proposed optimization of cryptographic tech-
niques implemented on a basis of C and assembler 
code. 
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