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Abstract: The paper will give an example and an overview of how we can set up and maintain web applications using a Docker.
We will define what Docker is, what containers are and how to use them. Developers often find themselves in a situation where
their program works properly on a computer in the laboratory environment in which the application was developed, but after
installing the program on the production server, the program does not work as expected. In such circumstances, it is difficult for a
programmer to determine why a program is not working. Docker solves this problem by placing applications and virtual containers

that run on the same operating system.
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INTRODUCTION — PROBLEMS OF OPERATION
DEVELOPMENT

Since the beginnings of programming and soft-
ware application development, developers have
created programs and applications in one place and
installed them to run in another place. Preparing
the work environment has often been a problem in
implementation.

Developers often find themselves in a situation
where their program works properly on a computer
in the laboratory environment in which the applica-
tion was developed, but after installing the program
on the production server, the program does not
work as expected. In such circumstances, it is diffi-
cult for a programmer to determine why a program
is not working. There can be several reasons for that
and it is very difficult to detect these malfunctions.

This type of problem is costly, frustrating, and
often disrupts interpersonal relationships between
system administrators and developers.

Today, there are several technologies that are
trying to solve this problem. The traditional way
of solving is based on the use of virtual machines,
using cloned environments and “snapshots”. A new

and improved way is to use containerization tech-
nologies (in our case Docker containers).

DOCKER — A DIFFERENT APPROACH TO VIRTUAL
MACHINES

One of Docker’s common misunderstandings is
its comparison to a virtual machine, which seems to
do something similar, but is, in fact, significantly dif-
ferent. [1]

Virtual machines solve the same problem, but
in a different way. Virtual machines are virtual in-
stances of a complete operating system, Windows or
Linux. If we are developing a web application on a
Linux virtual instance, we can run that application
anywhere to run that same instance of Linux.

This approach has been successful for years.
However, there is one problem - if we want to ser-
vice and deploy a single web application, we need to
run a complete virtual operating system. It is quite
expensive, especially if we have multiple applica-
tions running.

Docker solves this problem by placing applica-
tions and virtual containers that run on the same
operating system. Each container contains the com-
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plete code, all the libraries and all the dependencies
that are necessary for the application to run. [2]

This approach saves us large amounts of disk
space, time, processing power and significantly re-
duces complexity.

Why Docker?

Many reputable companies use Docker for their
web applications.

The main advantages of using Docker are the fol-
lowing:

- Docker allows us to have many more individu-
al applications on the same number of servers
than with other technologies.

- It makes application development encapsu-
lated, ready to use. Everything is delivered in
containers.

- Also, it makes the whole process of managing
and installing applications on servers much
easier and more secure. We can modify the
application, send a new image to the reposito-
ry, and instantly launch that application from
any location.

When we put all this together, we can have a very
attractive product that will make maintenance work
easier for both developers and system administra-
tors. [3]

PLACING APPLICATIONS IN DOCKER USING DOCKER
CONTAINERS

The basic steps of developing and placing a web
application in a container using Docker are as follows:

- Installing Docker on the physical or virtual en-

vironment we will be using

- Setting up the registry on the Docker Hub

- Creating your own Docker image

- Setting up “docked” environments

- Setting up the application

Docker installation

Docker allows us to easily run our applications
anywhere, but the places where those applications
run must have Docker installed.

There are three main Docker releases:

- Docker Enterprise Edition (Docker EE)

- Docker Comunity Edition (Docker CE)

- Docker Cloud

Containerized Applications

Dockér

imlras necture

Figure 1: Illustrative presentation of container technology

*https://www.docker.com/resources/what-container

At the moment, Docker can be installed on Win-
dows, Linux and MacOS environments, as well as on
cloud service providers such as Amazon AWS and
Microsoft Azure.

In our example, we will use Linux CentOS 8.

Before starting the installation, it is necessary to
remove all old versions of Docker called docker or
docker-engine. [4]

We will perform the installation by adding an of-
ficial repository, so that we have the option of auto-
matically upgrading and patching Docker.

If it is a server that doesn’t already have a Docker
repository, we need to add them.

Preparing the Docker repository:
$ sudo dnf install -y dnf-utils
$ sudo dnf config-manager \
--add-repo \
https://download.docker.com/linux/
centos/docker-ce.repo

Docker Engine installation:
$ sudo dnf install docker-ce docker-
ce-cli containerd.io

If we have not used Docker repositories before,
the installation will ask us to accept the GPG - Gnu
Privacy Guard key, of the repository, which we must
do if we want to continue the installation.
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After a successful installation, we start Docker as
follows:
$ systemctl start docker.service

Setting up the registry on the Docker Hub

In order to easily distribute applications, we need
to have a place to share them.

The Docker Hub is like a GitHub Docker contain-
er. On it we can find thousands of applications and
examples of how to use them.

To set up our own private or public repository
and to start setting up our applications, we need to
go to the Docker Hub website.

We can use the Docker Hub to set up and down-
load changes to our application in different locations.
There are also tools we can use to automate this.

To access the Docker Hub panel, we must log in
using our user account. If we don’t have it, we need
to create an account on the Docker Hub. After creat-
ing an account, we log in to the Docker Hub panel,
from where we can create a public or private reposi-
tory.

Once we have created the repository, we can pro-
ceed with the next steps.

[t is important to note that there is a paid Docker
Hub option, which provides more functionality and
resources than the free one, which we will use in
this example. For these purposes, the free option is
more than enough. [5]

SETTING UP DOCKED ENVIRONMENTS

The next step is to prepare the Docker environ-
ment to execute the application. We will do this us-
ing the command line and several different tools.

These environments are responsible for setting
up and running the container. There are several
other, interesting things we can do, such as running
multiple instances of our application and using a
load balancer to send traffic to different versions.

Making Docker images and containers

Docker containers are created from a Docker fig-
ure. In order for our application to be distributed to
different servers, we need to create a Docker image.
We can do this using the Docker file.

The Docker file (we will use the official title
Dockerfile below), usually contains 3 to 30 lines of
text that represent the commands necessary to cre-
ate Docker figures.

There are many ways to create a Dockerfile, but
before that we need to get acquainted with the best
practice, before we make it.

For example, we will take a simple application,
node-bulletin-board, which is used as an example of
how to create and run Docker figures. [5]

The first step is to download the necessary files:
$ curl -LO https://github.com/dock-
ersamples/node-bulletin-board/ar-
chive/master.zip

We unpack the compressed archive:
$ unzip master.zip

We change the current working directory to the
directory created by unpacking the archive:
$ cd node-bulletin-board-master/bul-
letin-board-app

We can look at the contents of the new directory:

[cooc@localhost docker]d od node-bullscin-board-master/bullecin-board-app
[25'3'.‘1@!:!”'.-{!‘!! Ballscin-EBoard-applt 13 =1&

coeal 36

druxr-zr-x. 4 root rsat 18T Ost 27 16:52

diwxr-xr-x. 3 root root 68 0ot 2T 163153

=fW=F==F==, ] root root 1239 0ot 27 16:53 app.js
druNr=-3r=¥. 2 IOOT ZOOC 53 Qor 27 16:53

=f=F==f==, 1 Doot FoSt 12T Oor 27 1&6:53 Dockerfils
dIWKE-XE-%K. 3 IO0T IOO% 23 05t 27 1653 fonch
== Eee e, ] FOOT ESOT 22 Ger 27 1653 .givignors
=gW=f==F==_ 1 Foot IooC 1826 0ot 27 16:53 index. hrml
=Fu=F==f==, | poot roat 1131 0=t 37 18:5) LICEMSE
=fW=-L==I-=-. 1 oot root ST Oct 37 14:53 package.json
=[W=F==F==, |1 root rodt BB Oot 27 16153 readms.md
=fM=F==f==, 1 root root 1071 Oct 27 16:53 secver.js
== e e, 1 FSSE FOOE 1237 O 27 16:53 Site.C80
[seccElocalhose ballecin-boazd=appll I

Figure 2: Application directory content
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We can see a Dockerfile that contains parameters
to create. When we open Dockerfile, we see its con-
tents in the image below:

FROH mod&icurrent-slim

EORERIR fosclapclapp
COPY package.iscs
BN opa iostall

EFOSE 8080
D [ . fEis |

. o

Figure 3: Dockerfile content

In order, we see lines that give instructions on
which command to execute:
- FROM: which figures will be used as the basis
- WORKDIR: define the working directory, all
commands will be executed in it

- COPY: copy local files to the container

- RUN: run the command during container cre-
ation

- CMD: run the command after starting the con-
tainer

- EXPOSE: publish container ports to be avail-
able outside the Docker network

We will continue to create containers. The com-
mand with which we create and test the image is:
$ docker build --tag bulletin-
board:1.0 .

For the command to be successful, we must be
in the directory where the Dockerfile is located or
manually specify the path.

[Fsseflecalnass bullstin-beard-app|l A5sbe: Bulld ==tag balletisEsasd:il.0 .
45,578

Ezild conzext to [ocker dasmos
top L7 : FROH ncsdeicusTent-mlim

i g LEE HRT 1]
Pull eesmplece
Pull ccoeplets
Full ccoplets
Full oomplece
Full complets

BETEN L4 ba
TaEd2d L0

——%¥ FacheRII0EIC
pEp 277 1 WORERIN Sesrderesapp
meed RUSSIEG LA 26306004 8wl

s=sy cl@SlelENrRl
tep 377 1 DOFY package.je .
== Ifsdsldif%fa

vep 477 @ WO npe isscall
==sd QHSSISE L6 SATERlTTIFES

fomnd O walnsrabiloitaem
LA N Y]

HERLid Wil LM
=i iow DChange Sesgi
neticy Ban mpm gnavall
RaTECd

wmmy Sl Sl Y
cep 547 : EXPOSE S080
———3% Busming in BoPeld0iIneE

wrnd Sparf ] G2 3584
e B/7T ¢ OND [ Tmpa®, Tsvace® ]
===3 Ep=sing in appOfl78a3dTY

ee=d AV B020E

eep BT 8 OO . .

saak O481F4RIATLS

amfizlly buils D451S4BIII4L
sefally tegyged Dullesinboardrl .S
[roocBlocalnoss bullecin-board-sppld []

Pulling from LiDrary)Bods

Loestt SEEDSETEEMIN1eAlIE A1 137 H6E M i SEar il Lol T a0 T T2ad s 4 DT 1 T S Bake
Eatum: Dosmloadsd Sewesr lmsgs For pedeicurract-mlim

1B4g iftermediabe copfalSes Cedcsslifdiest

¥l peckages, and audited Pl packeges in be

YRIEISE &L RER SFRllEEld"
BE g /gl L Enill . o ey’ =1 6 relamiere bag ey 1.0

-3 il T 4.3

iRy Iscermsdiave contalser caldelTTifbe

R InCermediste contalmer Bcieid0rCREd
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.. 18 Pod.d

to mpdaky!

Figure 4: Creating a Docker image
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By command $ docker images we can view the containers available in the local environment:

[roctllocalhcet bullesin-board-app]d docker images

REFRSITORY TAT IMAGE TD CREATED SIIE
bullecisboard L:0 HELTIEZIZE6S 4 mimuteEs &g0 17THE
mode current-plim PacteRfI0EIC 2 daym ago 1oMn

roocllocalhons bullesin-board-apg]

Figure 5: Display of available figures on a Docker host

Once we have the image created, we can proceed to create the container with the command:
$ docker run --publish 8000:8080 --detach --name bb bulletinboard:1.0

We can access the application at the address of the server and port that we entered in EXPOSE conf

L] = T L W D

Welcome to the Bulletin Board

Figure 6: Application launched from Docker container

Image publishing on Docker Hub By command
We create a bulletinboard repository on our $ docker tag bulletinboard:1.0
Docker hub. kojol984/bulletinboard:1.0

TN far ti ferwien s gir Ferhihoriy it

% kojo1984 7 bulletinboard e Fulibe Virss

e . Toia grih s rowrey g i v iy

R —— _

TJ-EI.H'H‘ Srana - el T B araen baudidn

TR rRpeE sy Ereten T RSl

Figure 7: Image tagging and copying on Docker Hub
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We tag the image, preparing it for copying to the Docker hub.

By command

$ docker push kojol984/bulletinboard:1.0

We copy the image to the repository

4 341 ¥2daT: Fusbed
A fESdbd 37 : Pushad
110607401406 Fushad
e LS ] G0l s  Fushad
FOVIEREI0S0dr Laysr slresdy ENLSTE
BES02eleaido: Liyer already &dlSLE
TR daid: Layes: alseddy miists
TRclJdChkaddc: Layer already =xiecw
Ablefa@0TdSbn Layer alresdy &NisTH
1.0 AlgRETE
lpoocfiscalhort bulistin-board-appll -I

| eoatllocalhcnt hulletin=board-aph]l dcocker Tad Bbulletipbaacd: 1.0 Eadalbdd bolistinkEsard:l. &
|reacliccalhcrt bullecin-board-app] ¥ dockey posh Eo)olBB4/bollecisboardrl.O0
The push refers to pepository [doober.iofkojol®id/buliscinbaard]

ihadSdidladabbiieeciTIeacTibedaac ] STa R RE0 564 FOREL TR TONOSEH2E T T cobandt BAEGE 2301

Figure 8: Image display on Docker Hub - we can see the published image on Docker Hub

Once we have published and made the image
available on the Docker Hub, we can run it any-
where. If we try to run the image on a system that
does not have an image, Docker will automatically
try to download it from the Docker Hub. By using
the figure in this way, we no longer need to install
additional software and libraries on the system on
which the application will run, it is enough to have
Docker installed.

It is a good practice to stick Dockerfile together
with the source code of the application, so that the
changes and versions in the file and the application
are at the same level. [6]

CONCLUSION

Docker is a very popular technology nowadays,
and with good reason. In this paper, we have seen
only a fraction of what can be done with container
technology (in our case with Docker).

With the proper use of container technology, in
addition to saving us money, it will save us time, re-
sources, make work easier and make applications
more accessible.

We have presented the basic process of how to
run a containerized application on a server. The
same procedure is applied anywhere, from local
server, to virtual machine and cloud environment.
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