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Abstract: This paper discusses the definition, types, characteristic and construction of software metrics in the field of software

development. Finally, an overview is given regarding the use of a software tool in software development in relation to software

metrics in the field of banking.
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INTRODUCTION

Nowadays, the discipline of software engineering
is well-represented in practice as well as a scientific
theory. The reason for this is the extensive use of
software and, consequently, the need to develop the
respective software. Despite the mass production
of software, there is a lack of quality assurance of
software and the process of its development. For the
monitoring, control and prediction of the character-
istics of software product, software metrics are of-
ten used [7] [8] [15]. Therefore, in this paper, in the
context of software engineering, we define terms
software quality and software metrics.

According to ISO organization [10], quality is de-
fined towards object and speaks of the degree how
inherent characteristics of the object fulfill required
set of demands on it. The object represents any en-
tity that can be seen or conceived, and its inherent
characteristics are properties that exist in the object
or its associated items. In the context of software
engineering, the definition of quality of software as
product quality, as well of software development as
a quality development process can be applied.

This paper [16] shows that some software met-
ric tools interpret and implement the definitions of
software metrics in different ways. Therefore, any
metric should be precisely defined prior to each ap-
plication thereof. More specifically, the metric itself
must be of good quality to have a product with high-

quality software within itself. The metric must be
defined first abstractly, second textually and with
mathematical formulas and equations; and then, in
the next step, in the form of algorithms and pseudo-
code.

SOFTWARE QUALITY ASSURANCE

Among others, there are two important organiza-
tions in the world dealing with the concept of soft-
ware quality and metrics:

1) CISQ (The Consortium for IT Software Qual-
ity), jointly organized by the Software Engineering
Institute (SEI) at Carnegie Mellon University and the
Object Management Group (OMG), and

2) ISO/IEC and their standard ,ISO/IEC 9126
Software engineering — Product quality” and its
successor ISO/IEC 25010:2011.

The last organization is more important and bet-
ter known, therefore we will deal with their stan-
dards. The name of the standard is ISO/IEC 9126
Software engineering — Product quality. It was an
international standard for the evaluation of software
quality. The new standard with the same subject is
ISO/IEC 25010:2011. The main goal of the ISO/IEC
standard is to addresses some of the known human
tendencies that can negatively affect at the delivery
and perception of software development project.
Therefore, the standard tries to develop a common
understanding of the project’s priorities, objectives
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and goals. After clarifying, agreeing on the project
priorities and subsequently converting abstract pri-
orities to measurable values follow. The standard is
divided into four parts:

e quality model (with name 9126-1),

e external metrics (9126-2),

e internal metrics (9126-3), and

e quality in use metrics (9126-4).[11][12][13]

[14]

The quality model presented in the first item of
the standard, classifies software quality in a struc-
tured set of characteristics:

e Functionality, "a set of attributes that bear on
the existence of a set of functions and their
specified properties” (suitability, accuracy,
interoperability, security, and functionality
compliance).

e Reliability, "a set of attributes that bear on the
capability of software to maintain its level of
performance under stated conditions for a
stated period of time” (maturity, fault toler-
ance, recoverability, reliability compliance).

e Usability, "a set of attributes that bear on the
effort needed for use, and on the individual as-
sessment of such use, by a stated or implied set
of users” (understandability, learnability, oper-
ability, attractiveness, usability compliance).

o Efficiency, "a set of attributes that bear on the
relationship between the level of performance
of the software and the amount of resources
used, under stated conditions” (time behav-
iour, resource utilization, efficiency compli-
ance).

e Maintainability, "a set of attributes that bear
on the effort needed to make specified modifi-
cations” (analyzability, changeability, stability,
testability, maintainability compliance).

o Portability, "a set of attributes that bear on the
ability of software to be transferred from one
environment to another” (adaptability, instal-
lability, co-existence, replaceability, portabil-
ity compliance).[11]

Each sub-characteristic (e.g. suitability) is fur-
ther divided into attributes. An attribute is an entity
which can be measured in the software product and
links to software metrics.

SOFTWARE METRICS

In order to ensure quality of software it is neces-
sary to measure multiple parameters. This should
be done by defining software metrics, i.e. the type
of measurement that is related to a software sys-
tem, process or a related document. It is necessary
to make a selection of parameters which will be
measured and provide testing software products
using the strategy of the necessary approaches to
validation testing. All this is needed to get a software
product that meets the requirements of customers,
developed in accordance with the specification and
which is free of errors.

In reference [9], we have given the first serious
definition of software metrics (in fact, the definition
defines quality metric, which shows a significant
connection between metrics and quality):

(1) A quantitative measure of the degree to which
an item possesses a given quality attribute.

(2) Afunction whose inputs are software data and
whose output is a single numerical value that can be
interpreted as the degree to which the software po-
ssesses a given quality attribute.

A similar definition of software metrics, like this
in item (2), is given in reference [19].

As output metric gives statistical/numerical
value and it can be the lowest value in a given time
interval, the highest in the interval, and the average
value of the interval. In addition, metric can be given
as an absolute or percentage value. Together with
metrics, we may present other statistical indicators
such statistical distributions, correlation, bench-
marking, trends, graphs of various types.

CLASSIFICATION OF METRICS

Software metrics can be classified in several
ways depending on the criteria. According to the
criteria of the software system state is divided into
static and dynamic metrics. Thus, the dynamic me-
asurement metrics collected over running software
(sometimes called external metrics). Static metrics
are collected through measures made by the system
representation and which do not rely on software
execution (internal metrics).

Management side of all metrics can be divided
into control metrics and prediction metrics. Control
metrics is used by management in order to control
the processes related to software, examples of the
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required work and the use of disk space. Control
metrics can provide information about the quality
of the process and the quality of the product itself.
Prediction metrics extent attributes of the software
product to predict the future of software quality.

In reference [1], we have given taxonomy frame-
work with candidate metrics, which is summarized
in Table 1.

Table 1. Types group of software metrics, constructed from [1]

Types group: Group of metrics:
Product metrics
Target types Process metrics

Hybrid metrics

Elementary metrics

Structure types - -
Composite metrics

Objective metrics

Obtainment criterion types - -
Subjective metrics

The same has been given more types of metrics
including: design, size, complexity, reuse, productiv-
ity, quality. [1]

If we observe the software development life cy-
cle, it is possible for each specific phase of software
development methodologies to define specific soft-
ware measures that will result with numeric metric.
In addition to any action in the stage of software de-
velopment, it is possible to define applicable metrics
with the preparatory-final stages.

Object-oriented (00) programming is tremen-
dously different from the models of procedural,
structural or functional programming. For the qual-
ity of object-oriented structure, special OO met-
rics are used. Object-oriented metrics respects the
principles that are uniquely characteristic of object-
oriented design, such as classes, objects, methods,
inheritance, polymorphism, encapsulation, compo-
sition, delegations and other OO concepts.

CONSTRUCTION OF QUALITY METRICS

There are no standardized and universal appli-
cable software metrics. Software metrics should
provide control of the software development proj-
ect, its maintenance, support in decision-making
by software managers, monitoring and initiating
corrective actions. Construction of a highly reli-
able software depends on the participation of the
attributes of quality at every stage of the life cycle

of development with emphasis on the prevention
of errors, especially in the early stages. In order to
measure these attributes so as to improve the qual-
ity and reliability of software, it is necessary to de-
fine metrics for each development stage (required
documentation, source code, test plans and testing).

A common case is that there is an excessive num-
ber of metrics that should be reduced to a small
number of simple and friendly metrics depending
on the environment and aspect.

Customer requirements are specified functional-
ity that must be included in the final software, which
must be structured, complete and clear communica-
tion between the designer and the user. Two impor-
tant metrics for evaluating the ambiguity of the term
are a number of imprecise and general phrases (e.g.
adequate, appropriate, normal, etc.) and number of
optional phrases (e.g. may be optionally etc.). In-
complete terms such as “should be something added
and should be specified” should also be avoided.

SOFTWARE METRICS AND BANKING

One of the most useful metric defined a long time
ago (1976, Thomas ]J. McCabe) is cyclomatic com-
plexity. This metric account the complexity of the
whole or part of the program code by finding the
number of linearly independent paths in the graph
arising from the structure of the program code (Fig-

ure 1).
{a) ®)
® % @ %
Figure 1. Example of control flow graphs for cyclomatic
complexity, adapted from [20]

There are a number of software for the calcula-
tion of the metrics. This paper aims at banking infor-
mation system of a general type of small banks with
around 150,000 clients in the Republic of Srpska (en-

June 2021

Journal of Information Technology and Applications

63



JITA 11(2021) 1:61-65

DraGoLJuB PiLiPOvIC, ET AL.

tity of Bosnia & Herzegovina). Aamong others, Visual
Studio IDE is used for developing software solution.
NDepend can be used as a general software for the
calculation of the metrics. It is also used for other
purposes in order to improve the targeted software.
In version 6 it there 86 software metrics that cover
six application areas [2]. However this software is too
big for the needs of the respective banks.

Risk management is one of the most important
concerns of modern banking. It is also the impor-
tant work of software managers because the banks’
operations are based 99% on the use of computer
equipment and corresponding software. Software
manager is obliged to provide all the risks that
could arise during the operation and realization of
software projects. Then it is necessary to adequately
respond to these risks, minimizing or completely
avoiding them. This is based on the statistical data
after the application-specific metrics.

Development teams, or software managers, us-
ing specific metrics can identify risks, see the stage
and the situation in which the current project is lo-
cated and track progress during software develop-
ment lifecycle. As better and a free software tool for
the needs of the target bank, Code Metrics Viewer is
chosen.

A set of metrics that are crystallized in the bank’s
projects and written in Microsoft Visual Studio 2019
environment is given below and are demonstrated
by plug-in Code Metrics Viewer [3]: MI - maintain-
ability index, CyC - cyclomatic complexity, DOI -
depth of inheritance, CoC - code coupling (coupling
of a program code with the code of another class),
and the most simple metrics LOC - lines of code (the
number of lines of program code) (Figure 2).

In the Code Metrics Viewer, we may request re-
sult of software metrics for the entire solution or
project, namespace, class, method, or section.

CONCLUSION

The idea and goal of this optimized model of soft-
ware metrics is to address all potential problems
in a way that will offer a set of metrics and their
parameters. This will allow developers to provide
information on optimum values for writing qual-
ity program code, i.e. limits within which they can
write their own program code, which complexity
their codes could have, how to maintain index that
their codes must have, depth of inheritance in the
program code, and the required lines of code per
writing module.

However, it was noted that this is not enough per
se. It is necessary to calculated the software metrics
connects to one of the methodology for software de-
velopment, especially for the phases of planning and
testing. As a candidate, the movement, approach
and practical techniques titled DevOps is taken into
consideration.

The contribution of this paper is reflected in the
testing and presentation of metrics and metrics
software. It is concluded that this approach greatly
improves the work of software engineers and users
of software produced by this approach. Details of
the metrics themselves have not been released due
to strict regulations on data confidentiality in the
banking sector and internal rules and decisions of
the bank.

Code Metrics Viewer
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Figure 2. Software metrics in Code Metrics Viewer 2015
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