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Abstract: An encryption scheme is homomorphic if it supports operations on encrypted data. Homomorphic encryption allows a
device to perform arbitrary computations on encrypted data without user secret key. Recently it is introduced new homomorphic
encryption schemes with improved performance that can be implemented in [oT device in production environments. The [oT
concept encompasses devices, sensors, and services existing within an interconnected infrastructure with an efficient access to
sample computational facilities. In this paper we evaluated features of exact arithmetic homomorphic encryption mechanisms:
BFV and BGV and approximate homomorphic encryption scheme: CKKS. In the paper we measured performances of operations of
homomorphic encryption schemes: BGV, BFV and CKKS that are implemented in Raspberry Pi 4 [oT device.

Keywords: Homomorphic encryption, Raspberry Pi [oT device, HE schemes performance.

INTRODUCTION

Traditional encryption schemes, both symmetric
and asymmetric, were not designed to perform com-
putations on the ciphertext in a way that would pass
through the encryption to the underlying plaintext
without using the secret key. The property would in
many contexts be considered a vulnerability.

Homomorphic encryption differs from basic en-
cryption methods in that it allows computation to
be performed directly on encrypted data without
requiring access to a secret key [1]. Homomorphic
encryption schemes can be taken as a generalization
of public key encryption mechanisms.

For long time the main issue of homomorphic en-
cryption implementation was its low performance.
Due to the issue the homomorphic encryption could
not applied in production environments. However,
in last few years it is introduced new homomorphic
schemes with improved performance that make
them suitable appliance in production systems. Ad-

ditionally, it is proposed new optimization mecha-
nisms of existing homomorphic operations that im-
proved them performance and they can be used in
production systems.

Fully Homomorphic Encryption (FHE) scheme
is cryptographic mechanism that support arbitrary
level of computations on ciphertext (addition, ro-
tation, multiplication) not knowing the value of its
secret key. Modern fully homomorphic encryption
algorithms use complex mechanims on lattice struc-
tures and Ring-LWE (Ring Learning With Errors,
RLWE) scheme [2].

According to latest researchs modern homomor-
phic encryption schemes are resistant to quantum
computer attacks. There are no known mechanisms
that would use the features of quantum computers to
break homomorphic algorithms in polynomial time.

An example of cloud-based scenario with de-
ployed homomorphic encryption operations is
shown in Figure 1.
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Figure 1: Client-server homomorphic encryption scenario

At server side data is processed on the server in
the encrypted form. The results are remained in the
encrypted form and they are sent back to the device
who can decrypt the data and use the result.

In the work homomorphic encryption mecha-
nisms are implemented in Raspberry Pi 4 Model
B. The first generation of Raspberry (Pi 1) was re-
leased in the year 2012, that has two types of mod-
els namely model A and model B.

In this work we are estimated the features and
performance of exact (BGV and BFV) and approxi-
mate (CKKS) homomorphic encryption schemes
are discussing the conveniences and constraints of
these schemes for use in the cloud-based systems.
Performance assessment of the FHE schemes imple-
mented in [oT device has not been much explored in
the literature. The work will provide a better insight
into the current state of the work on homomorphic
encryption and its suitability for deployments in
real IoT based systems.

The CKKS homomorphic scheme enables ap-
proximate homomorphic encryption for efficient
processing of floating-point data. Using CKKS ho-
momorphic scheme can be considered as efficient
choice for homomorphic logistic regression and
other machine learning tasks.

The paper is organized as follows. Section ‘Re-
lated work’ gives an overview of the related work in
the field of the performance evaluation of the FHE
schemes. The most important properties of homo-
morphic encryption and the classification of the

homomorphic encryption schemes are presented in
Section ‘Properties of homomorphic encryption’. An
application of Homomorphic Encryption: [oT (Inter-
net of Things) case is shown in Section ‘An example
of appliance of homomorphic encryption’. The main
features and description of modern HE schemes:
BGV [3], BVF [4] and CKKS [5] are elaborated in
Section ‘Homomorphic schemes' In Section ,Experi-
mental analysis‘ is shown results of experimental
analysis. Conclusions are given in Section ‘Conclu-
sions’.

RELATED WORK

In article [6] is described only BGV Encryption
Scheme for [oT Systems. In the work is not shown ho-
momorphic encryption operations performance for
other relevant modern schemes like CKKS and BFV.

In article [7] is analyzed and described test re-
sults only for CKKS approximate homomorphic en-
cryption scheme. In the work is not described nei-
ther shown homomorphic encryption operations
performance for other schemes like BGV and BFV.

In article [8] is described Fast Number Theoretic
Transform operations for Ring-LWE on 8-bit AVR
Embedded Processor but in the article is not shown
performance of homomorphic encryptions schemes
like CKKS, BFV and BGV.

Unlike the previous work, in this work we give ex-
perimental results for exact (BGV, BFV) and approx-
imate (CKKS) homomorphic encryption schemes
that are implemented in [oT device.
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PROPERTIES OF HOMOMORPHIC ENCRYPTION

There are four main types of homomorphic sche-
mes [9]:

e Partially Homomorphic Encryption (PHE).
The partially homomorhpic encryption sup-
ports any number of operations (multiplicati-
on, addition), but it is limited to just one type
of operation.

e Somewhat Homomorphic Encryption (SHE)
allows both addition and multiplication, but it
can perform a limited number of operations.

e Levelled Homomorphic Encryptions (LHE).
This scheme can evaluate only functions with
certain complexity (depth).

e Fully Homomorphic Encryption. The scheme
allows any number of addition or multipli-
cation operations. An Fully Homomorphic
Encryption scheme can evaluate unbounded
complexity (depth).

Homomorphic Encryption should support two

main homomorphic operations [10]:
e Additive Homomorphic Encryption (Figure 2).
e Multiplicative Homomorphic Encryption.
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Figure 2: An example of Additive Homomorphic Encryption

~30 years

Homomorphic encryption is additive, if [11]: Enc
(m, +m,)=Enc(m,) + Enc (m,); Vm ,m, € M.

Homomorphic encryption is multiplicative, if
[11]: Enc (m, * m,) = Enc (m,) * Enc (m,); Vm,, m,
€ M.

The most popular classes of homomorphic sche-
mes, given with their main properties (Figure 3),
are:

e Boolean circuit (Fastest Homomorphic En-

cryption in the West (FHEW) [12] and Fast

Fully Homomorphic Encryption over the To-

rus (TFHE) [13]):

- Plaintext data are coded as bits;

- Computations are performed by using
Boolean circuits.

e Modular integer arithmetic (BGV, BFV):

- Plaintext data are coded as integer modulo
a plaintext;

- Computations are expressed as integer
modulo arithmetic.

e Approximate number arithmetic (CKKS):

- Plaintext data are coded as real (or com-
plex) numbers;

- Computations are performed in a way sim-
ilar to floating-point arithmetic but dealing
with fixed-point numbers.

Modern homomorphic encryption schemes are
based on usage of lattice cryptography with errors
LWE [14]. Lattices have an important role in mod-
ern cryptography, especially in the context of the
research on post-quantum cryptography. So far it
is not reported in the literature fact that is claimed
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Figure 3: History of Homomorphic scheme
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that it can break lattice-based cryptographic algo-
rithms using quantum computer algorithms.

The modern homomorphic encryption schemes
apply structured lattices i.e. they use Ring-LWE
mechanism [2]. The Ring-LWE reduces both impor-
tant factors: computation time and key length.

The Ring-LWE implementation is based on pow-
er-of-two cyclotomic rings:

Rq:EIq/(x”+1)

The optimized Residue Number System (RNS)
variants show significant increase performance
compared to their previous respective implemen-
tations [15]. The Residue Number System works
with native (machine-word size) integers because
it is faster than multi-precision integer arithmetic.
The Residue Number System breaks rings of large
bit-width integers into a parallel set of rings (<64-
bit residues) allowing performant computation on
32/64-bit CPU architecture.

Modulus q is represented as product of integers:

g =11, q,

Modulus q is a functional parameter which deter-
mines how many computations are allowed without
the application of bootstrapping procedure [16].

One of the most important feature of the homo-
morphic encryption mechanisms is that they add
noise to a ciphertext during performing encryption,
multiplication, addition and rotation homomorphic
operations. Homomorphic operations, especially
multiplication, increase level of the noise. If the no-
ise becomes too large ciphertext can not be decryp-
ted successfully. Noise budget is the total amount
of noise that can be added until the decryption fails
[17]. The bootstrapping is the procedure of “refre-
shing” a ciphertext by running homomorphically de-
cryption operation that reduces level of noise.

All analysed homomorphic encryption schemes
(BGV, BFV, CKKS) support the following homomor-
phic operations [18]:

¢ Addition;

e Multiplication;

e Rotation.

AN EXAMPLE OF APPLIANCE OF HOMOMORHIC
ENCRYPTION

The data privacy concerns are increasingly affect-
ing the Internet of Things (IoT) in which it is very

challenging to protect the privacy of the underlying
data [7]. Functional architecture of [oT platform, its
core decription and an example of its application
can be found in [19]. An overview of secure model of
SOA based healtcare systems with mobile web ser-
vice is shown in [20]. In the model data the medical
data (DNA, patient data) can be protected using ho-
momorphic encryption mechanisms.

[t can be detected following classes of attacks on
systems based on [oT devices and cloud servers [7]:

e Network attacks. A network attacker sees all
traffic across all non-private networks. A net-
work attacker may act actively or passively
and may exploit side-channel leakage trans-
mitted over the network to learn user data.

¢ (loud attacks. A cloud attacker may refer ei-
ther to an external entity who can corrupt a
cloud sever or a cloud infrastructure provider
themselves. A cloud attacker may attempt to
bypass traditional protections in the cloud
to obtain read access to private data through
conventional software methods (e.g. buffer
overflows), side-channel attacks such as tim-
ing or power analysis, or physical attacks.

e Device attacks. The attack refers to an attack
on the device itself. These attacks may be re-
mote and injected through direct or indirect
software attacks.

Improvements and optimization of homomor-
phic encryption operations can make homomorphic
encryption schemes enough efficient for practical
usage in real systems.

Encryption is asymmetric, while evaluation refers
to computation on encrypted data (performed by cloud
based server) to provide encrypted results. Finally, de-
cryption can be performed either by a trusted party
(Smartphone, PC) or by same loT device (Figure 4).

The before mentioned homomorphic encryption
schemes support a technique called batching. The
batching technique refers to the encoding of mul-
tiple messages into a single plaintext. The resulting
batched plaintext can be encrypted into a single cor-
responding batched ciphertext.

Moreover, computation on batched ciphertexts
can be performed in a Single Instruction Multiple
Data (SIMD) way on the underlying messages, re-
ducing the cost of homomorphic evaluation by sev-
eral orders of magnitude.
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Figure 4: Appliance of HE with IoT devices

HOMOMORPHIC SCHEMES

The homomorphic encryption scheme named
BGV was proposed in [3]. The BGV is a levelled ho-
momorphic encryption scheme, meaning that the
parameters of the scheme depend on the multipli-
cative depth that the scheme is capable to evaluate.
Multiplicative depth of BGV scheme determines how
many sequential multiplications can be performed.

The BFV scheme, presented in [4] is a homomor-
phic cryptographic scheme based on the Ring-LWE
problem in a cryptographic lattice.

The homomorphic encryption scheme named
CKKS, presented in [5] is known as Homomorphic
Encryption for Arithmetic of Approximate Numbers
(HEAAN). Operations supported in CKKS homomor-
phic encryption scheme are shown in Figure 5. The

Message
2

&

Decoding | Encoding

¥

Plaintext
R = Z[X])/(X"+1)

Decryption Encryption

Ciphertext
R, = Z,[X]/(X"+1)

Figure 5: Homomorphic encryption operations in CKKS

homomorphic encryption CKKS scheme enables
computations on vectors of complex values.
The approximate homomorphic encryption scheme
CKKS has the following characteristics:

e Dec(Enc(m)) = m;

e Dec(ct, * ct,) = Dec(ct,) * Dec(ct,);

e Noiseboundsare determined by the parameter

set.

In the CKKS scheme noise is considered as a part
of numerical error in approximate computation. It
supports homomorphic rounding-off.

EXPERIMENTAL ANALYSIS

In the experimental analysis we measure the time
needed for performing the following homomorphic
operations: Public key encryption (Table 1), Secret
key decryption (Table 2), Homomorphic addition
(Table 3), Homomorphic multiplication without re-
linearization (Table 4) and Homomorphic rotation
(Table 5). We evaluated the use of the following ho-
momorphic mechanisms:

e BGYV,

e BVF and

» CKKS;
which are implemented in the following open-
source libraries respectively:

e Microsoft SEAL [21] and

e Palisade [16];

Palisade [16] is multi-threaded library written in
C++ 11. It uses the Number Theory Library (NTL)
[22] to accelerate underlying mathematical opera-
tions. Palisade supports more schemes, including
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BFV, BGV, CKKS. Additionally, Palisade supports
multi-party extensions of certain schemes and other
cryptographic primitives like Proxy Re-Encryption
(PRE) and digital signatures [9].

Microsoft Simple Encrypted Arithmetic Library
(SEAL) [21] is a homomorphic encryption library
that allows addition and multiplication operations
on encrypted integers or real numbers. Microsoft
SEAL is written in C++11 and contains a .NET wrap-
per library for the public API. The latest available
version is 4.0.0.

The homomorphic encryption code was per-
formed on a Raspberry Pi 4 model B [oT device with:

e Broadcom BCM2711 quad-core Cortex-A72
(ARM v8) 64-bit SoC @ 1.8GHz;

e 4GB LPDDR4-3200;

e Bluetooth 5.0, Bluetooth Low Energy (BLE);

e Debian GNU/Linux 11 (bullseye);

e Hardware model: BCM2835.

All homomorphic encryption operations are per-
formed with homomorphic encryption ciphertext
dimension n = 8192.

In tables 1, 2, 3, 4, and 5 show the results of pub-
lic key encryption, secret key decryption, homomor-
phic encryption addition, homomorphic encryption
multiplication, and homomorphic encryption rota-
tion tests respectively, where:

¢ Times in the last two columns (HE Library)
are expressed in microsecond (us);

¢ Each homomorphic encryption related opera-
tion performed 1000 times;

e We used 128-bit homomorphic encryption
security level. The homomorphic encryption
standard set with more than 128 bits of secu-
rity with reference to classical cryptography
computer attacks.

e Ciphertext dimension is n.

The public key encryption operation in all tested

homomorphic encryption schemes BFV scheme has
the best performance when the Palisade library is

used.
Table 1: Public key encryption in IoT device

HE HE parameter HE library

In Raspberry Pi 4 1oT device the public key en-
cryption (Table 1) is achieved faster performance
using Palisade library than SEAL library.. In Palisade
the public key encryption the best performance
is achieved using BFV homomorphic encryption
scheme. In SEAL the public key encryption the best
performance is achieved using BGV homomorphic
encryption scheme.

Table 2: Secret key decryption in loT device

HE HE parameter HE library
schemes  Ciphertext dimension n Palisade SEAL
BFV 8,192 1,607 ps 5,285 s
BGV 8,192 2,094 ps 5,089 us
CKKS 8,192 11,644 ps 889 us

The secret key decryption (Table 2) in CKKS
scheme has better performance in the SEAL than in
the Palisade library.

The secret key decryption of exact homomorphic
encryption schemes (BGV, BFV) faster performance
is achieved in Palisade than in SEAL library. In Pali-
sade library secret key decryption is fastest by using
BFV homomorphic encryption scheme and in SEAL
the operation is fastest by using CKKS approcimate
homomorhic encryption scheme.

Table 3: Homomophic encryption addition in IoT device

HE HE parameter HE library
schemes  Ciphertext dimension n Palisade SEAL
BFV 8,192 358 us 1,280 ps
BGV 8,192 493 us 1,341 ps
CKKS 8,192 808 s 1,632 ps

In Raspberry Pi 4 IoT device the homomophic en-
cryption addition (Table 3) is achieved faster perfor-
mance using Palisade library than SEAL library. In
both library the best performance of homomophic
encryption addition is achieved using BFV scheme.

Table 4: Homomophic encryption multiplication in loT device

schemes  (Ciphertext dimension n Palisade SEAL HE HE parameter HE library
schemes Ciphertext dimension n Palisade SEAL
BFV 8,192 7,820 ps 14,250 ps BFV 8,192 17,845 s 57,332 s
BGV 8,192 8,511 ps 14,189 ps BGV 8,192 1,317 ps 16,605 ps
CKKS 8,192 8,209 s 16,888 s CKKS 8,192 1,447 ps 3,293 us
June 2022  Journal of Information Technology and Applications 37
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In Raspberry Pi 4 10T device the homomophic
encryption multiplication (Table 4) is achieved fast-
er performance using Palisade library than SEAL li-
brary. In Palisade the homomophic encryption mul-
tiplication is achieved the best performanse using
BGV scheme. In SEAL the homomophic encryption
multiplication is achieved the best performanse us-
ing CKKS scheme.

Table 5: Homomophic encryption rotation in IoT device

HE HE parameter HE library
schemes  Ciphertext dimension n Palisade SEAL
BFV 8,192 3,940 16,207
BGV 8,192 3,641 17,482
CKKS 8,192 9,307 16,288

In Raspberry Pi 4 [oT device the homomophic en-
cryption rotation (Table 5) is achieved faster perfor-
mance using Palisade library than SEAL library. In Pali-
sade the homomophic encryption rotation is achieved
the best performanse using BGV scheme. In SEAL the
homomophic encryption rotation is achieved the best
performanse using BFV scheme that is slightly faster
than in case of appliance the operation using CKKS.

CONCLUSIONS

Homomorphic encryption enables performing
computations on the encrypted data, without de-
crypting them. The work compares the time needed
to execute homomorphic operations, like, public key
encryption, secret key decryption, addition, multipli-
cation, and rotation implemented in the open-source
libraries: Microsoft SEAL and Palisade. The operations
are compared for BGV, BFV and CKKS homomorphic
encryption schemes implemented in the libraries.

Homomorphic operations that are usually per-
formed at client side: public key encryption and secret
key decryption in case of appliance exactarithmetic ho-
momorphic operations are achieved best performance
using Palisade library. In case of usage of approximate
arithmetic operations (CKKS) public key encryption
operations have better performance in Palisade than
in SEAL library. The SEAL library provides better per-
formance in secret key decryption operation.

To demonstrate the possibility of implementa-
tion of homomorphic encryption related operations
in [oT device we deployed the different homomor-

phic encryption schemes on Raspberry Pi 4 model
B based IoT platform. Our results show that homo-
morphic encryption operations can be applied on
embedded devices.

The CKKS homomorphic encryption scheme can
be considered as natural choice for IoT devices since
it can efficiently perform secure computation on the
type of real-valued data often sampled by sensors. In
this sense in future work, it can be considered method
of efficient implementation of CKKS scheme especially
operations of public key encryption and private key
description that are performed on client (IoT) side.

The performance of current fully homomorphic
encryption schemes, especially for large parameters,
can still be improved. Further improvement can be
achieved by implementation low-level homomor-
phic operations in an assembly language which is
executed on Raspberry Pi 4 [oT hardware platform.
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