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Abstract: Transport infrastructure facilities are critically important. To ensure their functioning, it is necessary to apply tracking
methods that provide a high degree of protection. The article deals with the issues of unauthorized intrusion of foreign objects
controlling, in order to prevent a dangerous impact on the infrastructure of high-speed transport. In this regard, it is proposed to
conduct round-the-clock surveillance using unmanned aerial vehicles.

Due to the fact that the range of UAV’s action distance is limited, therefore, it is proposed to use a remote method of detecting the
intrusion of objects on the infrastructure with the use of an optical cable OK. The joint use of UAVs and OK allows to create a reliable
system that provides control over the intrusion on the infrastructure. Special video cameras (thermal imagers, Lidar) are installed
on unmanned aerial vehicles, providing inspection of the invasion area during day and night time. Since video recording devices
have different resolution, the taskis to apply methods for integrating data with different resolution and processing them by a neural
network. The implementation of infrastructure tracking systems requires increasing demands on the network structure. One of the
tasks set in this article is the development of the structure of the intrusion detection network on the high-speed ground transport
infrastructure.

Keywords: optical cable, local area computer network, structure of an unmanned vehicle network, video cameras, intrusion on

infrastructure.

Relevance. High-speed traffic (HST) requires the
expansion of the functionality of security systems
aimed at the application of new methods, namely,
theoretically and technically sound solutions in con-
nection with possible acts of vandalism and terror-
ism. The HST requires a revision of technical solu-
tions in the development of critical systems (protec-
tion of objects and information protection) and link-
age with existing management systems (DC, MPC
and others). At high speeds, minor changes in the
parameters of the track, for example, due to changes
in the structure of the superstructure of the track
caused by undercutting, can lead to an accident. The
collapse of rocks, the penetration of foreign objects
into the infrastructure, are also potentially danger-
ous for the movement of a high-speed train.

In this regard, it is necessary to develop new
solutions not only to control the infrastructure of

the rolling stock path, but it is also extremely im-
portant to determine the moment of occurrence of
an obstacle caused by the unauthorized appearance
of foreign objects that pose a danger to movement
and further transfer of information to control sys-
tems in order to adopt rational management. The
existing control systems for high-speed trains of
DC, MPC and auto-blocking provide safe control of
objects, arrows, signals and other devices, but are
not designed to control and generate information
about the appearance of foreign objects on the in-
frastructure, landslides, landslides and other exter-
nal dangerous impacts. This function is assigned to
independent systems that, by aggregating informa-
tion, determine the causes of a dangerous situation
and transmit this information to control and traffic
safety systems that correct the movement of trains
in the face of a threat.
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One of these approaches is that it is necessary to
use a combined monitoring method using an optical
cable (OC) and unmanned aerial vehicles equipped
with video recording devices for the emerging threat
at different times of the day and in any weather con-
ditions.

Primary information about the occurrence of an
incident is provided by an optical cable acting as a
sensor, which is laid in several ways: underground
or on barrier shields. The principle of operation of
the OK - sensor is that the conditions for the pas-
sage of radiation (due to mechanical action) change
in it, as a result of which the pattern (the so-called
speckle) at the output end changes.

It is difficult to determine the nature of penetra-
tion using OK due to short-term exposure. In this
regard, it is rational to use a UAV with a set of fix-
ing cameras, which approaches the place of occur-
rence of the incident and captures the object of pen-
etration at a short distance, transmits this informa-

tion to the center, which determines the degree of
danger. Video cameras, LiDAR and a thermal imager
are installed on the UAV. This allows you to have an
integrated picture of penetration at different times
of the day and under all weather conditions.

The joint use of the UAV and the OK sensor allows
you to create a reliable system for monitoring the
intrusion on the infrastructure. The implementation
of this approach imposes increased requirements
on the network structure. How is this shown?

Firstly, for processing images from LIDAR cam-
eras with thermal imagers mounted on UAVs, high-
speed transmission of a large amount of information
is required.

Secondly, for processing (on servers) it is necessary
to use the technology of parallel processing of threads.

Thirdly, the organization of the structure should
be based on the use of optical local networks and
database equipment, which allows working at a data
transfer rate of more than 20 GB/s.
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Figure 1 - The structure of the drone network (a) and the
processing center (b)

The goal is to develop the structure of a local area
network (LAN) for detecting an intrusion on the TSA
transport infrastructure and image processing us-
ing a model based on a neural network.

Information delivery channels are built on the
use of 4G (LTE) or 5G. This uses a ring structure
that provides transmission in one of the two trans-
mission directions. If a failure occurs in one of the
sections of the LTE information transmission, the
system transmits information on the second (not
failed) ring. The local area network contains data-
bases and servers for LTE, UAV video cameras and
thermal imagers, as well as servers and databases
for optical cable [2].

UAV quadrocopter video surveillance equipment
consists of:

- HD camera;

- Lidar;

- Thermal imager.

The image is synchronized, according to the
growth of the image. This means that a certain pixel
with a HD camera is assigned a Lidar pixel and a
thermal imager. It must be borne in mind that the
resolution and ability of these devices is different.
Therefore, when building a model, it is necessary to
respect this feature. Let us consider the structure

of the network equipment on the UAV. Figure 1a
shows the structure of the UAV network equipment.
The central device is switch K, which combines 4G
(LTE) signal reception and transmission control-
lers, a flight control system controller connected to
the GLONASS controller. On a separate port of the
switch K, the controller for controlling cameras is
turned on: HD, Lidar and thermal imager (Thermal
imager). It is important to note that the operation
of the cameras on board the UAV is synchronized.
This means synchronous adjustment of the focal
length and rotation angles. The flight control system
controls the drone’s ED engines, providing a given
movement trajectory received from the UAV’s cen-
tral server (Figure 16).

Consider the interaction of specialists and ap-
plications located in the LAN with the UAV. AKOK
equipment is aimed at the task of detecting an intru-
sion on the infrastructure. In the absence of viola-
tions of the “speckle” images I(t) is sent to the data
processing server:

It=1,_, - noviolations. (D)

In the event of an invasion, there is a change in
the “speckle”

It#1,,, - aviolation has occurred. (2)

The reliability of the process is at the level 0of 0.96,
which provides a ten-bit ADC of the parallel type.

When a signal is received, the unmanned vehicle
is given a route of movement: approximately end
points and characteristic points of the route (x*, y*,
z*), which ensure avoidance of obstacles on the path
of movement. Communication is carried out via a
channel (LTE). This information is sent to the flight
control system, where the engine control signal is
generated. The flight control system compares the
current coordinates coming from the GLONASS con-
troller (x'y",z") with the given ones (x*y*z*). Based
on the difference between the current and given co-
ordinates, the drone movement is corrected [3, 4].

The LAN structure of the intrusion detection sys-
tem consists of MK (4G) controllers providing 4G
(LTE) communication between the center (Figure
1b) and the UAV (Figure 1a). The purpose of MK
(4G) is the transmission and reception of informa-
tion. The flight control system controller controls
the movement of the UAV to the intrusion site.

The camera control MC configures the cameras
to transmit the aggregated video control image us-
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ing HD cameras, cameras with LIDAR and a thermal
imager camera to the center. The control of pointing
cameras at the place of penetration is carried out by
a specialist. Upon reaching the approximate loca-
tion of the intrusion, the HD and Lidar cameras are
turned on during the daytime, and at night, an addi-
tional camera with a thermal imager is activated to
detect the presence of a person or animals, the pres-
ence of a person or animals, as well as the possible
location of cars or other equipment. Based on the re-
ceived image, an analysis of the causes and possible
consequences of the intrusion is carried out. This is
done by a specialist, carefully examining the site of
the invasion. Lidar is used to determine the distance
to objects located in the area of invasion [5].

The platform for the UAV is guarded. Motion sen-
sors are used as security sensors. Power is provided
- during the day from solar collectors, at night from
the network. In the event of an attack on the UAV
site, the UAV site immediately leaves in order to
prevent damage to them and to identify the circum-
stances of the attack situation.

The task of recognition should provide identifi-
cation of the penetration of various objects into the
infrastructure. This should be done on the basis of
recognition methods. Currently, one of the most com-
mon approaches is the use of neural networks [6, 7,
8]. An optical cable, as mentioned above, allows you
to fix the place and moment of penetration into a dis-
tributed infrastructure. In this regard, the training
of the recognition model should take place continu-
ously, since the parameters of the optical cable, as a
rule, are not restored after the physical impact of the
intruder. This imposes the condition of fast retrain-
ing of the violation fixation model. In order to deter-
mine the penetration point, special notches are cre-
ated in the optical cable, reflecting part of the light
flux. Under the mechanical action of the intruder, an
additional reflection signal appears, which does not
coincide with the reflected signal of the notches. The
difference between these signals determines the dis-
tance to the point of penetration. The task of recogni-
tion, which is solved using unmanned aerial vehicles,
differs from the task of recognition of OK. In this
case, the problem of belonging of the intruder-object
to one of the preset reference images is solved. The
most common approach to solving these problems is
the use of neural networks [9].

Let us consider the implementation of a recog-
nition model based on a neural network. To train
neural networks, the back propagation algorithm
is used [10]. Training by the error backpropagation
algorithm involves two passes through all layers
of the network: forward and backward. The back-
propagation algorithm involves the use of gradient
descent and is one of the effective learning algo-
rithms. Assume that there are R;j = 1, m source
images of intrusion objects:

X == F (3)
where X E" - is the input feature vector of the original
imagesR,R,=>Y,j=1,m, k=1,m, Y,

Y, - hldden layer vector of network outputs corre-
sponding to the input vector: X, Ry,

The output of hidden neurons Y, represented as
the scalar product of features Xy Y and the weight
vector W,:c given initially randomly

Yj =ZRawi, xXghi=11;
Y] = Fa(¥)).
where Y7 ;- neural network softmax output function

[10],
F - activation function, non-linear function.

(4)
(5)

The activation function can be: sigmoid, hyper-
bolic tangent, logarithmic function and other non-
linear functions. The introduction of a non-linear
function is necessary so that the separating func-
tions are non-linear and allow one to build a non-
linear separation of the points of the original images.

The learning task is to calculate the value wi‘:}_ of
the weights, which are determined using the back
propagation algorithm.

Let’s introduce the notation LRJ"(W}'”-) - the loss
function of non-linear regression. We start training

with the choice of initial weights w;c then we make
i+1

updates on all weights Wi, we get
L f(wk )
i+1 — (6)
Wk; ka r]' bt Wk M

Y
where 1 - learning rate coefficient 0<n <1.

The functional LRJ'(WL;-) is subject to minimization
and is determined by the following formula:

Lo (wh)=— E (Y xfn()‘(l“' ))+(1— ") %

('l —In (1 - J_((}T))))- >min,, (LRJ{W:L'))s
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where f(y_;') =F, ((Wij i x:j)) . (7)

The gradient optimization method consists in it-
erative refinement of wi,jl according to formula (5).
The initial value of the parameter 1 is chosen small
enough to ensure convergence.

Thus, we can draw the following conclusion: the
rate of convergence of the learning process is deter-
mined by the gradient method of finding the mini-
mum LRJ'(W}'”.) (6). However, it is essential that the
introduction of nonlinearity and the use of differen-
tiable functions at all stages of the implementation
of the neural network allows you to implement feed-
back (error backpropagation algorithm), thereby
automatically searching for a solution, for a given
activation function and the number of layers of the
neural network [11, 12].

Findings. The paper proposes the structure of a
network of unmanned aerial vehicles, which imple-
ments modern approaches to building an informa-
tion system for a model for analyzing penetration
into a distributed structure of transport.

The penetration analysis model for a distributed
transport infrastructure must be built using two
technical solutions: determining the location of pen-
etration using optical cable technology, and identi-
fying penetration objects based on the analysis of
images from HD cameras, LiDAR thermal imagers
installed on unmanned aerial vehicles.

[t is proposed to use recognition methods based
on neural networks to process images and deter-
mine the degree of danger of penetration.
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OpI/Il"I/IHaJILHaH Hay4YHada CTaTbsA

AnHoTanus: O6beKThl TPAHCIOPTHOW MHPPACTPYKTYPHI ABJISAIOTCS KPUTHUECKH BOXXHBIMU. /lJ151 06ecriedeHUst X QYHKIMOHU-
pOBaHMs HEO6XOAMMO IPUMEHSATh METO/AbI CJIeXKeHHs 00ecleyrBalol/e BEICOKYIO CTeNEHb 3aLUThI. B cTaThbe paccMaTpUBaIOTCA
BOIIPOCHI KOHTPOJIS1 HECAHKIHOHUPOBAHHOI'0 BTOPXKEHUS IOCTOPOHHHUX 06'bEKTOB, C I1eJIbI0 MPeA0TBPAIleHHs OTAaCHOT'0 BO3/eH-
CTBUS HAa UHOPACTPYKTYPY BHICOKOCKOPOCTHOTO TPAHCIOPTA. B 3TOM CBsA3H, peiaraeTcss BeCTH KPYTJI0CYTOYHOe HabJII0/leHre
C MCI0JIb30BaHUEM GECNUIOTHBIX JIeTaTebHbIX allllapaToB.

B cBsA3M ¢ TeM, 4TO AMana3oH paccTosHus AerictBui BIIJIA orpaHudeH, 103TOMy Ipe/laraeTcs MIpuMeHeH e JUCTAaHI[MOHHOTO Me-
ToZia O6HAPYKEHUsI BTOPXKEHUsI 06'beKTOB Ha HHPACTPYKTYPY C UCNI0Ib30BaHUeM onThdeckoro kabesst OK. CoBMecTHOe HCTIOb-
3oBanue BIIJIA u OK mo3BoJiAI0T co34aTh HAZIEKHYIO CUCTEMY, 06€CIIeYHBAOLIYI0 KOHTPOJIb 32 BTOP)KEHHEM Ha HHPPACTPYKTYPY.
Ha 6ecnu/ioTHBIX JieTaTeNbHBIX allllapaTax yCTaHaBIMBAETCS Cllel[MaJbHble BUJeoKaMeph! (Term1oBu30pos, Lidar), obecnieqnBato-
IMie OCMOTP MeCTa BTOPXKeHUS KaK B JJHEBHOE, TaK M B HOYHOe BpeMsl. [I0CKOIbKY ycTpoiicTBa BUIe0pHKCALIH UMEIOT Pa3InYHYI0
paspelIayio ClIoCO6HOCTb B paboTe CTaBUTCS 33/jauya IPUMeHeHHs] MeTO/I0B HHTerpaliiy JJaHHbIX C Pa3/IMYHOMN pa3pelarolen
CIOCOGHOCTBIO M 06pabOTKY MX HEMPOHHOM ceThI0. Peanu3anus cucreM ciaexxeHus 3a HHPPACTPYKTYypOH NpebsBIseT MOBbILIEH-
Hble Tpe6OBaHUA K CTPYKType ceTH. OZIHOM 13 3aa4, KOTOPasi CTAaBUTCS B IAHHOH CTaThbe SIBJSETCS — pa3paboTKa CTPYKTYPhI CETH
06Hapy»KeH!sI BTOPXKEHHST Ha TPAHCIIOPTHYIO MHPACTPYKTYPY BBICOKOCKOPOCTHOI'0 HA3€MHOTO TPAHCIOPTa.

K/roueBble c/10Ba: ONTHYECKUH Kabeslb, T0KaJIbHast BBIYUCIUTE/bHASA CETh, CTPYKTYpPa CeTH 6eCIUIOTHOrO annapara, BUieoKa-
Mepbl, BTOpKEeHHe Ha UHPPACTPYKTYPY.

AKTya/nbHOCTB. BBICOKOCKOPOCTHOE [BUXKEHUE
(BCA) TpebyeT pacuivpeHusi pyHKIIMOHANbHBIX BO3-
MOXXKHOCTeM cHucTeM 0e30MacHOCTU HalpaBJIeHHOE
Ha NpUMeHeHHEe HOBbIX METO/0B, @ UMEHHO TeOpe-
THUYECKU U TeXHWYECKHM 0OOCHOBAHHbBIX pelleHHui B
CBSI3U C BO3MOXXHbIMU aKTaMW BaHJjajJiu3Ma U Tep-
popuama. BC/] TpeGyeT mepecMoTpa TEXHUYECKUX
pellieHUH B pa3paboOTKe KPUTHUUYECKUX CUCTEM (0X-
paHbl 06'bEKTOB M 3alIUThI UHPOPMALUU) U YBI3KHU
C CyIIeCTBYIOUIMMH cucTeMaMu ynpassaeHus (L,
MIIL, v gpyrue). [Ipu 60BLINX CKOPOCTSX HE3HAYU-
TeJibHble U3MEHEHHUS NapaMeTPOoB MyTH, HATPUMED,
13-3a U3MEHEHUs] CTPYKTYpPbl BEPXHETO CTPOEHUs
NYTH, BbI3BAHHOTO MOJAMBIBOM, MOXET MPUBECTU K
aBapuu. O6pylIeHne CKaJbHbIX MOPOJ, MPOHUKHO-
BeHMe Ha UHPPACTPYKTYPYy NOCTOPOHHUX 06'HEKTOB,

TaK)Ke SBJISIOTCA MOTEHIUAJbHO OMNACHBIMU [AJis
JBW)KEHUsI BbICOKOCKOPOCTHOI'O COCTaBa.

B aToi1 cBA3M, TpebyeTcst pa3paboTKa HOBBIX pe-
IIEHUH He TOJIbKO K KOHTPOJII0 WHGPACTPYKTYPhI
MYyTH JABWXKEHUS MOJBIKHOTO COCTABa, HO U KpaiiHe
B&XKHO, K OIpeJieJIeHUI0 MOMEHTA BO3HUKHOBEHUS
NpPEeNnsATCTBUS], BbI3BBAHHOIO HECAHKLIMOHHWPOBAH-
HbIM MOSIBJIEHHSIM MIOCTOPOHHUX 00'bEKTOB, HECYIINX
ONACHOCThb JBWKEHUIO U Ja/IbHENIIEN lepejadn UH-
dbopMaluM B CUCTEMBI YTIPABJIEHUS C LIeJIbI0 IPUHS-
TUS pallMOHANILHOTO yrpaB/eHus. CyliecTByroliue
CUCTEMBI YNPaBJIEHUSI BBICOKOCKOPOCTHBIMU COCTa-
Bamu /i1, MII] ¥ aBTOGJIOKMPOBKH 0OECIIEYUBAIOT
Ge3onacHoe ymnpaBjeHHe OOBbEeKTaMH CTpPeKaMH,
CUTHaJIaMU JIPyTMMU YCTPOMCTBAMHM, HO He NpesHa-
3HaYeHbI JJIs1 KOHTPOJISI U GOpMHUpPOBaHUsI HHPOpMa-
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I[UH O MOSIBJIEHUH HAa UHPPACTPYKTYpPE MOCTOPOHHUX
00bEKTOB, OMOJI3HEHN, 00BAJIOB U APYTUX BHEIIHUX
OMAaCHbIX BO3/AeUCTBUH. JTa QYHKIUSA BO3JIAraeTcs
Ha He3aBUCUMbIE CUCTEMBI, KOTOpble arperupys MH-
dbopManuio onpeensioT IPUYUHBI BO3HUKHOBEHUS
OMACHOM CUTYalMU U NepeJaloT 3Ty UHOPMaLUIO B
CUCTEMBI yIIpaBJIeHUs U obecrieueHrst 6e301acCHOCTH
JIBUXKEHUs], KOTOpPble KOPPEKTUPYIOT JBIMKEHUE MMO-
€3/10B B YCJIOBHSIX BO3HUKIIEN YTPO3BI.

OavH U3 TaKUX MOAXO/OB 3aKJIIOUAETCS B TOM,
YTO HEOOXO/IUMO NMPHUMeEHEHHEe KOMOUHUPOBAHHOTO
MeTOo/a KOHTPOJISI, UCIIOJIb3YIOIIEr0 ONTHYECKUN Ka-
6esb (OK) u 6ecninioTHBIE JieTaTesbHble annapaThl,
060py/I0BaHHbIE YCTPOUCTBAMU BU/I€OPETUCTPALIU
BO3HHUKIIIEH YyIpo3bl B pa3jMdHOE BpeMs CyTOK U B
JIIOOBIX MTOT'0/IHBIX YCJIOBUSIX.

[lepBuuHyt0 HHPOPMAIMIO O BOSHUKHOBEHUU UH-
I[UJIeHTa JA€T ONMTHYECKUM KabeJib, BHICTYIAKIIUH
JIaTYNKOM, KOTOPbIHM MPOKJIa/IbIBAE€TCS HECKOJbKUMU
Ccroco6aMu: o1 3eMJiel MJIU Ha 3arPafiUTeNbHbIX IIIH-
Tax. [[puHuun aerctBus OK - faTyrKa 3aK/1I04aeTCs B

TOM, YTO B HEM U3MEHSIOTCS YCJIOBUS MPOXOKAEHUS
H3JIy4YeHUH (13-32 MEeXaHUYeCKOTO BO3/IeUCTBUs), B
pe3y/ibTaTe 4yero U3MeHsieTCsl KapTUHA (Tak Ha3bl-
BaeMbI CIEKJ) Ha BBIXOJHOM KoHIe. Onpe/esieHue
XapakTepa NpPOHHMKHOBeHUs1 ¢ nomolubo OK BBUAY
KpPaTKOBPEMEHHOTO BO3/eMCTBUSA 3aTPYAHUTENBHO.
B aTo#i cBs3M, palMoHa/JbHO Hcoab30BaTh BILJIA ¢
HabopoM (QUKCUPYIOLIUX KaMep, KOTOPbIM MPUOJIU-
»KaeTcd K MeCTy BO3SHUKHOBEHUS MHLIW/IEHTA U Ha He-
0O0JIbIIOM PACCTOSIHUU QUKCUPYET OOBEKT MPOHUK-
HOBEHHS, NepejaéT 3Ty HHPOpMALMIO B LIEHTP, KO-
TOpBIN ONpeZie/isieT CTeNeHb BOSHUKILEN OMaCHOCTH.
Ha BIIJIA yctanaBavBaroT BuZeokamepsl, LIDAR u Te-
IJIOBU30P. ITO MO3BOJIIET UMETh UHTETPUPOBAHHYIO
KapTHHY IPOHUKHOBEHHS B Pa3/IMUHOE BPeMS CYyTOK
Y TIPU JIIOOBIX OTOAHBIX YCIOBHUSX.

CoBMecTHOe ucnosib3oBaHue BIIJIA u OK-aaTuyuka
MO3BOJISIIOT CO3/]aTh HAJEKHYI0 CUCTEMY KOHTPOJIS
3a BTOpXXeHHEM Ha HUHOPaACTpPyKTypy. Peanuzanus
JIAaHHOTO MOJAX0/a NpebABJdeT MOBBIIIEHHbIE Tpe-
60BaHUS K CTPYKTYpe CeTU. B ueM aTo nposiBiseTcs?
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Tonnomoop  Lide HD

PucyHok 1 - Cmpykmypa cemu 6ecnusnomuuka (a) u yeHmpa
obpabomku (6)

Bo-nepBbIX, A/ 06pab0oTKH M306paKEHUH C Ka-
Mep ¢ LIDAR ¢ TensioBU30pamMy, yCTaHOBJIEHHBIMH
Ha BI1JIA Heo6x0JiMa BLICOKOCKOPOCTHasI Iepeadya
60J1bII0T0 00'beMa UHPOpMaAIUHU.

Bo-BTOpBIX, /IJisT 06paboTku (Ha cepBepax) He-
00X0IUMO NPHUMEHATDh TEXHOJIOTUIO NapaJljeJbHON
06pabOoTKU MOTOKOB.

B-TpeTbux, opraHusanus CTpyKTyphl JOJKHA 6a-
3MpOBATbC HA NPUMEHEHUHN ONTHYECKUX JIOKAJIb-
HbIX CeTell U 060pyJ0BaHHUU 0a3 JaHHBIX, MMO3BO-
JIIo1Ias paboTaTh HAa CKOPOCTH Iepesiay JAaHHbIX
cBhinie 20 I'b/c.

Llenbto siBJIsSIETCS — pa3paboTKa CTPYKTYpPHI JIO-
KaJIbHOUM BhravciuTessbHOU cetu (JIBC) o6Hapy»xe-
HUS BTOP)KeHUE Ha TPAHCIOPTHY UHPPACTPYKTY-
py BCT u 06paboTka n3o6pakeHus C IOMOIIbI0 MO-
JleJIM Ha OCHOBe HEMPOHHOMU CeTH.

KaHasibl locTaBKM MHPOpPMALIMU CTPOATCS HA UC-
nosib3oBaHuU 4G (LTE) wam 5G. IIpu aToM ucnosib-
3yeTcsl KoJblieBas CTPYKTypa, obecrnedyrBarolLast
nepeZiady B OJJHOM U3 IByX HallpaBJIeHUH Nlepe/jauu.
[Ipy BOSHUKHOBEHUM OTKa3a Ha OJJHOM U3 y4aCTKOB
nepenauu nHpopmanuuu LTE cucrema nepesaét uH-
dopmaruo no BTopoMy (He 0TKasaBLIEMY) KOJbLY.
Jloka/ibHasl BBIYMC/IUTENbHAS CETh COJEPKUT 6a3bl
JaHHbIX U cepBepa A4 LTE, Buzieokamep v TemnoBU-

30poB BIIJIA, a Takke cepBepa U 6a3bl JAHHbBIX JJis
onTHYecKoro kabeJs [2].

O6opynoBaHMe BH/IeOHAOJIIO[EHHs] KBaJApPOKOI-
Tepa BIIJIA cocTouT us:

- kamepa HD;

- Lidar;

- TeIJIOBU30p.

H306paxkeHre CUHXPOHU3UPOBAHO, MO PacTpy
M300pakeHHs. ITO O3HAYAeT, YTO OIlpesie/IeHHOMY
nukKcesno ¢ kamepol HD cooTBeTCTByeT NHUKCeJb
Lidar u TemsioBu3opa. Hao umeTh BBUAY, UTO pas-
pelIapIasg CloCOOHOCTb ITUX YCTPONCTB pas/iny-
Ha. B 9To# CBfI3Y, IPU OCTPOEHUHU MO/jlejIell Heob-
XOZJMMO YIUTBIBATh 3TY 0COGEHHOCTh. PaccMoTpumM
CTPYKTYpYy ceTeBoro o6opynoBanus Ha BI1JIA.

Ha pucynke la mokasaHa CTpyKTypa CeTeBOTO
o6opynoBanusi BIIJIA. LleHTpasbHBIM YCTPOHCTBOM
ABJIsIeTCS KOMMyTaTOp K, KOTOpBIN 06 beJHSAET KOH-
TpoJlepbl NpueMa-nepefayu curHaioB 4G (LTE),
KOHTpOJIJIEp CUCTEeMBbl YNpaBJeHUA IOJIETOM, CBf-
3aHHbIN ¢ KoHTposiepoMm [JIOHACC. Ha otaenbHOM
nopTy KoMmMmyTtaTopa K Bk/IOYaeTcd KOHTpOJLIED
ynpassieHus1 kamepamu: HD, Lidar u TemioBusopa
(TertoBU30p). BaxkHO OTMETUTB, UTO paboTa KaMep
Ha 60opTy BIIJIA cuHXpoHH3WpOBaHA. JTO O3HAYAET
CHUHXPOHHYIO PeryJupoBKYy (OKYCHOTO pPacCTOSHUSA
Y yribl noBopota. Cucrema ynpaB/eHUs I0JIETOM
ynpaBJsieT ABUratessaMu J/ 6ecnuI0THUKA, obecrie-
YuBas 3aJaHHYI0 TPAEeKTOPHIO ABWKEHU, N0JIydeH-
HY10 13 LieHTpasibHoro cepBepa BIIJIA (pucyHok 16).

PaccMoTprM B3aMMoOJeNCTBHE CIELUAIUCTOB U
npuiokeHui, Haxoadauuxcs B JIBC ¢ BIIJIA. O6opy-
noBaHre AKOK HalesieHo Ha 3314y duKcaluy BTOP-
»keHHUs1 Ha uHOpactpykTypy [puaoxenue AKOK pa-
60TaeT 110 MO/ie/IM OCYLeCTBJIAIOLUIUMI HellpepPbIBHBIN
KoHTpoJib cocTosiHuA OK. Ilpu oTrcyTcTBUM Hapyle-
HUM «CIeK/I» U300parkeHuH I(t) mocTymnaeT Ha cepBep
006pabOTKU JIAaHHBIX:

It=1,,, - HapylIeHNH HET. (D)

B cny4yae BTOp>KeHUsI IPOUCXOAUT U3MEHEHHUe

«CIeKJa»

It#1,,, - TPOU30LIO HAPYIIEHHE . (2)

JlocTtoBepHOCTB npouecca Ha ypoBHe 0,96, 4To
obecneunBaeT AecaTupaspsaubiid ALIl napas-
JIeJIbHOTO THUIIA.

[Ipy noctynieHuy curHaja 6eciU0OTHOMY al-
naparty 3aZjaeTcsl MaplIpyT JBUXKEHUs: NIPUOIU3U-
TeJIbHO KOHEeYHble TOYKU U XapaKTepHble TOYKH
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MapipyTa (x*y*z*), o6ecneynBaminye oru6aHue
NpensiTCTBUN Ha NMyTU ABUKeHUs. CBSI3b OCYILECT-
BJsieTcsl yepe3 kaHaJ (LTE). OTta nunpopmanus no-
CTylaeT Ha CUCTEMYy yINpaBJIeHUS MO0JIETOM, [/ie
dbopMupyeTcsl CUTHa/J yOpaBJeHUs1 [ABUraTess-
MU. B cucTeMe ynpaB/ieHUsI 0JIETOM MPOUCXOJUT
CpaBHEHHE TEeKYUMX KOOPAWHAT, MOCTYMarLruX
¢ kouTposuiepa [JIOHACC (xt,yt,zt), c 3alaHHBIMU
(x*y*z*). Ha ocHOBaHUU pa3HOCTH MEXAY TEKYLIH-
MU U 33/IaHHBIMU KOOpPJIMHATaMU OCYyIeCTBJISETCS
KOPPEKTUPOBKA ABUKEHUS 6eCTUIOTHUKA [3, 4].

Ctpyktypa JIBC cucteMbl o6Hapy:KeHHsI BTOP-
»KeHUSsI COCTOUT U3 KoHTpoJsiepoB MK (4G) o6ecne-
YUBAOUIUX CBSA3b Mo TexHosoruu 4G (LTE) mexay
neHTpoM (pucyHok 16) u BIIJIA (pucynok 1a). Ha-
3HaueHue MK(4G) - nepespaya u npueM nHpopma-
nuu. KoHTpoJsiep cucTteMbl yIpaBJeHUs MOJETOM
OCYILeCTBJISIETCS yIpaBJjeHue ABmxkeHueM BIIJIA k
MEeCTy BTOP>KEeHHUS.

MK ynpaBsieHHsi KaMepaMU OCYLIeCTBJISIET Ha-
CTPOUKY KaMep [Jid Nepeadyd arperdpoBaHHOIO
M300paXKeHUs1 BUJIEOKOHTPOJISI C IMOMOIbIO Ka-
Mep HD, kamep c LIDAR u kamepsl TenjoBu3opa B
LeHTp. YnpaBJieHHe HaBeJleHHWEeM KaMep Ha MecCTe
NPOHUKHOBEHHUS] OCYUIECTBJSAET crenuaauct. Jo-
CTUTHYB NPHUOGJIM3UTEJbHOIO MeCTa BTOPXKEHMUS,
BKJItOYaeTcss kamepa HD u Lidar B sHeBHOe BpeMms,
a B HOYHOE BpeMs /I0NOJHUTEIbHO KaMepa TelJo-
BU30POM C L1eJIbI0 BbISIBJIEHUS IPUCYTCTBUS YeJsI0-
BeKa WJIM >KUBOTHBIX MPHUCYTCTBUE YeJOBEKA UJIU
*KUBOTHBIX, @ TAKXKe BO3MOXKHOI'0 HaXOX/IeHUs Ma-
IIUH UJIM UHOW TexHUKU. Ha ocHOBaHUU MOJy4YeH-
HOI'0 M300paXkeHUs1 MPOBOJUTCS aHaNIN3 NPUUUH U
BO3MOXHbIX MOCJEJ[CTBUNA MPOU30LIEAIIEr0 BTOP-
»KEHHSL. JTHM 3aHUMaeTCs CIIeLiUaINCT, TUATeIbHO
ob6cyieysl y4acToOK BTOp)keHHUs. Lidar cayxut aas
ompejie/ieHHs] PAacCTOSIHUS 0 OO'bEKTOB HaXO/sl-
IIMXCS HA y9acTKe BTOp>KeHus [5].

[lnowaaka ass BIIJIA oxpaHnseMmas. B kadectBe
JIATYMKOB OXPaHbl MCMOJIb3YIOTCA JATUUKU JIBUXKe-
Hus1. [luTaHMe OCy1LeCTBJISETCS - THEM OT COJIHEYHBIX
KOJIJIEKTOPOB, HOYbIO OT CeTU. B ciyyae HamazgeHus
Ha mwiow@aaky BIIJIA, npoucxoguTt He3aMe[JIUTeNb-
HOe MMOKW/IaHHE TJIOIAJKU 6ECITUTIOTHUKOB C LEJIbI0
npeJoTBpalleHUs] UX MOBPEXAEHUS U BbIABJIEHUU
06CTOSATE/IbCTB CUTYALMK C HallaZleHUEeM.

3azaya pacno3HaBaHHUS [JOJKHA 00eCcrnevYuThb
WJIeHTHUQUKAIMI0 TPOHUKHOBEHUs Ha uHPpa-

CTPYKTYpPY Ppas/JUYHBbIX OOGBEKTOB. JTO JOJKHO
OCYLLeCTBJIATBCS HA OCHOBE METO/I0B paclo3HaBa-
HUA. B HacTos1ee BpeMs, 0lHUM U3 HauboJiee pac-
NPOCTPAHEHHBIX MOAXO0/0B SIBJISETCS IPUMeHEeHUe
HEeHpOHHBIX ceTel [6, 7, 8]. OnTUYeCKUI KabeJib,
KaK ObLJIO YKa3aHO BhIIlE, 103BOJISIET PUKCUPOBATD
MeCTO MU MOMEHT NPOHUKHOBEHHS Ha pacmpeje-
JIEHHYI0 MUHQPACTPYKTYpY. B aTOM cBA3M, 060yyeHUsa
MOJIeJIM pacHo3HaBaHUSl JO/DKHO INPOXOJUTH He-
NpepbIBHO, TaK KaK MapaMeTpbl ONTHYECKOTO Ka-
6eJig, Kak IpaBUJIO, He BOCCTAHABJMUBAIOTCS MOCJI€e
du3nyecKoro Bo3AeNUCTBUSl HApyLUIUTeNs. ITO Ha-
KJIa/IbIBAaeT yCJIOBHE ObICTPOro nepeobydeHust Mo-
Jenyu ¢ukcanuu HapyileHus. C 1jesiblo onpejesie-
HUS MeCTa NIPOHUKHOBEHHS B ONTHYECKOM Kabesie
CO3JlAl0TCsl CHeLUabHblE HACEYKH, OTPaKaIoIIUe
4acTb CBETOBOIO NMOTOKa. [I[py MexaHH4YeCcKOM BO3-
JleCTBUM HAapyLIUTEJIs NOSIBJISIETCS JOTIOJHUTEb-
HbIM CHTHa/I OTPaXKeHHs], KOTOPbIM HEe COBHA/iaeT
C OTpaKeHHbIM CUI'HaJIOM Haceuek. [lo pasHocTH
3THUX CUTHAJIOB ONpeJe/IsSeTCsl pacCTOsIHUE /10 Me-
CTa NPOHHWKHOBEHMS. 3ajJladya pacrno3HaBaHMUS, KO-
TOpasl pellaeTcs C UCNO0JIb30BaHUEM OECITUI0THBIX
JleTaTeJIbHbIX CPeJCTB OTJIMYAEeTCs OT 3a,a4u pac-
nosHaBaHus OK. B aToMm ciydae, pelraeTtcs 3afaya
IIPUHA/IJIEXXHOCTH HAapYLIUTEN-00beKTa K OJHOMY
M3 3apaHee 33JJaHHbIX 3TaJOHHBIX M300paKeHUM.
Haubosiee pacrpocTpaHéHHBIM MOAX0/0M B pelle-
HUU 9THUX 33/1a4 SIBJISIETCS UCI0JIb30BaHUe HEHPOH-
HbIX ceTel [9].

PaccMoTpuM peannsanuio Mojesd pacrno3Ha-
BaHUsI Ha OCHOBe HeWpOHHOW ceTu. [l obGyye-
HUSA HEUWPOHHBIX CeTed INPUMEHAeTCAd aJTOPUTM
obpaTHOro pacnpoctpaHeHuss omu6kud (back
propagation) [10]. O6y4yeHue aaropuTMoMm obpat-
HOTO paclpoCTpaHeHUs] OUIMOKH HpejoJiaraeT
JiBa MpoXoJa M0 BCEM CJIOSAM CeTH: NMPSMOro U 06-
paTHOro. AJropUuTM 06PATHOI'O PacCNpoCTpPaHEeHUs
OIIMOKMU HpejIoJiaraeT NpUMeHeHWe TIpaJueHT-
HOTO CIIyCKa U fIBJISETCS OJHUM U3 3PPEeKTUBHBIX
o6yyawuux anropuTMoB. [IpeanosokuM, 4yTo ume-
ercst R;j = 1 MCXOQHBIX M300pakeHU 06'bEKTOB
BTOPXKEHUS:

x) =>Y; (3)
rje Xﬁi - BXOZJHOM BEKTOP NPU3HAKOB UCXOHBIX
HU300parkeHUH R]., Rj => Yj,j =1, mk=1m, Y].,

Y.- BeKTOP CKPBITOrO CJI051 BHIXO/{0B CETH, COOTBET-
CTBYIOL U BXOJIHOMY BEKTODY: XEJ' :
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BbIx0ogl CKpBITBIX HEHPOHOB Y, Hpe,ZLCTaBJlHETCH
KaK CKaJIsipHOe Hp01/13Be,aeH1/1e HpI/IBHaKOB X % Ha
BEKTOD BECOB "'-"kj 3a/laHHbIM HayaJIbHO CJIy4ailHo:

Yy =S wi xXgii = 1,1; (4)
Yj = Fq(Y)), (5)
rae lr’;- - BbIxogHas yHKLMA softmax HeHMpoHHOU
cetu [10],
F - byHKuMs aKTUBALMH, HeJIMHeHHasa QYHKIMS.

B kauecTBe QyHKIMH aKTUBALIMKU MOTYT BBICTY-
naTh: CUTMOM/A, TUNEPOOTUYECKUH TaHTeHC, JIo-
rapudmuyeckass QyHKLUUSA U Apyrve HeJUHeHHble
dyHKIMY. BBeieHre HeJTMHEHHON QYHKIIMH HE00-
XOJIUMO JIJIsl TOTO, YTOOBI paszesswie GyHKIUU
ObLIM HEJITMHEHHBIMU U TI03BOJISIIM CTPOUTDH HeJIU-
HelHOe pasjiejleHHe TOYeK MCXOAHBIX U306paxe-
HUM.

3azaya 06y4eHHsI COCTOUT B pacyéTe 3HAUYEHUSs
wf{j BECOB, KOTOpPble ONpee/ATCA C MOMOILbIO
aJropUTMa 06pPaTHOIr'O PacCIpOCTPaHEHUS OLIMOKU
back propagation.

BBeséM 0603HaYEHHs] LR}(WL') - GyHKIMA TI0-
Tepb HeJIMHEeHHOW perpeccun. OGy4yeHne HaYMHa-
eM C BbI60opa HauyaIbHbIX BECOB wk , Aasee fejlaeM
06HOBJIEHHS 10 BCEM BecaM ij' nonyqaeM

LRJ'(wi.j.)
T
Wk]_
rjie 1 - KoapdUUeHT cKopocTHu obydeHus 0<n <1.

dyHKIHOHAN LRJ(W}{;.) MOAJIEKUT MUHUMU3ALUU
v onpeJiesisieTcs ciaeayrolei GopMysioi:

LRi(wi)=-— 2 (r* x in(F(17)) +(1-%) %

(1-tm(1- r(r;))))- miny, (L9(wl;)).
e ’f(}fj.} =F, ((ij X x;f))

['pasueHTHBIA MeTOJ ONTHMHU3ALUU COCTOUT B
UTEePaLlMOHHOM yTOYHEHUHU Wf;.-'l coryiacHo popMmy-
Jie (5). HauasnbHOe 3HaYeHWe TapaMeTpa 1) BbIoupa-
eTcsl JJOCTaTOYHO MaJIbIM JiJisl o6ecredyeHus CX0/1-
MOCTH.

TakuM 06pa3oM, MOXKHO cAesaTb CIAeAYILIUN
BBIBO/]: CKOPOCTb CXOAMMOCTH IpoLecca 06y4eHus
onpejiessieTcss TIpaJUeHTHbIM MeTOJOM IOUCKa
MHUHUMyMa LRJ'(W}'U.) (6). OgHako, cylIeCTBEHHO TO,
YTO BBeJEHHE HEJUHENHOCTH U HCIO0JIb30BaHHeE

i+1 i
ij ij —J’]’X

(6)

(7

auddpepeHnMpyeMblx GYHKIMN Ha BCeX 3TAMax pe-
asiM3aliii HEMPOHHOU CeTH, MO3BOJISIET peasih30-
BaTb 0GpPaTHYIO CBsI3b (QJICOPUTM 06pPATHOrO pac-
NPOCTPAaHEHHUS OLIMOKH ), TEM CAMBIM OCYIIIECTBUTh
aBTOMAaTHUYECKUH NOUCK pelleHHrs, NPU 3a4aHHOU
GYHKIMY aKTUBALMU Y KOJINYECTBE C10€B HEUPOH-
Hoii ceTu [11, 12].

BeiBoAgbI. B pabGoTe mnpensiokeHa CTPYKTypa
ceTH GEeCHUJIOTHBIX JIeTAaTeJbHBIX CPEJCTB, B KO-
TOPOU peasM30BaHbl COBpEMEHHbIE NOAXOAbI K MO-
CTpoeHU0 MHGOPMAIMOHHOU CUCTEMBI JJisl MOJie-
JIU aHaJIM3a IPOHUKHOBEHUS HA pacnpese/EHHYI0
CTPYKTYpY TpaHCHOPTa.

Mogenb aHa/in3a MPOHUKHOBEHUS Ha paclpe-
JleIEHHYI0 MHPPACTPYyKTypy TpaHCIopTa Heobxo-
JIUMO CTPOHUTBH C HCIOJb30BaHUEM JIByX TeXHHYe-
CKUX pelleHUH: omlpejie/ieHHe MeCTOIO0JIOKEeHHUS
NPOHUKHOBEHHUS C MPUMEHEHUEM TE€XHOJIOTHUU OIl-
THUYECKOTro KabeJsis, a UJeHTUOUKALUI0 00'bEKTOB
NPOHUKHOBEHUSI Ha OCHOBE aHa/l3a U300 paKeHUH
¢ kamep HD, LiDAR TenJsioBHM30pa, yCTaHOBJIEHHBIX
Ha 6eCNUJIOTHBIX JIeTaTeJbHbIX CPE/ICTBAX.

[IpeasioxkeHo A9 06pabOTKU HU300paKEHUN U
omnpefieJieHUsl CTelleHW ONaCHOCTU NPOHUKHOBeE-
HUSI IPUMEHSATb METO/Ibl paclio3HaBaHUs Ha OCHO-
Be HEMPOHHBIX CETEH.

BNATOAAPHOCTH.

WUccnenoBaHre BbINOJHEHO NpU GUHAHCOBOHN
noagepxxkke PODU, HTY «Cupuyc», OAO «PXK/» u
O6pazoBaTesbHOro PoHAa «TasmaHT U ycrex» B paM-
Kax Hay4yHoro npoekrta Ne 20-37-51001 (3asBka
2020 roza): «PazpaboTka Mozeseld U METOJOB OII-
TUMHU3al MU [IPOU3BO/ACTBEHHBIX PECYpCOB TOpo/j-
CKUX peJIbCOBbIX TpaHcnopTHbIX cucteM ([PTC) Ha
OCHOBE TEXHOJIOTUM 60JIbIINX JaHHbIX (bigdata)».
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